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Preface

How do you make sense of the huge amount of data generated by IoT devices? And after
that, how do you find ways to make money from it? None of this will happen on its own,
but it is absolutely possible to do it. This book shows how to start with a pool of messy,
hard-to-understand data and turn it into a fertile analytics powerhouse.

We start with the perplexing undertaking of what to do with the data. IoT data flows
through a convoluted route before it even becomes available for analysis. The resulting data
is often messy, missing, and mysterious. However, insights can and do emerge through
visualization and statistical modeling techniques. Throughout the book, you will learn to
extract value from IoT big data using multiple analytic techniques.

Next, we review how IoT devices generate data and how the information travels over
networks. We cover the major IoT communication protocols. Cloud resources are a great
match for IoT analytics due to the ease of changing capacity and the availability of dozens
of cloud services that you can pull into your analytics processing. Amazon Web Services,
Microsoft Azure, and PTC ThingWorx are reviewed in detail. You will learn how to create a
secure cloud environment where you can store data, leverage big data tools, and apply data
science techniques.

You will also get to know strategies to collect and store data in a way that optimizes its
potential. The book also covers strategies to handle data quality concerns. The book shows
how to use Tableau to quickly visualize and learn about IoT data.

Combining IoT data with external datasets such as demographic, economic, and locational
sources rockets your ability to find value in the data. We cover several useful sources for
this data and how each can be used to enhance your IoT analytics capability.

Just as important as finding value in the data is communicating the analytics effectively to
others. You will learn how to create effective dashboards and visuals using Tableau. This
book also covers ways to quickly implement alerts in order to get day-to-day operational
value.

Geospatial analytics is introduced as a way to leverage location information. Examples of
geospatial processing using Python code are covered. Combining IoT data with
environmental data enhances predictive capability.



Preface

We cover key concepts in data science and how they apply to IoT analytics. You will learn
how to implement some examples using the R statistical programming language. We will
also review the economics of IoT analytics and discover ways to optimize business value.

By the end of the book, you will know how to handle scale for both data storage and
analytics, how Apache Spark can be leveraged to handle scalability, and how R and Python
can be used for analytic modeling.

What this book covers

Chapter 1, Defining IoT Analytics and Challenges, defines, for the purposes of this book, what
constitutes the Internet of Things. It will also define what is meant by the term Analytics
when used in the book. The chapter will discuss special challenges that come with IoT data
from the volume of data to issues with time and space that are not normally a concern with
internal company data sets. The reader will have a good grasp of the scope of the book and
the challenges that he or she will learn to overcome in the later chapters.

Chapter 2, IoT Devices and Networking Protocols, reviews in more depth the variety of IoT
devices and networking protocols. The reader will learn the scope of device and example
use cases, which will be discussed in easy-to-understand categories. The variety of
networking protocols will be discussed along with the business need they are trying to
solve. By the end of the chapter, the reader will understand the what and the why of the
major categories of devices and networking protocol strategies. The reader will also start to
learn how to identify characteristics of the device and network protocol from the resulting
data.

Chapter 3, IoT Analytics for the Cloud, speaks about the advantages to cloud-based
infrastructure for handling and analyzing IoT data. The reader will be introduced to cloud
services, including AWS, Azure, and Thingworx. He or she will learn how to implement
analytics elastically to enable a wide variety of capabilities.

Chapter 4, Creating an AWS Cloud Analytics Environment, provides a step-by-step
walkthrough on creating an AWS environment. The environment is specifically geared
towards analytics. Along with screenshots and instructions on setting it up, there will be
explanation on what is being done and why.

Chapter 5, Collecting All That Data - Strategies and Techniques, speaks about strategies to
collect IoT data in order to enable analytics. The reader will learn about tradeoffs between
streaming and batch processing. He or she will also learn how to build in flexibility to allow
future analytics to be integrated with data processing.

[2]
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Chapter 6, Getting to Know Your Data - Exploring IoT Data, focuses on exploratory data
analysis for IoT data. The reader will learn how to ask and answer questions of the data.
Tableau and R examples will be covered. He or she will learn strategies for quickly
understanding what the data represents and where to find likely value.

Chapter 7, Decorating Your Data - Adding External Datasets to Innovate, speaks about
dramatically enhancing value by adding in additional datasets to IoT data. The datasets will
be from internal and external sources. The reader will learn how to look for valuable
datasets and combine them to enhance future analytics.

Chapter 8, Communicating with Others - Visualization and Dashboarding, talks about designing
effective visualizations and dashboards for IoT data. The reader will learn how to take what
they have learned about the data and convey it in an easy-to-understand way. The chapter
covers both internal and customer-facing dashboards.

Chapter 9, Applying Geospatial Analytics to IoT Data, focuses on applying geospatial
analytics to IoT data. IoT devices typically have a diverse geographic location when
deployed and sometimes even move. This creates an opportunity to extract value by
applying geospatial analytics. The reader will learn how to implement this for their IoT
analytics.

Chapter 10, Data Science for IoT Analytics, describes data science techniques such as machine
learning, deep learning, and forecasting using ARIMA on IoT data. The reader will learn the
core concepts for each. They will understand how to implement machine learning methods
and ARIMA forecasting on IoT data using R. Deep learning will be described along with a
way to get started experimenting with it on AWS.

Chapter 11, Strategies to Organize Data for Analytics, focuses on organizing data to make it
much easier for data scientists to extract value. It introduces the concept of Linked
Analytical Datasets. The reader will learn how to balance maintainability with data scientist
productivity.

Chapter 12, The Economics of IoT Analytics, talks about creating a business case for IoT
analytics projects. It discusses ways to optimize the return on investment by minimizing
costs and increasing opportunity for revenue streams. The reader will learn how to apply
analytics to maximize value in the example case of predictive maintenance.

Chapter 13, Bringing It All Together, wraps up the book and reviews what the reader has
learned. It includes some parting advice on how to get the most value out of Analytics for
the Internet of Things.

[3]
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What you need for this book

This book will guide you to know how to get the most value out of Analytics for the
Internet of Things explained with the examples. You will need to install R and Rstudio,
Tableau, and Python to effectively run the code samples present in this book.

Who this book is for

This book is for professionals that are either currently struggling with how to create value
with IoT data or are thinking about building this capability in the near future. This includes
developers, analytics practitioners, data scientists, and general IoT enthusiasts.

This book is also intended to be useful for business executives, managers, and
entrepreneurs who are investigating the opportunity of IoT. This book is for anyone who
wants to understand the technical needs and general strategies required to extract value
from the flood of data.

A reader of this book wants to understand the components of the IoT data flow. This
includes a basic understanding of the devices and sensors, the network protocols, and the
data collection technology. They also want an overview of data storage and processing
options and strategies. Beyond that, the reader is looking for an in-depth discussion of
analytic techniques that can be used to extract value from IoT big data.

Finally, they are looking for clear strategies to build a strong analytics capability. The goal is
to maximize business value using IoT big datasets. The reader wants to understand how to
best utilize all levels of analytics from simple visualizations to machine learning predictive
models.

Prior knowledge of IoT would be helpful but not necessary. Some prior programming
experience would be useful.

Conventions

In this book, you will find a number of styles of text that distinguish between different
kinds of information. Here are some examples of these styles, and an explanation of their
meaning.

[4]
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Code words in text, database table names, folder names, filenames, file extensions,
pathnames, dummy URLSs, user input, and Twitter handles are shown as follows: SRTM. py
on GitHub is an example.

A block of code is set as follows:

IF SUM([Amount of Precipitation (inches)]) >= 0.2 THEN
"Yesl'

ELSE

"Noll

END

Any command-line input or output is written as follows:
hdfs dfs -put lots_o_data.csv /user/hadoop/datafolder/lots_o_data.csv

New terms and important words are shown in bold. Words that you see on the screen, in
menus or dialog boxes for example, appear in the text like this: "In the Parameters section
on the same page."

Warnings or important notes appear like this

Tips and tricks appear like this.

Readers feedback

Feedback from our readers is always welcome. Let us know what you think about this
book-what you liked or disliked. Reader feedback is important for us as it helps us develop
titles that you will really get the most out of.

To send us general feedback, simply email feedback@packtpub.com, and mention the
book's title in the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing or
contributing to a book, see our author guide at www.packtpub.com/authors.
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Customer support

Now that you are the proud owner of a Packt book, we have a number of things to help you
to get the most from your purchase.

Downloading the example code

You can download the example code files for this book from your account at http://www.p
acktpub.com. If you purchased this book elsewhere, you can visit http://www.packtpub.c
om/supportand register to have the files emailed directly to you.

You can download the code files by following these steps:

Log in or register to our website using your email address and password.
Hover the mouse pointer on the SUPPORT tab at the top.

Click on Code Downloads & Errata.

Enter the name of the book in the Search box.

Select the book for which you're looking to download the code files.
Choose from the drop-down menu where you purchased this book from.
Click on Code Download.

NSOk

You can also download the code files by clicking on the Code Files button on the book's
webpage at the Packt Publishing website. This page can be accessed by entering the book's
name in the Search box. Please note that you need to be logged in to your Packt account.

Once the file is downloaded, please make sure that you unzip or extract the folder using the
latest version of:

e WinRAR / 7-Zip for Windows
e Zipeg /iZip / UnRarX for Mac
e 7-Zip / PeaZip for Linux

The code bundle for the book is also hosted on GitHub at https://github.com/prachiss
/Analytics-for-the-Internet-of-Things-IoT. We also have other code bundles from
our rich catalog of books and videos available at https://github.com/PacktPublishing/.
Check them out!
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Preface

Downloading the color images of this book

We also provide you with a PDF file that has color images of the screenshots/diagrams used
in this book. The color images will help you better understand the changes in the output.

You can download this file from https://www.packtpub.com/sites/default/files/down
loads/AnalyticsfortheInternetofThings (IoT)_ColorImages.pdf.

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you find a mistake in one of our books-maybe a mistake in the text or the code-
we would be grateful if you could report this to us. By doing so, you can save other readers
from frustration and help us improve subsequent versions of this book. If you find any
errata, please report them by visiting http://www.packtpub.com/submit-errata, selecting
your book, clicking on the Errata Submission Form link, and entering the details of your
errata. Once your errata are verified, your submission will be accepted and the errata will
be uploaded to our website or added to any list of existing errata under the Errata section of
that title.

To view the previously submitted errata, go to https://www.packtpub.com/books/conten
t/supportand enter the name of the book in the search field. The required information will
appear under the Errata section.

Piracy

Piracy of copyrighted material on the Internet is an ongoing problem across all media. At
Packt, we take the protection of our copyright and licenses very seriously. If you come
across any illegal copies of our works in any form on the Internet, please provide us with
the location address or website name immediately so that we can pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected pirated
material.

We appreciate your help in protecting our authors and our ability to bring you valuable
content.

Questions

If you have a problem with any aspect of this book, you can contact us at
questions@packtpub.com, and we will do our best to address the problem.
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Defining loT Analytics and
Challenges

In this chapter, we will discuss some concepts and challenges associated with analytics on
Internet of Things (IoT) data. We will cover the following topics:

¢ The analytics maturity model
e Defining the IoT

e What is different about IoT data?
e Data volume

e Problems with time
e Problems with space
e Data quality

¢ Analytics challenges

¢ Concerns with finding business value

The situation

The tense white-yellow of the fluorescent ceiling lights press down on you while you sit in
your cubicle and stare at the monitors on your desk. You sense it is now night outside but
can't see over the fabric walls to know for sure. You stare at the long list of filenames on one
screen and the plain text rows of opaque sensor data on the other screen.



Defining IoT Analytics and Challenges

Your boss had just left to angrily brood somewhere in the office, and you are not sure
where. He had been glowering over your shoulder.

"We spent $20 million in telecommunication and consulting fees last year just to get this
data! The hardware costs $20 per unit. We've been getting data, and it has been piling up
costing us $10,000 a month. There are 20 TB of files - that's big data, isn't it? And we can't
seem to do anything with it?"he had said.

"This is ridiculous!," he continued, "It was supposed to generate $100 million in new
revenue. Where is our first dollar? Why can't you do anything with it? I have five
consultants a week calling me to tell me they can handle it- they'll even automate it. Maybe
we should just pick one and hope they aren't selling us snake oil."

You know he does not really blame you. You were a whiz with Excel and knew how to
query databases. A lot of analytics requests went to you. When the CEO decided the
company needed a big data guy, they hired a VP out of Silicon Valley. But the new VP
ended up taking a position with a different Silicon Valley company the day before he was
supposed to start at your company.

You were hastily moved into the new analytics group. A group of one - you. It was to be a
temporary shift until another VP was found. That was six months ago. The company is
freezing funds for outside training and revenues are looking tight. So, no training for you.

Although many know the terms, no one in the company actually understands what Hadoop
is or how to even start using this thing called machine learning. But others more and more
seem to expect you to not only know it but already be doing it.

Executives have been reading articles in HBR and Forbes about the huge potential of the IoT
combined with Artificial Intelligence or Al They feel like the company will be left behind,
and soon, if it does not have its own IoT big data solution incorporating Al Your boss is
feeling the pressure. Executives have several ideas for him where Al can be used. They
seem to think that getting the idea is the hard part, implementation should be easy. Your
boss is worried about his job and it rolls downhill to you.

[9]
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Your screen on the left looks like this:

39.984677

39.984702,
39. 984683,
39. 984686,
39. 984688,
39. 984655,
39. 984611,
39. 984608,
39.984563,
39.984539,
39. 984606,
39. 984568,
39. 9845886,
39.984561,
39.9845386,
39.984523,
39. 984516,
39.984523,
39.984574,
39. 984568,
39.984538,
39.984501,
39.984532,
39. 984504,
39. 984485,
39.984427,
39. 984485,

39.984501,
39. 984618,
39.984649,
39.984621,
39, 984655,
39. 984681,
39.984708,
39, 984708,
39. 984696,

39. 984682,
39.984649,
39. 984641,
39.984647,

39, 984654,
39. 984631,
39.984647,
39.984653,
39. 984628,
39. 984652,

116,
116.
116.
116.
116.
116.
116.
116,
116.
116.
116.
116.
116.
116.
116,
116.
116.
116,
116.
116.
116.
1le.
116.
116.
116,
116.

116.
116.
116.
116.
116.
116.
116.
116.
116.
1116.
116.
116.
116.
116.
116.
116.
116.
116.
116.
116.

318417,0,492,39744,

1201851852,2008-10-23,02:53:04

31845, 0 492 30744, 1202546296, 2008-10- 23, 02:52:10

318417,0,492,39744.
318385,0,492,39744.
318262,0,402,39744.
318026,0,493,39744.
317761,0,493,39744.
317517,0,496,39744.
317294 ,0,500,39744.
317065,0,505,39744.
316911,0,510,39744.
316716,0,515,39744.
316527,0,520,39744.
316354,0,525,39744.
316188,0,531,39744.
315962,0,536,39744.
315823,0,541,39744.
315611,0,546,39744.
315407,0,551,39744.
315148,0,556,39744.
314907 ,0,560,39744.
314808,0,564,39744.
314625,0,569,39744.
314426,0,574,39744.

1203125, 2008-10- 23, 02:53:15

1203?03?04,2008—10—23,02:53:20
1204282407 ,2008-10-23,02:53:25
1204861111,2008-10-23,02:53:30
1205439815, 2008-10-23,02:53:35
1206018519,2008-10-23,02:53:40
1206597222 ,2008-10-23,02:53:45
1207175926,2008-10-23,02:53:50
120775463,2008-10-23,02:53:55
1208333333,2008-10-23,02:54:00
1208912037,2008-10-23,02:54:05
1209490741,2008-10-23,02:54:10
1210069444 ,2008-10-23,02:54:15
1210648148 ,2008-10-23,02:54:20
1211226852,2008-10-23,02:54:25
1211805556,2008-10-23,02:54:30
1212384259,2008-10-23,02:54:35
1212962963 ,2008-10-23,02:54:40
1213541667,2008-10-23,02:54:45
121412037 ,2008-10-23,02:54:50
1214699074 ,2008-10-23,02:54:55
1215277778,2008-10-23,02:55:00

31424,0,579,39744,1215856481,2008-10-23,02:55:05

314042 ,0, 584 ,39744.
39.98448,116. 313818, 0, 589,39744.1217013889, 2008-10-23,02:55:15
313659,0,595, 39744,
314322,0,113,39744.
314107,0,117,39744.
313941,0,121,39744.
313724,0,126,39744.
313521,0,129,39744.
313311,0,133,39744.
39744,
312921,0,144 ,39744.
312746,0,153,39744.
312525,0,155,39744.
312332,0,158,39744.
312123,0,164,39744.

313099,0,137,

311917,0,170,39744,

1216435185,2008-10-23,02:55:10

1217592593,2008-10-23,02:55:20
1218171296,2008-10-23,02:55:25
121875,2008-10-23,02:55:30

1219328704 ,2008-10-23,02:55:35
1219907407 ,2008-10-23,02:55:40
1220486111 ,2008-10-23,02:55:45
1221064815,2008-10-23,02:55:50
1221643519,2008-10-23,02:55:55
1222222222 ,2008-10-23,02:56:00
1222800926,2008-10-23,02:56:05
122337963, 2008-10- 23, 02:56:10
1223958333 2008-10- 23 02:56:15
1224537037,2008-10-23,02:56:20
1225115741 2008-10-23,02:56:25

31172, 0 17 8, 39744, 1225694444, 2008-10- 23, 02:56:30
311569 0 180 39744, 12262’3148 2008-10- 23 02:56:35
31138,0,184,39?44.1226851852,2008—10—23,02:56:40
311189,0,194,39744,1227430556,2008-10-23,02:56:45
311026,0,206,39744.1228009259,2008-10-23,02:56: 50
310854,0,214,39744.1228587963,2008-10-23,02:56:55

m

The list goes on and on for several pages. You have been able to combine several files and
do some pivot tables and charting in Excel. But it takes a lot of your time, and you can only
realistically handle a month or two worth of data. The questions are coming in faster than
your ability to answer them. You and your boss have been talking about bringing in temps
to do the work-they don't really need to understand it, just follow the steps that you outline

for them.
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Your screen on the right looks like this:

MName Type Compressed size Password .. Size Ratio

|| 20081023055305.plt PLT File 13KE Ne 61 KB 80%

|| 20081023234104.plt PLT File 21 KB Neo 135KB 80%

|| 20081024234405.plt PLT File 83 KB Ne MIKE 82%

|| 20081025231428 plt PLT File 43 KB Ne 2B1KB 82% L
|| 20081026081229.plt PLT File 37KB  Ne 204 KB 83% 3
|| 20081027111634. plt PLT File 12KB Ne 53KB 79%

|| 20081027233029.plt PLT File 8KBE No 32KB T8%

|| 20081027235802.plt PLT File 2KB No TKB 1%

|| 20081028102805.plt PLT File 10KE Ne 41 KB ]
|| 20081028233053.plt PLT File GKE No 22 KB

|| 20081028235048.plt PLT File 4KB No 17 KB

|| 20081029110529.plt PLT File 11 KB Ne 47 KB

|| 20081029234123.plt PLT File 26 KB Ne 126 KB

|| 20081030233959.plt PLT File 21 KB Ne 94 KB

|| 20081101004235.plt PLT File 44 KB No 234 KB

|| 20081102030834.plt PLT File 24 KB Ne 122 KB

|| 20081102233452.plt PLT File 8KBE No 34 KB

|| 20081103133204.plt PLT File TKE No 31 KB

|| 20081103233729.plt PLT File 10KE Ne 42 KB

|| 20081104054859.plt PLT File 24 KB Ne 120 KB

|| 20081104234436.plt PLT File 11KE Ne 43 KB

|| 20081105110052.plt PLT File 58KBE Neo 360 KB

|| 20081106051423.plt PLT File 4KE No 17 KB

|| 20081106133604.plt PLT File 8KB No 35 KB

|| 20081106233404. plt PLT File 37KB  Ne 184 KB

|| 20081108034358.plt PLT File 46 KB Ne 240 KB -

| m | +

Your IT department has been consolidating lots of little files into several very large ones.
The filesystem was being overloaded by the number of files, so the solution was to
consolidate. Unfortunately, for you, many files are now too large to open in Excel, which
limits what you can do with them. You end up doing more analytics on recent data simply
because it is much easier (the files are still small).

Looking at the data rows, it is not obvious what you can do with it beyond sums and
averages. The files are too big to do a VLOOKUP in Excel against something like your
production records - which is stored in files often too big to even open in Excel.

[11]
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At this point, you can't begin to think how you would apply Machine Learning to this data.
You are not quite sure what it even means. You know the data is difficult to manipulate for
anything beyond recent datasets. Surely, long periods of time would be needed to extract
value out of it.

You hear a cough from behind you. Your boss is back.

He says quietly and stiffly, "I'm sorry. We're going to have to hire a consultant to take this
over. I know how hard you've been working. You've done some amazing things
considering the limitations, and nobody appreciates that enough. But I have to show results.
It will probably take a month or two to fully bring someone on board. In the meantime, just
keep at it-maybe we can make a breakthrough before then."

Your heart sinks. You are convinced there is huge value in the connected device data. You
feel like you could make a career out of IoT analytics if you could just figure out how to get
there. But you are not a quitter.

You decide you will not go down without a fight, you will find a way.

Defining loT analytics

In order to understand IoT analytics, it is helpful to separate it out and define both analytics
and the IoT. This will help frame the discussion for the rest of the book.

Defining analytics

If you ask a hundred people to define analytics, you are likely to get a hundred different
answers. Each person tends to have his or her own definition in mind that can range from
static reports to advanced deep learning expert systems. All tend to call efforts in the wide
ranging territory analytics without much further explanation.

We will take a fairly broad definition in this book as we are covering quite a bit of territory.
In their best selling book Competing on Analytics, Tom Davenport and Jeanne Harris created
a scale, which they called Analytics Maturity. Companies progress to higher levels in the
scale as their use of analytics matures, and they begin to compete with other companies by
leveraging it.

[12]
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When we use the word analytics, we will mean using techniques that fall in the range from
query/drill down to optimization as shown in the following chart from Competing on
Analytics:

Optimization
Predictive Modeling

Forecasting/extrapolation

Competing on
Analytics

Statistical analysis

Alerts

Query/drill down

Competitive advantage

Ad hoc reports

Daily Support with
Analytics

Standard reports

Access & Reporting Analytics

Source: Competing on Analytics = -
by Thomas H. Davenport & Jeanne G Harris Aﬂa'ytlcal Matl.l l'lty

We will also take a slightly different philosophy. Unlike the notion of a company
progressing through each level to get to the peak of maturity at the upper right with
optimization, we will strive to reach success at all levels in parallel.

The idea of a company not being analytically mature unless it is actively employing
optimization models at every turn can be dangerous. This puts pressure on a company to
focus time and resources where there may not be a return on investment (ROI) for them.
Since resources are always limited, this could also cause them to under-invest in projects in
other areas that have a higher ROIL

The reason for the lack of ROl is often that a company simply does not have the right data
to take full advantage of the more advanced techniques. This could be no fault of their own
as the signal in the noise may be just too weak to tease out. This could stem from the state of
technology, not yet at the point where the key predictive data can even be monitored. Or
even if this is possible, it may be far too expensive to justify capturing it. We will talk about
the limitations of available data quite a bit in this book. The goal will always be to maximize
ROI at all levels of the maturity model.
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We will also take the view that analytics maturity is about having the capability and
knowing how to enable the full scale. It is not about what you are doing. It is about what
you are capable of doing in order to maximize your sum total ROI across the full scale. Each
level can be exploited if an opportunity is spotted. And we want there to be fertile ground
for opportunities across the full scale. More about this will be covered throughout the book.

Defining the Internet of Things

Sensors have been tracking data for decades at manufacturing plants, retail stores, and
remote oil and gas equipment. Why all of sudden is there this IoT hype all over the media?

The dramatic decrease in sensor costs, bandwidth costs, the spread of cellular coverage, and
the rise of cloud computing all combine to create fertile conditions to easily connect devices
over the internet. For example, as shown in the following graph, Goldman Sachs predicts an
average sensor cost in 2020 of under $0.40 USD, 30% of what it was in 2004. Whether all
these devices should be connected or not is hotly debated:

Average Sensor Cost Forecast

$1.30

Price

$0.38

Year

Data source: Goldman Sachs, BI estimates
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The definitions of IoT seem to vary quite a bit; some include machine sensors only, others
include RFID tags and smartphones.

We will use this definition from Forrest Stroud on Webopedia:

The IoT refers to the ever-growing network of physical objects that feature an IP address
for the internet connectivity and the communication that occurs between these objects and
other internet-enabled devices and systems.

Or to get even more basic: stuff that talks to other stuff over the internet without requiring
you to do anything. This clears it up, right?

Even the number of things projected to be connected by 2020 varies widely. Some sources
project 20.8 billion devices, others project up to 50 billion - over twice the amount.

For our purposes, we are more concerned with how to analyze the data generated than we
are about the scope of devices that should be considered part of the IoT. If something sends
data remotely by way of the internet, it is fair game for us, especially if it is machine-
generated on one end and machine-consumed on the other.

We are more concerned with how to extract value from the data and adapt to circumstances
inherent to it. IoT is not really new, as elements of it have been developing for decades.
Remote detection of oil well spills was happening in the 1970s. GPS-based vehicle
telematics has been around for 20 years. IoT is also not a separate market; it blends into
current products and processes. Although much of the media reports on it as if it is a
different animal (perhaps even the author of this book - guilty as charged?), you should not
think of it this way.

The concept of constrained

The term constrained is an important concept in understanding IoT devices, data, and
impacts on analytics. It refers to the limited battery power, bandwidth, and hardware
capability that has to be considered in the design of IoT devices. For many IoT use cases,
one or more of these has to be balanced with the need to record useful data.

loT analytics challenges

There are some special challenges that come along with IoT data. The data was created by
devices operating remotely, sometimes in widely varying environmental conditions that
can change from day to day. The devices are often distributed widely geographically.
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The data is communicated over long distances, often across different networking
technologies. It is very common for data to first transmit across a wireless network, then
through a type of gateway device to be sent over the public internet-which itself includes
multiple different types of networking technology working together.

The data volume

A company can easily have thousands to millions of IoT devices with several sensors on
each unit, each sensor reporting values on a regular basis. The inflow of data can grow quite
large very quickly. Since IoT devices send data on an ongoing basis, the volume of data in
total can increase much faster than many companies are used to.

To demonstrate how this can happen, imagine a company that manufactures small
monitoring devices. It produces 12,000 devices a year, starting in 2010 when the product
was launched. Each one is tested at the end of assembly and the values reported by the
sensors on the device are kept for analysis for five years. The data growth looks like the
following image:

Production Data Growth
14

12

10

(3]

Storage Requirements (TB)

Datas

010z
T10C
10z
£10Z
10z
ST0Z
910¢
LT0Z

A chart showing data storage needs for production snapshot of 200 KB and 1,000 units per month. Five years of production data is kept
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Now, imagine the device also had internet connectivity to track sensor values, and each one
remains connected for two years. Since the data inflow continues well after the devices are
built, data growth is exponential until it stabilizes when older devices stop reporting values.
This looks more like the blue area in the following chart:

loT Data Growth
120

100
80

60

Data Storage Requirements (TB)

20

v10¢
S10Z
9T0T
L10T

Chart shows the addition of IoT data at 0.5 KB per message, 10 messages per day. Devices are connected for two years from production

In order to illustrate how large this can get, consider the following example. If you capture
10 messages per day and the message size is half of a full production snapshot, by 2017,
data storage requirements would be over 1,500 times higher than production-only data.

For many companies, this introduces some problems. The database software, storage
infrastructure, and available computing horsepower is not typically intended to handle this
kind of growth. The licensing agreements with software vendors tends to be tied to the
number of servers and CPU cores. Storage is handled by standard backup planning and
retention policies.

The data volume rapidly leads to computing and storage requirements well beyond what
can be held by a single server. It gets cost prohibitive very quickly under traditional
architectures to distribute it across hundreds or thousands of servers. To do the best
analytics, you need lots of historical data, and since you are unlikely to know ahead of time
which data is most predictive, you have to keep as much as you can on hand.

With large-scale data, computing horsepower requirements for analytics are not very
predictable and change dramatically depending on the question being asked. Analytic
needs are very elastic. Traditional server planning ratchets up on premise resources with
the anticipated number of servers needed to meet peak needs determined in advance.
Doubling compute power in a short amount of time, if even possible, is very expensive.
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IoT data volumes and computing resource requirements can quickly outpace all the other
company data needs combined.

Problems with time

The only reason for time is so that everything doesn’t happen at once.

— Albert Einstein

Time is very tightly tied to geographical position and the date on the calendar. The
international standard way of tracking a common time is using Coordinated Universal
Time (UTC). UTC is geographically tied to 0 longitude, which passes through Greenwich,
England, in the UK. Although it is tied to the location, it is actually not the same as
Greenwich Mean Time (GMT). GMT is a time zone, while UTC is a time standard. UTC
does not observe Daylight Savings Time (DST):

Standard time zones of the World. Source: CIA Factbook
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When data used for analytics is recorded at headquarters or a manufacturing plant,
everything happens at the same place and time zone. IoT devices are spread out across the
globe. Events that happen at the absolute same time do not happen at the same local time.
How time is recorded affects the integrity of the resulting analytics.

When IoT devices communicate sensor data, time may be captured using the local time. It
can dramatically affect analytics results if it is not clear whether local time or UTC was
recorded. For example, consider an analyst working at a company that makes parking spot
occupancy detection sensors. She is tasked with creating predictive models to estimate
future parking lot fill rates. The time of day is likely to be a very predictive data point. It
makes a big difference to her on how this time is recorded. Even determining if it is night or
day at the sensor location will be difficult.

This may not be apparent to the engineer creating the device. His task is to design a device
that determines if the spot is open or not. He may not appreciate the importance of writing
code that captures a time value that can be aggregated across multiple time zones and
locations.

There can also be issues with clock synchronization. Devices set their internal clock to be in
sync with the time standard being used. If it is local time, it could be using the wrong time
zone due to a configuration error. It could also get out of sync due to a communication
problem with the time standard source.

If local time is being used, daylight savings time can cause problems. How will the events
that happen between 1 a.m. and 2 a.m. on the day autumn daylight savings is adjusted be
recorded since that hour happens twice? Laws that determine which days mark daylight
savings time can change, as they did in Turkey when DST was scrapped in September 2016.
If the device is locked into a set date range at the time of manufacture, the time would be
incorrect for several days out of the year after the DST dates change.

How daylight savings time changes is different from country to country. In the United
States, daylight savings time is changed at 02:00 local time in each time zone. In the
European Union, it is coordinated so that all EU countries change at 01:00 GMT for all time
zones at once. This keeps time zones always an hour apart at the expense of it changing at
different local times for each time zone.
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In early 2008, Central Brazil was one, two, or three hours ahead of eastern U.S., depending on the date

Source: Wikipedia commons

When time is recorded for an event, such as a parking spot being vacated, it is essential for
analytics that the time is as close to the actual occurrence as possible. In practice, though,
the time available for analytics can be the time the event occurred, the time the IoT device
sent the data, the time the data was received, or the time the data was added to your data
warehouse.

Problems with space

IoT devices are located in multiple geographic locations. Different areas of the world have
different environmental conditions. Temperature variations can affect sensor accuracy. You
could have less accurate readings in Calgary, Canada than in Cancun, Mexico, if cold
impacts your device.
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Elevation can affect equipment such as diesel engines. If location and elevation is not taken
into consideration, you may falsely conclude from IoT sensor readings that a Denver-based
fleet of delivery trucks is poorly managing fuel economy compared to a fleet in Indiana.
Lots of mountain roads can burn up some fuel!
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US elevation profile from LA to NYC. Source: reddit.com

Remote locations may have weaker network access. The higher data loss could cause data
values for those locations to be underrepresented in the resulting analytics.

Many IoT devices are solar powered. The available battery charge can affect the frequency
of data reporting. A device in Portland, Oregon, where it is often cloudy and rainy will be
more impacted than the same device in Phoenix, Arizona, where it is mostly sunny.

There are also political considerations related to the location of the IoT device. Privacy laws
in Europe affect how the data from devices can be stored and what type of analytics is
acceptable. You may be required to anonymize the data from certain countries, which can
affect what you can do with analytics.

Data quality

Constrained devices means lossy networks. For analytics, it often results in either missing
or inconsistent data. The missing data is often not random. As mentioned previously, it can
be impacted by the location. Devices run on a software, called firmware, which may not be
consistent across locations. This could mean differences in reporting frequency or
formatting of values. It can result in lost or mangled data.

[21]



Defining IoT Analytics and Challenges

Data messages from IoT devices often require the destination to know how to interpret the
message being sent. Software bugs can lead to garbled messages and data records.

Messages lost in translation or never sent due to dead batteries result in missing values. The
conservation of power often means not all values available on the device are sent at the
same time. The resulting datasets often have missing values, as the device sends some
values consistently every time it reports and sends some other values less frequently.

Analytics challenges

Analytics often requires deciding on whether to fill in or ignore the missing values. Either
choice may lead to a dataset that is not a representative of reality.

As an example of how this can affect results, consider the case of inaccurate political poll
results in recent years. Many experts believe it is now in near crisis due to the shift of much
of the world to mobile numbers as their only phone number. For pollsters, it is cheaper and
easier to reach people on landline numbers. This can lead to the over representation of
people with landlines. These people tend to be both older and wealthier than mobile-only
respondents.

The response rate has also dropped from near 80% in the 1970s to about 8% (if you are
lucky) today. This makes it more difficult (and expensive) to obtain a representative sample
leading to many embarrassingly wrong poll predictions.

There can also be outside influences, such as environment conditions, that are not captured
in the data. Winter storms can lead to power failures affecting devices that are able to report
back data. You may end up drawing conclusions based on a non-representative sample of
data without realizing it. This can affect the results of IoT analytics — and it will not be clear
why.

Since connectivity is a new thing for many devices, there is also often a lack of historical
data to base predictive models on. This can limit the type of analytics that can be done with
the data.

It can also lead to a recency bias in datasets, as newer products are over represented in the
data simply because a higher percentage are now a part of the IoT.

This leads us to the author's number one rule in IoT analytics:
Never trust data you don’t know.

Treat it like a stranger offering you candy.
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Business value concerns

Many companies are struggling to find value with IoT data. The costs to store, process, and
analyze IoT data can grow quickly. With future financial returns uncertain, some companies
are questioning if it is worth the investment.

According to McKinsey & Company, a consulting agency, most IoT data is not used. From
their research, less than 1% of data generated by an oil platform was used for decision-
making purposes.

Finding value with IoT analytics is often like finding a diamond in a mountain of rubble.
We can accept that 1% of the data has value, but which 1% is it? This can vary depending on
the question. One man's worthless granite is another man's priceless diamond.

The business value challenge is how to keep costs low while increasing the ability to create
superior financial returns. Analytics is a great way to get there.

Summary

In this chapter, we defined, for the purposes of this book, what constitutes the IoT. We also
defined what is meant by the term analytics when we use it here. We discussed special
challenges that come with IoT data from volume of data to issues with time and space that
are not normally a concern with internal company datasets. You should have a good idea of
the scope of the book and the challenges that you will learn to overcome in the later
chapters.
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You have started your analysis and found that your IoT data is not always complete. You
also suspect it is not always accurate. But you have no idea why that would be the case. You
get several hundred records a day on average from each device.

The IoT devices your company makes are attached to freight trailers and track location, and
sometimes even temperature. The temperature is monitored when the trailer is a
refrigerated unit, called a reefer in the industry. The inside temperature of a reefer must be
kept in a certain range depending on what is being transported.

Your device is located on the outside of the trailer with a lead line into the trailer to read
temperature if the option is enabled. The trailer is pulled around by big rig trucks over
roads all over the country.

You have been so focused on finding value in the data, you never thought about how it was
captured and communicated to your company's servers. Now that you are thinking about
it, you wonder about the problems you see in the data. You had assumed it was occurring
randomly, but if this is not the case. A little tingle of fear creeps down your spine. It would
affect much of the analysis you have already done, the analysis that the company is using to
make business decisions.

This chapter will provide an overview of the variety of IoT devices and networking
protocols. We will also cover the business need they are trying to solve. By the end of the
chapter, you will understand the what and the why of the major categories of devices and
networking protocol strategies.



IoT Devices and Networking Protocols

This chapter covers the following topics:

e The range of IoT devices along with some example use cases
e Common IoT networking protocols
e Common IoT data messaging protocols

¢ The advantages/disadvantages of different device and network protocol
strategies

How to analyze the data to infer protocol and device characteristics

loT devices

There is a wide variety of IoT devices in use today. The range of designs and ingenuity in
function is expanding at a furious pace. The scope of what is being measured, monitored,
and tracked would be an entire book in itself. And it is, as you can find several through the
publisher of this book.

The wild world of loT devices

For analytics purposes, it is helpful to understand the variety of devices and how they are
being used. Ideas from one industry can cross-pollinate into another and create unexpected
value. The combination of devices and use cases can also present very different analytics
opportunities and challenges.

Healthcare

Patients in acute care are having their vital signs monitored by low-power wireless sensors
where the data can be analyzed remotely. There are several startups, such as Proteus Digital
Health, that are developing pill-sized ingestible sensors. Proteus makes a digestible sensor
pill that, in combination with a sensor patch worn on skin, monitors when and how often
patients are taking their pills.

Manufacturing

Tracking and analyzing data from monitoring sensors in manufacturing plants has a long
history. There is a whole subset of media dedicated to this realm, commonly referred to as
the Industrial Internet of Things (IIoT) or Industry 4.0. A wide variety of manufacturing
industries are implementing IoT devices and sensors.
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Ergon Refining has a facility in Mississippi that connects multiple sensor units such as
vibration, acoustic, and position sensors to a central system that monitors and analyzes the
data.

Emerson Process Management makes wirelessly-monitored Enardo 2000 emergency
pressure relief vents (EPRVs). There are hundreds of steam trap monitoring and pressuring
relief vents in many process plants. Monitoring them with inexpensive sensing capabilities
can provide value by avoiding unplanned downtime due to faulty equipment.

Transportation and logistics

Geotab builds GPS tracking devices that logistics providers can attach to their vehicles to
monitor and analyze routes, fuel economy, and detect accidents. These devices are referred
to in the industry as telematics devices. Customers can create geofences on a map to receive
notifications when a vehicle enters or exits the area.

Devices can monitor driver behavior and send reports of speeding or harsh braking to the
home office. They also read any fault codes reported by the vehicle and transmit the
information instantly to fleet managers, so problems can be addressed before a major
breakdown occurs. The following image shows an example of a telematics device, the GO7:

Geotab GO7 telematics device. Source: Geotab
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Retail

Using its cell network and beacons in specific stores, Turkcell in Turkey along with its
partners, provides customers in its loyalty program with in-store promotions when they are
near certain retailers.

Many retail chains use Radio Frequency Identification (RFID) tags and sensors to optimize
stocking and monitor movements inside warehouses.

Extreme Networks is partnering with the New England Patriots and their home stadium to
monitor visitor traffic patterns. The stadium uses the data to understand where customers
gather and price advertisements and product placements appropriately using traffic heat
maps generated from the IoT sensor data.

Oil and gas

One of the earliest pioneers in what is now called the IoT is the oil and gas industry. With
advances in the IoT technology, oil wells can more easily connect sensors located
throughout the well. Data readings can also be sampled more frequently, every 30 seconds
as an example.

In combination with edge analytics on sensor data, companies can do things such as
optimize the oil well plunger lift cycle. As reported in an Intel industry article, this can
increase the production up to 30 percent. Edge analytics refers to applied analytics that
operate either on the device itself or at a nearby device that supports a hub of units. The
analytic processing occurs at multiple locations at the boundary of the network or the edge,
versus occurring at a centralized location.

The same information is used by companies to optimize their asset portfolio management.
They can reuse the data to rank wells by production efficiency.

Home automation or monitoring

Ecobee Smart Wi-Fi thermostats connect with battery operated wireless sensors placed in
different rooms throughout a home. It tracks not only Heating Ventilation and Air
Conditioning (HVAC) but temperatures reported by each sensor. It can not only balance
temperatures in the rooms, but it can also notify you when the furnace is not behaving

properly.
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Wearables

It can be argued that we walk around with an IoT device all day long. You may know it as a
cell phone, mobile, or ein Handy (for our readers in Germany). It can and does communicate
with remote servers without any human interaction. Google compiles signal data and
generates alerts using the phone as the remote sensor. Foursquare checks you in and out of
geofenced locations. Cell networks monitor connections along with time and position and
then translate it into real-time traffic data.

Along with cell phones, there is a plethora of devices such as the Fitbit step tracking
wristband, Garmin heart rate monitoring chest band, and Nike smart shoes. No kidding,
there is even an IoT-enabled umbrella that sends weather alerts to your phone (assuming
your eyes and ability to detect wetness need some additional confirmation).

Sensor types

Sensors may report real numbers or conditional states (such as on/off or raining/not
raining). Even if it is reporting conditional states, in many cases, the signal is continuous
and some logic determines if it has crossed a threshold that is interpreted as a change in
state.

Sensors vary in accuracy, and there is usually a cost trade off in order to increase
measurement accuracy.

External conditions may also affect accuracy. For example, extremes in cold can affect the
accuracy of some motion sensors. This is important to know for analytics, as it can affect the
results of prediction from machine-learning models. This external influencer can be what is
referred to as a confounding variable. It has an effect on two or more measured variables
but is not itself directly measured.

You may need to adjust for it when processing the data for analytics on the backend. In the
case of the temperature example, you can apply a formula to adjust the reading based on
external weather data you will have mashed in on the backend.

There is also some level of noise in sensor readings that sometimes has to be filtered or
transformed to smooth out the reported values. This often happens on the device itself
through various algorithms. The algorithms employed on the device to infer measurements
may be implemented incorrectly resulting in some misreading of values.
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Most of these issues will be caught and corrected by the product validation processes.
However, it is important to know if there are any product limitations or adjustments
needed when it is near the edges of its operating ranges.

Networking basics

Here is an oversimplified view of the networking protocol stack. There is much more going
on here than we will cover in this chapter, but to help in understanding the discussion, it is
useful to reduce it to a simple diagram:

[ Network Layer | Network ]
[ - ‘ Link ]

Network communications operates in layers with the bottom layers not needing to know
about the layers above it. It can get confusing talking about all the options available at each
layer of the stack. The diagram shows the key layers that we are concerned with for IoT
analytics, but know that there is more to the story.

The diagram is based on the simplified OSI model, which divides communication into five
fundamental layers. There is a Physical layer at bottom that has more to do with device
electrical engineering. We will leave that out to simplify things since we are focusing on
analytics.
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Connectivity will refer to options primarily in the Link layer of the stack. Data
communication or messaging will be referring mainly to the Application layer. The
Network layer is (usually) the Internet Protocol (IP) that we all know and love. It is a great
consolidator that enables so much flexibility in the networking stack for internet
communications.

Transport is either TCP or UDP for most networking schemes that transmit data over long
distances. TCP has more delivery guarantees but more overhead; UDP has less overhead
but less guarantees on delivery.

There is a wide variety of networking protocols for both connectivity from the internet to
the IoT device and for the communication of the data the device generates. They solve two
main problems:

¢ How do I establish communication, so I can send data packets?

e Let's use snail mail as an analogy. If you have limited funds, you
prefer sending brief postcards even it takes longer to arrive to the
recipient. It costs less, and it does not take much effort to write. If
money is not a problem, you would hire some professional authors
and send prose approaching poetry. You would use airmail so it
arrives quickly. In this analogy, battery power is like money and
CPU/memory is like writing effort.

e How are the data packets delivered so that my needs are met?
¢ Do you and I agree to get each other's address and send letters
direct? Or do you always give them to Tom, in the cubicle down
the hall, and he sends it out to whoever needs it? Do you send it
certified mail because you have to be certain it was delivered? Or
do you send it third-class post because it is much cheaper and not
the end of the world if it gets lost?

The network protocol used depends on the type of device and the environment in which it
is located. It can also depend on the business priorities for which the data will be used.

For example, in the case of monitoring aircraft engines in flight, it is more important to get
the most recent data than to get all of the data. You need problems identified as soon as
possible more than you need a complete recording of all in flight data, which is mostly the
same. So if you have to make a choice between waiting but getting everything or never
waiting but losing some data packets from time to time, you choose the latter.
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This is different from the logistics provider that has a sensor, which detects tractor trailers
entering and leaving a distribution hub. In this case, you want a complete record of traffic,
and you would be willing to wait a minute or two to have it.

Another important component to understand for IoT is that of a gateway. A gateway is a
network node that connects two separate networks that use different protocols. The
gateway handles the translation between them. A gateway is common in many IoT
networks of constrained devices. It translates from the protocol optimized for the
constrained devices to (usually) the protocol used by the wider internet (IP).

There are multiple standards spread across several organizations such as the Industrial
Internet Consortium, the IPSO Alliance, and the IEEE P2413. It is continuously evolving
with many companies and alliances aligned along different connectivity protocols. It may
be another five to 10 ten years before the options coalesce into a smaller group of
consistently used standards.

We will review the top ones you are likely to run across with an eye on the problems they
are trying to solve.

loT networking connectivity protocols

Connectivity is all about solving the main problem - establishing a method to communicate.
The strategies used are affected by the constraints on the network devices. Power
availability often is the most significant one.

Connectivity protocols (when the available power
is limited)
The following protocols are specifically designed to address low power constraints. They

are usually associated with lower complexity and bit transfer rates in the supported IoT
devices.

[31]



IoT Devices and Networking Protocols

Bluetooth Low Energy (also called Bluetooth Smart)

Named after a tenth-century Danish king who unified several fractious tribes, Bluetooth is a
familiar technology to most consumers. The specification is maintained by an organization
called the Bluetooth Special Interest Group (SIG) made up of 25,000 companies. Bluetooth
Low Energy (BLE) is a newer implementation that is not directly compatible with Bluetooth
classic (of mobile phone headset fame). It was designed for low power needs and a less
frequent data exchange rate. The following chart represents the network protocol stack for
BLE:

Attribute Protocol (ATT)

Generic Attribute Profile (GATT)

[ Network Layer ’ L2CAP ]

[ Link Layer | B LE Maste rIS I ave ]

A BLE device is either a master or a slave in the network. A master acts as an advertiser in
the connection while the slave acts as receiver. A master can have several slaves connected
to it while a slave can link to only one master. The network group involving the slaves
connected to a master is called a piconet.

To make data available for analytics, the master device passes it over the internet using one
of the data messaging protocols that will be discussed later in this chapter. There is typically
a gateway device that is both part of the bluetooth network and also linked to the internet.
It translates data reported from BLE nodes into the appropriate format for data messaging
over the internet. It is commonly an unconstrained device that does not need to worry
much about power.
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Bluetooth 5.0 specification released mid-2016 promises to double the speed, quadruple the
range, and bring an eight-fold increase in the capability for data broadcasting for low-

power scenarios.

€3 Bluetooth' < > €3 Bluetooth' < > GBBIuetosg;E}!f

SMART READY

Bluetooth Smart
Sensor devices,
sending small bits of data,
using very little energy

Bluetooth Smart Ready
Devices that connect with both
The center of your wireless world

Bluetooth
Traditional wireless devices,
streaming rich content,
like video and audio

Source: Bluetooth SIG

6LoWPAN

IPv6 over Low-Power Wireless Personal Area Networks (6LoOWPANSs) works as an
adaptation layer in the data link portion of the protocol stack. It adapts wireless standard
IEEE 802.15.4 devices to communicate using IPv6. This makes communication over the

internet much easier since IP is the lingua franca.
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6LoWPAN optimizes the IPv6 datagram transmission over low-power and lossy networks.
One of the ways it does this is through header compression. This reduces the addressing
information in the data packet down to a few bytes.

Security can be implemented with Advanced Encryption Standard (AES)-128 encryption at
the link layer. Transport Layer Security (TLS) encryption can also be used at the transport
layer.

Mesh style networks are supported. Devices inside the network use stateless auto
configuration where they generate their own IPv6 addresses.

The 6LoWPAN mesh network is connected to the IPv6 internet through an edge router. The
edger router has three jobs:

¢ Local data exchanges between devices in the 6LOWPAN
¢ Data exchange between the internet and 6LoWPAN devices
¢ The creation and maintenance of the 6LoOWPAN wireless network

6LoWPAN networks are connected to other networks using common IP-based routers. This
connectivity can be through any type of linkage such as Wi-Fi, Ethernet, or cellular. This
makes it simpler to connect to the wider internet than other connectivity options, which
require stateful gateway devices in order to communicate to IP networks. Stateful gateway
devices are more complicated as they need to remember the communication state and status
for each IoT device.
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There are two types of device inside a 6LOWPAN network, hosts and routers. Routers can
forward datagrams to other devices. Hosts are simply endpoints. They can operate in sleepy
states, periodically waking up and checking in with their parent device (router) for new
data.

GLoOVWPAN edge router M IP Router M IP Router

Example of a 6LoOWPAN network
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ZigBee

ZigBee is a little different animal than what we have talked about so far. It covers multiple
layers of the protocol stack. It is the network protocol, the transport layer, and an
application framework that is the underpinnings of a customer developed application layer.

ZDO/User Defined

Application Support Sublayer

[ e | AODV 1
. . IEEE 802.15.4 1

It has security builtin as a requirement and works using small, low power digital radios. It
is a self-organizing wireless mesh-style network. The name comes from the waggle dance
honey bees often do on returning to the hive.

The range is short, up to 100 meters line of sight, but it can travel long distances by passing
data through a mesh network of other ZigBee devices.

The ZigBee alliance is a consortium of companies that maintain and publish Zigbee
standards. ZigBee was first released as a standard in 2003. It is intended to be simpler and
cheaper than other wireless protocols. Development code can be as little as 2% of equivalent
code on Bluetooth.

Data rates are low and devices tend to be simple. ZigBee standards require at least a two-
year battery life for a device to qualify. The data transmission is periodic and intermittent.
There are different categories of ZigBee device. A fully functioning device can act as a
network coordinator and operates in both star and mesh topologies. A reduced
functionality device can only communicate with a network coordinator and works in a star

topology.

[36]



IoT Devices and Networking Protocols

These devices form a Personal Area Network (PAN). Network interaction times can be very
fast. A device can join a network in 30 ms and change from sleeping to active in 15 ms.

There are three types of ZigBee devices in a network:

¢ A coordinator device that initiates network formation. There is one and only of
these for each network. It may also act as a router once the network is formed. It
serves as the trust center and is the repository for security keys.

¢ A router device is optional. It can join with a coordinator or another router device
and acts as a multi-hop intermediary in routing of messages.

¢ An end device has just enough functionality to communicate with its
coordinator. It is optional and cannot participate in the routing of messages.

Server

1

é—d IP Router
Gateway device

. %gBe; éAN =
&
@.0.

Example of ZigBee network
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The ZigBee networking routing protocol is reactive. It establishes a route path on demand
instead of proactively such as IP. The network protocol used is Ad hoc On-Demand
Distant Vector (AODYV) which finds a destination by broadcasting to all its neighbors,
which then send a requests to all their neighbors, until the destination is found.

The network is silent between connections. Networks are self-healing. ZigBee networks are
secured by 128 bit AES encryption. There is often a gateway device that is part of the ZigBee
network and also linked to the internet. It translates data into the appropriate format for
messaging over the internet. It can also convert ZigBee network routing protocol into IP
routing protocol. The gateway is commonly an unconstrained device that does not need to
worry much about power.

Advantages of ZigBee
There are several advantages to ZigBee networks:

¢ Reliable and robust: Networks are self-forming and self-healing.

e Low power requirements: Devices can operate for years without needing a new
battery. Solar power could last even longer.

¢ Global: The wireless protocol it is built on is available globally.
e Security: Encryption is part of the standard instead of an optional add on.

Disadvantages of ZigBee

There are also some disadvantages:

¢ Not free: It costs $3,500 USD at the time of writing to license the standard
¢ Low data rates: It is not designed to support higher data rates
e Star network is limited: The coordinator device supports up to 65,000 devices

Common use cases

ZigBee is commonly used in the following applications:

e Home automation

Utilities monitoring and control

Smart lighting

Building automation

Security systems
Medical data collection
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NFC

Near Field Communication (NFC) allows two devices to communicate when brought
within very short distances of each other - about 4 cm. It is a set of communication protocols
that offer low speeds and simple setup. There is a variety of NFC protocol stacks depending
on the type and use case.

NFC logo

NFC uses electromagnetic induction between two loop style antennas when devices
exchange information. Data rates are around 100-400 kbit/s. It operates over radio frequency
band 13.56 MHz, which is unlicensed and globally available.

There is usually a full NFC device, such as a smartphone, and an NFC tag, such as a chip
reader. All full NFC devices can operate in three modes:

e NFC peer-to-peer: Devices exchange information on the fly.

e NFC card emulation: Smartphones can act like smart cards in this mode,
allowing mobile payments or ticketing.

e NFC reader/writer: Full NFC devices can read information stored in inexpensive
NEFC tags, such as the type used on posters or pamphlets. You have probably
used this at a conference to scan your attendee badge.

NEFC tags are usually read-only, but it is possible for them to be writeable. There is an
initiator device and a target device in NFC communications. The initiator device creates an
RF field that can power a target device. This means NFC tags do not need batteries in what
is called passive mode. Unpowered NFC tag devices are very inexpensive, just a few
pennies.
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There is also an active mode where each device can communicate with the other by
alternatively generating its own field to read data, then turning it off to receive data. This
mode typically requires both the devices to have a power supply.

For data records that eventually end up in an analytics dataset, the full NFC device would
act as a gateway, translate the message, and then communicate over a different network
protocol stack. In the case of a smartphone, it would take the NFC tag data and create its
own data message to send over 4G/LTE for a destination on the internet.

Common use cases
NFC is commonly used in the following applications:
e Smartphone payments:

* Apple pay
e Host Card Emulation (HCE) - Android supported

Smart posters

Identification cards

Event logging

Triggering a programmable action

Sigfox

Sigfox is a company based in France that has developed a cellular style, ultra low power,
long-range networking technology. It is intended for small messages that are sent
infrequently. Data rates are very low at 100 bits per second (tops). The signals used can
travel up to 25 miles, and a base station can handle up to a million nodes. Similar to cellular,
it is not intended to be for private networks, as it requires coverage in the area to use it.

' sigfFox

sigfox logo
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Sigfox devices can be very low cost due to low complexity and power requirements. Power
requirements could be as low as one thousandth of equivalent cellular communications. It
has been used in inexpensive, but crucial, things such as smoke detectors and a fitness
tracking collar for dogs (seriously).

The current coverage includes the entirety of France and Spain, several other pockets in
Europe, and some metropolitan areas in North America.

Connectivity protocols (when power is not a
problem)

These protocols are more about speed and high bit rates. Power constraints are less of a
concern. They usually require more complexity in the supported IoT devices.

Wi-Fi
Wi-Fi is any wireless network that follows IEEE 802.11 specifications. It is ubiquitous and

global. Provided you have not been hiding in a cave for the last decade, you know it well.
Many IoT devices use it to connect to the internet, so it is useful to review how it works.

WiFi logo

To connect to a Wi-Fi Local Area Network (WLAN), a device needs a network interface
controller. This may be a separate controller card or simply integrated as part of the chipset
inside the device. Communication uses Ethernet-style data packets over pre-identified radio
communication bands. Packet delivery is not guaranteed and uses best effort delivery
mechanism. Network protocol layers higher up in the stack, such as TCP or UDP, can offer
guarantees of data delivery on top of the Wi-Fi standards.
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IoT devices connect to a Wi-Fi access point that itself is (usually) connected to a wired
Ethernet network that has internet access.

Wi-Fi offers very fast data rates but requires more power to support the constant back and
forth communications. The universality of it makes it attractive for IoT devices. New
standards such as 802.11ah are designed for low power scenarios. You should expect Wi-Fi
to continue to be a heavily used connectivity option for IoT.

Common use cases

Wi-Fi is commonly used in the following applications:

e Home automation

¢ Amazon dash button

¢ Home security

e Manufacturing plant machine monitoring
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Cellular (4G/LTE)

Cellular data operates over radio waves. The fourth generation networking technology, 4G,
is an IP-based networking architecture handling both voice and data. Long Term Evolution
(LTE) is a 4G technology. It handles data rates up to 300 Mbit/s.

4G

4G LTE logo

LTE

2600mhz

LTE can handle fast moving mobile devices (such as mobile phones or telematics units). It
can handle devices moving out of range of one network and into another without
disruption. Due to higher power needs, it usually requires either constant power or
frequent battery charges. LTE supports different categories of services.
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A newer category, LTE Category 0 (LTE Cat 0), is designed for IoT requirements. It has
lower data rates, capped at 1 Mbit/s maximum. LTE Cat 0 also reduces bandwidth ranges,
which allows for significant complexity reduction. It is still able to operate on all existing
LTE networks and supports low power constrained IoT devices.

Cellular coverage is not available in all areas, though. There are still some places where you
will not find a signal. For analytics, this means that if your IoT device moves around, it
could venture into an area without a signal. Data could be lost in this case, unless it is
buffered until the signal is recovered.

Common use cases

Cellular is commonly used in the follow applications:

Freight tracking

Vehicle connectivity (telematics)

Smartphones (obviously)

Remote equipment monitoring

loT networking data messaging protocols

There are many strategies that IoT networked devices use to transfer data messages.
Although connectivity and data messaging can sometimes blend together, we will discuss
them separately for simplicity.

Not that it is really all that simple, but we will cover the most commonly used protocols. We
will spend more time with the more frequently used ones.
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Message Queue Telemetry Transport (MQTT)

MQTT is the most common data messaging protocol associated with IoT. It is supported by
all the major cloud infrastructure providers (AWS, Microsoft, and Google). And it is most
likely the protocol that is being used to deliver your data. It was designed for minimal
power loss and minimal bandwidth requirements. It originated to support remote oil and
gas use cases over satellite communication networks. It translated well into the broader IoT
world as it developed in recent years.

[ — | IP
[ Link Layer ‘
anm

At its heart, it is similar in concept to a messaging queue architecture but, despite the name,
not a traditional queue. This means that new data comes into an intermediary broker as a
message, and then it is delivered to the end server. The IoT device is called the publisher
and the ending server is called the subscriber. Both connect to the broker but never to each
other.

—

N

MQTT follows the publish/subscribe architecture pattern or pub/sub, but it is implemented
differently than a traditional message queue. It is a queue of one, in that the message for the
topic is replaced with the latest data instead of being added to an expanding line of
messages, as with a traditional message queue.

The message on the broker exists regardless of if the publisher or the subscriber is online
and willing to interact with it. This makes it robust against intermittent connections
(intentional or unintentional). The subscriber does not have to wait until the publisher is
awake and willing to chat. The publisher can send a message without caring about the
details of who is willing and able to receive it.
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The broker has no knowledge of, nor does it care, what is inside the message. The message
is published by the device to an address on the broker known as a topic. Topics are a key
concept in MQTT and will be discussed in detail later on.

Differences between MQTT queue (topics) and traditional message queues are as follows:

¢ Topics do not have to be created ahead of time: They are flexible and can be
created on the fly. Traditional message queues have to be created and named
explicitly before they can receive messages.

e Topics do not keep all messages until they are consumed: Traditional queues
keep everything until it has been consumed by a subscriber. Topics just replace
old messages with new ones.

¢ Topics can have multiple subscribers receiving the same message: Traditional
message queues are designed for a message to be consumed by one client.

e Messages do not require a subscriber: Traditional message queues require
someone to consume them. Otherwise, it will eventually fill up and be unable to
accept more items.

MQTT is intended to be very light overhead. A device can switch on periodically, connect to
the broker, send a message, then go back to sleep without worrying about if the subscriber
is able to receive it right away.

However, most implementations keep a persistent connection. Communication tends to be
near real time in practice.

Topics

Topics are hierarchical and are similar to a filing system. For example,
vehicleID/engine/oil/temperature and vehicleID/engine/oil/pressure. AnloT
device linked to a vehicle might publish a message that holds the value of 122.2 to the
address called vehicleID/engine/oil/temperature (wWhere vehicleID would be the
unique identifier of that specific vehicle) on the broker. A subscriber to this topic would
then get a message that includes the value 122.2 when it establishes a connection to the
broker. If a constant connection to the broker is held, the subscriber will receive the message
in near real time.
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The concept of topic matching is supported for subscribers. This allows wildcard characters,
+ or #, to be used when subscribing to topics. This is not allowed for publishers.

A +is a wildcard character for a single level. It works like a search pattern where all non +
levels must match. A # is a wildcard character for multiple levels and must be used at the
end of the string. It will return the entire hierarchy specified. Similar to copying a folder in
your filesystem, it will subscribe to all subdirectories and files included for the level
specified.

The wildcard allows simpler subscription management to topics. You could subscribe to
vehicleID/engine/+/temperature to get all the temperature values in the engine topic.
You could also subscribe to +/engine/oil/temperature to get engine oil temperature
values for all devices publishing to that broker. You could subscribe to
vehicleID/engine/# to get all values in that hierarchy no matter how deep the levels go.

It is important that the topic tree is designed with flexibility in mind. It should be extensible
so that new branches can be added without requiring a redesign of the tree. From an
analytical point of view, this means that adding more information from the devices is
relatively inexpensive if designed well. If designed poorly, it requires a redesign of the topic
tree, which makes it more expensive and therefore unlikely to happen. In the constantly
adapting world of analytics where you learn new things and exploit them, you want
flexibility at all levels.

Advantages to MQTT

¢ Packet agnostic: Any type of data can be transported in the payload carried by
the packet. The data could be text or binary. It does not matter as long as the
receiving party knows how to interpret it.

e Reliability: There are some Quality of Service (QoS) options that can be used to
guarantee delivery.

e Scalability: The publish/subscribe model scales well in a power-efficient way.

¢ Decoupled design: There are several elements to the design that decouple the
device and the subscribing server, which result in a more robust communication
strategy.

[47]



IoT Devices and Networking Protocols

e Time: A device can publish its data regardless of the state of the subscribing
server. The subscribing server can then connect and receive the data when it is
able. This decouples the two ends of the communication on a time basis. Think of
it like the ability to text someone on your phone. He can reply whenever he gets
the chance. If you called him, he would have to be available to talk at the same
time as you are. If you both are busy in meetings all day, you end up trading
voicemails and the communication slows. This allows the devices to remain in
sleepy states without having to worry about if the subscriber is able to receive the
data at the time the device wakes up to communicate.

e Space (delivery details): The publisher needs to know the broker IP address and
how to communicate with it, but it does not need to know anything about the
subscribers. Subscribers do not need to know the network connection details of
the publisher. This keeps the communication overhead low on the device side
(usually much more constrained in terms of power availability). It also allows
both ends to operate independently. The subscriber can be changed or upgraded
and additional subscribers added with no change needed on the publishing
device end.

¢ Synchronizing: Neither side has to pause what they are doing to communicate or
receive a message. The process is asynchronous. There is no need to interrupt
work in progress to publish a message.

e Security: This is in both the advantage and disadvantage lists. You can have
security with MQTT, which is why it is on the advantage list. Since MQTT
operations over TCP, you can and absolutely should use the TLS/SSL encryption
in the communication. But MQTT is natively unencrypted, which is why it is also
in the disadvantage list - more about this will be explained later.

e Bidirectional: A device can be both a publisher and a subscriber. In this way, it
can receive commands by subscribing to a topic on the broker. It could also
receive data from other devices that could be an input into the data it publishes.
In practice, a hub and spoke model is typically the case.

e Maturity: MQTT was invented by IBM with the first draft of the protocol in 1999
based on its MQSeries product (this is where the message queue part of the name
comes from). It was released royalty free in 2010 and has since been donated as
an open source project to the Eclipse foundation. It is in use by millions of
connected products.
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Disadvantages to MQTT

e It operates over TCP: TCP was designed for devices that had more memory and
processing power than many of the lightweight, power constrained IoT devices
have available to them. TCP requires more handshaking to set up communication
links before any messages can be exchanged. This increases wake-up and
communication times, which affects the long-term battery consumption. TCP
connected devices tend to keep sockets open for each other with a persistent
session. This adds to power and memory requirements.

¢ Centralized broker can limit scale: The broker can affect scalability as there is
additional overhead for each device connected to it. The network can only grow
as large as the local broker hub can support it. This puts a limit on expansion for
each hub and spoke group.

» Broker single point of failure: It can also be a single point of failure in the
network. A common situation is a broker device that is plugged into a wall socket
with several publishing devices that are battery powered. In the event of a power
failure, the publishing devices would keep operating but the broker would be
offline. The network would be useless until the power is resumed.

e Security: MQTT is unencrypted by default. This makes it natively unsecured and
requires you to take additional steps and absorb some overhead to make sure
TLS/SSL is implemented. If not, any communication over MQTT, including
username and password, is open to hackers.

QoS levels

There is a trade-off inherent to QoS levels. QoS is the MQTT terminology for message
delivery reliability requirements. It is a common term in networking, and we will review
how it is implemented specifically for MQTT.

The trade-off is between bandwidth used and reliability of message delivery. More back
and forth messaging is required to ensure higher reliability, which increases bandwidth
requirements for the same message packet. MQTT gives you some options to choose
between.

QoS is set separately for both the ends of the communication. There is a
QoS that is set for the publisher to broker messaging connection and a
separate QoS that is set for the broker to subscriber connection. Often, QoS
is the same for both, but not always.
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QoS 0

Fire and forget - sir, yes, sir!

QoS 0 is the minimal QoS level, often referred to as fire and forget. Messages are sent to the
broker without confirmation that it has been sent on by the broker to subscribers. It still has
all the guarantees of the TCP protocol, as do all forms of standard MQTT.

As can be seen in the following diagram, there is minimal communication overhead, which
translates into minimal power requirements. Once sent to the broker, the message is deleted
on the device (publisher). The broker immediately sends on to subscribers that have an
open connection. Unlike the other QoS levels, the message is not stored for offline
subscribers when QoS is set to zero.

QoS 0 is often used when there is a stable connection and disruption is unlikely, like in the
case of a wired connection. It is also used when power constraints are more important than
message delivery. In this case, either the resulting data is acceptable even with some
messages lost, or the frequency of messages is high enough that if one is lost, then no big
deal, another will be on the way shortly.

QoS 0: At most once (fire and forget)

| Publisher | | Broker | | Subscriber |

PUBLISH (QoS =0)—

) Delete message
PUBLISH

QoS 1

Deliver once - I don't care if you send it 10 times, just make sure they get it.

QoS 1 is the most commonly used level. It guarantees the message is delivered at least once.
Duplicate messages need to be handled either on the subscriber side or in some post
processing. There is a higher communication overhead than QoS 0 but only half as much
back and forth as QoS 2.
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QoS 1 is used when delivery needs to be guaranteed and the use case can handle duplicate
messages.

QoS 1: At least once

{ Publisher ] [ Broker J [ Subscriber )

} Store message

PUBLISH (QoS = 1)———>

) Store message

PUBLISH——>

) Delete message

<«<—PUBACK

) Delete message

QoS 2

Deliver exactly once - Make sure they get it, but make sure they only get it once - they get
confused.

QoS 2 guarantees the message is delivered and delivered only once. As can be seen in the
diagram, there are multiple back and forth communications to orchestrate this guarantee.
The state of the communication needs to be stored by both the sides until full confirmation
of delivery is communicated back to the publisher. This requires both a higher level of
power on the device and a larger memory footprint in order to store the more complex
state. It also takes a bit longer to complete QoS 2 communications.
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QoS 2 is used when delivery needs to be guaranteed and the end application or subscribing
client is unable to handle duplicate messages.

QoS 2: Exactly once

[ Publisher ] [ Broker ] [ Subscriber }

) Store message

PUBLISH (QoS = 2)———>

) Store message

PUBLISH———>

<——PUBREC

PUBREL———>

“«——PUBCOMP

) Delete message

Last Will and Testament (LWT)

This creatively named feature helps MQTT deal with lossy networks and enhances
scalability. It is a message that can be stored on the broker in case the publisher drops off

the network unexpectedly.

It stores state and purpose including the commands it published and its subscriptions.
When it drops out, the broker notifies all subscribers of the LWT. When it returns, the

broker sends it back to its prior state.
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Tips for analytics

Make sure the time the device records the data is tracked along with the time the data is
received. You can monitor delivery times to diagnose issues and keep a close eye on
information lag times. For example, if you notice the delivery time steadily increases just
before you get a data loss, it is probably something in the networking and not the device
that is causing the issue.

Since MQTT enables subscribers and publishers to be offline if necessary, the time the
message is received could be very different from when it was originated. This can affect the
predictive modeling accuracy if the time received becomes significantly distant from when
the event being analyzed actually occurred. If connections are persistent, this should be a
non issue.

Common use cases

MQTT protocol is commonly used in the following applications:

e Casino gambling devices
Home healthcare

Automotive telematics

Oil and gas remote monitoring

Inventory tracking

Cargo trailer tracking

Monitoring of energy usage

Hyper-Text Transport Protocol (HTTP)

Web pages use HTTP protocol to exchange data. HTTP is a character-based protocol. It
operates at the application layer and conforms to RESTful principles. You are intimately
familiar with it but may not realize that it can be used with IoT devices even when there is
no web page present.
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Representational State Transfer (REST) principles

REST allows internet-enabled devices to inter-operate with each other using a uniform
Application Programming Interface (API). A device or server that complies to this is called
RESTful. It assumes interactions are client/server-based and are stateless. The following

table shows the key commands supported by the HTTP REST API Interface:

HTTP REST API

HTTP POST: Adds a new resource

HTTP PUT: Updates a specific resource by replacing it with an updated version

HTTP GET: Reads a specified resource

HTTP PATCH: Partially updates a resource in a collection

HTTP DELETE: Deletes a resource
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HTTP and loT

In many cases, HTTP is not ideal for IoT applications. The latency is not predictable, and it
often depends on polling to detect state changes. It is a text-based protocol, which means
message size tends to be large. This adds power needs and complexity overhead, for IoT
devices to communicate using it.

However, it is a mature standard and in wide use. This makes it an established and well
supported interface.

Connections are established from a client device to a server device and remain open until
the communication is completed. Delivery is guaranteed and data message receipts are
acknowledged at every step of the process. It operates on top of TCP and is reliable.

Advantages to HTTP

There are several advantages to HTTP as an IoT protocol:

e Reliability: Message delivery is guaranteed and acknowledged.
e Ubiquity: HTTP is used all over the place and is very easy to implement.

¢ Ease of implementation: If you can connect to the internet, you can use HTTP
anywhere in the world. No special hardware or software is required.

Disadvantages to HTTP

There are some disadvantages to HTTP as an IoT protocol:

¢ Higher power needs: Communications have frequent back and forth interactions,
connections need to be sustained, and plain text results in larger message sizes.
All of this requires more power to support.

e The IoT device complexity: The device needs enough memory and CPU power
to support the TCP protocol and high level HTTP RESTful APIs.

Constrained Application Protocol (CoAP)

CoAP is point-to-point communication over User Datagram Protocol (UDP). It has low
overhead requirements and was specifically developed for low-power devices operating
over the internet. It was designed to work on microcontrollers with as low as 10 KiB of
RAM and needs only 100 KiB for the operating codes.
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CoAP was created by the Internet Engineering Task Force (IETF) to address the needs of
power constrained IoT devices. It is also supported by the Eclipse foundation as an open
standard.

CoAP follows a client/server architecture and is a one-to-one communication convention. It
does allow for some multicast capabilities, which are early in development at the time of
this writing.

CoAP is similar to HTTP in that it is a document transfer protocol and interoperates with
the RESTful web. It is different from HTTP, in that it was designed for applications where
networks are low-powered and often lossy.

CoAP operates on UDP protocol where data packets are much smaller than HTTP, which
uses larger TCP packets. Clients and servers communicate without established connections.
Information is transferred using self-contained datagrams. Datagrams are the core of the
UDP protocol and each datagram contains all necessary information for routing without
any reliance on previous exchanges between client and server.
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It may help to think of a datagram like communicating with someone over mail (old school
snail mail). The envelope has a delivery address and a return address and the payload
would be the letter inside, but this is hidden from the mail man. You send regular letters to
your cousin in Poland. She sends regular letters to you.

You have no guarantee that all your letters will be delivered or delivered in the same order
that you sent them. It is your responsibility, once letters are received, to open them up, put
them in the right order, and figure out if there are any missing. If you find one to be
missing, you would handle mailing your cousin to request a resend of it.

CoAP works in the same manner where the sending and receiving applications play the role
of you and your cousin. Applications need to be programmed appropriately to handle the
required level of delivery reliability.

Advantages to CoAP

There are some advantages to CoAP:

Reduced power requirements: It operates over UDP, which requires minimal
overhead for communications. It also allows faster wake up times and extended
sleepy states. Taken together, this means batteries last longer for IoT devices.
Smaller packet size: Another advantage of UDP is small packet sizes. This leads
to faster communication cycles. Again, this allows batteries to last longer.

Security: Like MQTT, this is on both the advantage and disadvantage lists. When
Datagram Transport Layer Security (DTLS) is employed over UDP,
communication is encrypted and secure. Even though there is some additional
overhead required to implement this, you can and should use it.

Asynchronous communication option: Clients can request to observe a device by
setting a flag. The server (IoT device) can then stream state changes to the client
as they happen. Either side can cancel the observe request.

IPv6 based: It was designed from the beginning to support IPv6. This also allows
for a multicasting option.

Resource discovery: Servers can provide a list of resources and media types. The
client can then review and discover what is available.
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Disadvantages to CoAP

There are also some disadvantages to CoAP:

e Message unreliability: UDP does not guarantee the delivery of datagrams. CoAP
adds a method to request a confirmation acknowledgement to confirm the
m