Al for Climate Change
and Environmental
Sustainability

Edited by
Suneeta Satpathy, Satyasundara Mahapatra,

Nidhi Agarwal, and Sachi Nandan Mohanty

CRC Press

Taylor & Francis Group

Artificial Intelligence for Sustainable
Engineering and Management @



Al for Climate Change
and Environmental
Sustainability

This book discusses the adverse effects of climatic changes on our planet. It examines
Al-based tools and technologies and how they can assist in identifying energy emission
reductions, CO, removal, and support the development of greener transportation
networks, monitoring deforestation, and forecasting extreme weather events.

Al for Climate Change and Environmental Sustainability identifies and discusses
in detail the importance of environmental sustainability based on accomplishment of
the UN’s 17 Sustainable Developmental Goals (SDGs). It presents the various Al-based
possibilities for accelerating international efforts to safeguard the environment and
conserve natural resources. The authors offer a comprehensive analysis of the emerging
field of climate change in relation to Internet of Things, artificial intelligence, machine
learning, and deep learning. The book discusses AI developments, applications, and
best practices that will help us transition to a low-carbon future on both a regional and
global scale. It provides case studies with analytical results pertinent to climate change
and weather prediction and includes chapters with a research-oriented approach,
which can encourage new developments in the field of sustainable climate and green
environment.

The book can be used as a primary textbook for graduate and postgraduate students
in technology and science, as well as a reference for researchers, academics, and IT
professionals working on climate change and sustainability initiatives.



Artificial Intelligence for Sustainable Engineering

and Management

Sachi Nandan Mohanty

School of Computer Science & Engineering (SCOPE), VIT-AP University,
Amaravati, Andhra Pradesh, India

Deepak Gupta

Artificial intelligence is shaping the future of humanity across nearly every indus-
try. It is already the main driver of emerging technologies like big data, robotics
and IoT, and it will continue to act as a technological innovator for the foreseeable
future. Artificial intelligence is the simulation of human intelligence processes by
machines, especially computer systems. Specific applications of Al include expert
systems, natural language processing, speech recognition and machine vision. The
future of business intelligence combined with AI will see the analysis of huge quan-
tities of contextual data in real time. So, the tool will quickly capture customer needs
and priorities and do what is needed.

Al for Climate Change and Environmental Sustainability
Edited by Suneeta Satpathy, Satyasundara Mahapatra, Nidhi Agarwal,
and Sachi Nandan Mohanty

Green Metaverse for Greener Economies
Edited by Sukanta Kumar Baral, Richa Goel, Tilottama Singh, and Rakesh Kumar

Healthcare Analytics and Advanced Computational Intelligence
Edited by Sushruta Mishra, Meshal Alharbi, Hrudaya Kumar Tripathy,
Biswajit Sahoo, and Ahmed Alkhayyat

www.routledge.com/Al-for-Sustainable-Engineering-and-Management-series/book-series/
AISEM


http://www.routledge.com/AI-for-Sustainable-Engineering-and-Management-series/book-series/AISEM
http://www.routledge.com/AI-for-Sustainable-Engineering-and-Management-series/book-series/AISEM

Al for Climate Change
and Environmental
Sustainability

Edited by
Suneeta Satpathy, Satyasundara Mahapatra,
Nidhi Agarwal, and Sachi Nandan Mohanty

CRC Press
Taylor & Francis Group
Boca Raton London New York

CRC Press is an imprint of the
Taylor & Francis Group, an informa business




Designed cover image: © Shutterstock

First edition published 2025
by CRC Press
2385 NW Executive Center Drive, Suite 320, Boca Raton FL 33431

and by CRC Press
4 Park Square, Milton Park, Abingdon, Oxon, OX14 4RN

CRC Press is an imprint of Taylor & Francis Group, LLC

© 2025 selection and editorial matter, Suneeta Satpathy, Satyasundara Mahapatra, Nidhi
Agarwal, and Sachi Nandan Mohanty; individual chapters, the contributors

Reasonable efforts have been made to publish reliable data and information, but the

author and publisher cannot assume responsibility for the validity of all materials or the
consequences of their use. The authors and publishers have attempted to trace the copyright
holders of all material reproduced in this publication and apologize to copyright holders if
permission to publish in this form has not been obtained. If any copyright material has not
been acknowledged please write and let us know so we may rectify in any future reprint.

Except as permitted under U.S. Copyright Law, no part of this book may be reprinted,
reproduced, transmitted, or utilized in any form by any electronic, mechanical, or other means,
now known or hereafter invented, including photocopying, microfilming, and recording, or in
any information storage or retrieval system, without written permission from the publishers.

For permission to photocopy or use material electronically from this work, access
www.copyright.com or contact the Copyright Clearance Center, Inc. (CCC), 222
Rosewood Drive, Danvers, MA 01923, 978-750-8400. For works that are not available
on CCC please contact mpkbookspermissions @tandf.co.uk

Trademark notice: Product or corporate names may be trademarks or registered trademarks
and are used only for identification and explanation without intent to infringe.

Library of Congress Cataloging-in-Publication Data
Names: Satpathy, Suneeta, editor.
Title: Al for climate change and environmental sustainability / edited by
Suneeta Satpathy [and 3 others].
Description: First edition. | Boca Raton, FL : CRC Press, 2024. | Series: Al for sustainable
engineering and management | Includes bibliographical references.
Identifiers: LCCN 2024002940 | ISBN 9781032589732 (paperback) |
ISBN 9781003452393 (ebook)
Subjects: LCSH: Climatic changes—Technological innovations. | Artificial intelligence.
Classification: LCC QC903 .A146 2024 | DDC 363.700285/63—dc23/eng/20240521
LC record available at https://lccn.loc.gov/2024002940

ISBN: 978-1-032-58906-0 (hbk)
ISBN: 978-1-032-58973-2 (pbk)
ISBN: 978-1-003-45239-3 (ebk)

DOI: 10.1201/9781003452393

Typeset in Times
by Apex CoVantage, LLC


http://www.copyright.com
mailto:mpkbookspermissions@tandf.co.uk
https://doi.org/10.1201/9781003452393
https://lccn.loc.gov/2024002940

Contents

ADOUL the EdITOTS ..oeiiiieiiriiei ettt eeeear e e e eeabar e e e e eeareeens xi
LiSt Of CONEIIDULOIS ....couvvviieiiieiiieie ettt eeeare e e e et e e e eeaaareeeeeenes xiii
PLETACE. ... et e et e et r e e e e naaes XV

Chapter 1 Al as Sustainable and Eco-Friendly Environment for

Chapter 2

Climate Change ..........ccoeveiieiiiiieieie et 1
Preethi Nanjundan and Lijo Thomas
L1 INtrodUuCtion ........coccecuieieiiieiiiieieieeeescee e 1
1.2 BasiC CONCEPLS ...ccueeurieuieiieiieiieieeieeie et 2
1.3 Al for Sustainable and Eco-Friendly Environment.................... 2
1.3.1 Al-Enhanced Climate Monitoring Systems ................. 3
1.3.2  Precision Agriculture and Resource Management........ 4
1.3.3  Smart Energy Grids and Renewable Integration.......... 5
1.3.4  Forest Conservation and Wildlife Protection with A ...6
1.3.5 Climate Change Modelling and Prediction with Al ....... 7
1.3.6  Enhancing Disaster Prevention and Response
Systems with Al ... 8
1.3.7  Sustainable Transportation and Mobility Solutions........ 9
1.3.8  Revolutionising Waste Management through Al........ 10
1.3.9  Advancing Sustainable Building Practices with AL...... 11
1.3.10 AI Empowering Environmental Education and
AWATENESS......coevivieniieiieie e 12
1.4 Leveraging Al for a Sustainable Future............cccoccecevvenennenne. 12
1.5 Applications of Al in Environmental Sustainability................ 13
1.6  Case Studies and Success Stories for Climate Change ........... 14
1.7 Future Trends and Opportunities in Al for Environmental
Sustainability with a Focus on Climate Change...................... 15
1.7.1  AI-Driven Climate Resilience.........c..ccccoceevercennennen. 15
1.7.2  Al-Enabled Climate Policy Support..........cccccoceeunee. 15
1.7.3 Al for Carbon Sequestration and Removal
TechnolOgies........ccceeeeriiiiiniiieieeeeeeee e 15
1.8 ConCIUSION ....c..ooiiiiiiieieiicie e 16
REfETIENCES ...ttt 16

Enhancing Climate Change Prediction and Risk Assessment with

Deep Learning: Architectural Approaches and Data Challenges............ 19
Deepak Gupta, Pradumn Kumar, Man Mohan Shukla,

and Satyasundara Mahapatra

2.1 INrOAUCHION ....eviiiiiiirieteiectceee ettt 19
2.2 Deep Learning ArchiteCture ...........cccceeeeereevieneeneneenieneeneene 20



vi

Chapter 3

Chapter 4

Chapter 5

Contents
2.3 Deep Learning Models Used for Climate Change
Prediction and Risk ASSESSMENt.........cceevveeeereierirrieieeeeeeeeen 22
2.4  Role of Data in Climate Change Prediction and Its
Challenges .........coceiieiiiiiiieeieecece e 28
2.5  Application of Deep Learning in Climate Change
Prediction and Risk ASSESSMENt.........cceevueeeereierierieieeieienenn 32
2.6 CONCIUSION ..ottt 35
REEICNCES ..ot 36
Al- and IoT-Based Applications for Rainfall Prediction: A Study..... 37

Manoj Kumar Pandey, Sunil Kumar Singh, Jyoti Upadhyay,
Preeti Tiwari, Naresh Kumar Kar, and Jai Prakash Kushwaha

3.1 INtrodUCHION .....oeeeuiiiieiiie et e 37
3.2 Related WOIK ....coovviiiiiiiecieeee e 39
3.3 Comparison of Previous Work Done........cccccoceeveriencncencnee. 41
3.4  Visualization of Previous Work ..........cccccoeeviiviiiiiiiiieeeieeee. 45
3.5 CONCIUSION .....uuiiieiiieeiee et 48
REfEIENCES ..ot 49

Machine Learning-Based Prediction of Wind Speed for
Ratnagiri Region, India ..........cceoveeviiiiienieniiiieeiceeeeeeeseece e 52
Nabanita Mandal and Sarode Tanuja

4.1 INrOAUCHION ..eovvieiiieiieeiieeite ettt n 52
4.2 LIterature SUIVEY .......ccceeveeriieriierieeiiesieeieesreeseeseneenseenenes 52
4.3 DALASEL .ottt 53
4.3.1 Data Pre-Processing .......cccceeveerveriiienieesieenieenieennnn 54
4.3.2  Data Arrangement.........ccceeueerrreereersieenreesieeneeeseeennnens 55
4.4 Techniques APPLEd ......c.eeveeviieriieniieiieeieeee et 55
4.4.1  Support Vector Regression .........cceeceevveeeveenveenieennnenn 56
4.4.2 Long Short-Term MemOTY ......ccccvevvierveeiueenieeieennnenn 56
4.4.3  Proposed Model..........cecueeriiriieniiniienieeieenieeieeen 56
4.5 Result ANalySis ..ccceerieriieiieiiieieeeieeeeete e 56
4.6 CONCIUSION ...eiiuiiiiiieiieiieeiee ettt ettt 59
ACKNOWIEAZMENLS ......eeniiieiiieiieeiieiie st 59
REFEIENCES ..ttt 60
Wind Power Forecasting with Machine Learning Approach ............. 61
Rakesh Kumar, Prakash M and Shakila B
5.1 INrodUCHON ....veeeiieiiieiie ettt et e 61
5.2 Wind Power FOrecasting..........ccccoeeereerieneesienieieeeeeeee e 62
5.3 Machine Learning Algorithms............ccccovieiienieiiniieieee 63
5.3.1 Implementation of Linear Regression Algorithm....... 64
5.4 Result and DiSCUSSION.......cccueieriiiieeiiieeiiieeeiieeeireeereeeniee e 68
5.4.1  Data DesCription.........ccceceereeeereesieneeiesieeeeseeeeneens 68

5.4.2 Data Pre-Processing .........c.cccccceeevieniiienenicnieciennenne 69



Contents

Chapter 6

Chapter 7

vii

5.4.3 Relationship Learning ........ccccoceevevveveeerervenenicnennennes 70
5.4.4 Performance MatriC.........ccocvreeveeeieneeienieeieseeeeeieene 70
5.5  CONCIUSION ..corutiiiiieiiiiiieieeec ettt 72
REEINCES ..ot 73
IOT Communication Technologies ...........cccceeveereerienieneneeneneeee 75

Dr Shaik Kareemulla and Dr Syed Khasim

6.1  The Internet of Things (IoT): What Is It?.........ccccceveevirennne 75
6.1.1 How Does the Internet of Things Work?.................... 75
6.1.2  Why Is IoT Important?..........cccocevvienerieneniienenenienne 76
6.1.3  When It Comes to Businesses, What Are the
Advantages of IoT? .......coceviriiininiiniieee e 76
6.1.4  The Internet of Things: Pros and Cons............c.c...... 77
6.1.5 Problems in Protecting User Data and Ensuring
Device Integrity in the IoT ..o 78
6.2 Connectivity in the IoT.........cocoviriininiiniiineeeee 79
6.2.1  Some Examples of IoT Communication Types
Are Listed Here ......c.cooevieiiniinininieencecceeeen 79
6.3  Limited-Distance NetWork ..........cccccvvevvuerinnieninnenienieneenene 83
6.3.1  OLOWPAN L....ooiiiicircecececeeree e 83
0.3.2  ZAZDC.....eiiieiiiiee e 83
6.3.3  BLE oo 83
6.3.4 RFID GenIL....cccooioinioiniininiiincenccnccnceneccneeens 84
6.3.5 NFCIL .ot 84
0.3.0  Z-WaVE ..ottt 84
6.4  ToT IP Coverage [29].....cocevirieninienieniesieeiesiceeeee e 85
6.5 SUMIMAIY...otiiiiiieiiieteeeee ettt 85
REEINCES ...t 86

Machine Learning Models for Intelligent Hazard
MANAZEIMENL .....veeeieeiieiieeieeiteeieetee st e st e sebe et e sbeebeesabessbeesanesseenns 88
Priyadharshini Ravi and Dr. Senthil Janarthanan

7.1 INrOdUCHION ..ottt 88
7.2 Known Hazard Management..........cc.ccoevvevvueenieeneennieennennneenns 89
7.2.1 Defining Hazards and Their Types........cccccevvvvevueennen. 89
7.2.2  Natural Hazards........ccoccovveviniininiininiincencneecnees 89
7.2.3  Technology Hazards.......ccccceevueeneiniiienienieenieeiceene 89
7.2.4  Environmental Hazards ........cc.ccocecenenvincencnccncnnen. 89
7.2.5 Importance of Effective Hazard Management............ 90
7.3  Elementaries in Machine Learnings .........c.cccecveeveverrieenuennneenns 90
7.3.1 Key Concepts and Terminologies..........cccccerverrueennen. 91
7.4  Data Acquisition and Preprocessing........ccocceeveercverrieenvennueenns 92
7.4.1 Data Preprocessing Techniques..........ccceceerveenueennnen. 92
7.5  Predictive Models for Hazard Forecasting ............cccccevueeuenne 93
7.6 Anomaly Detection for Early Warning............cccecevveervennneens 93

7.7  Risk Assessment and Mitigation .........cccceeeeeevieerceerrieenieennieenns 93



viii

Chapter 8

Chapter 9

Contents
7.8 Real-Time Hazard Monitoring ...........ccccceceecueviecieneenieneenneene. 94
7.9  Geospatial Analysis and Hazard Mapping ..........cccceceeverennenne. 94
7.10 Human-Centric Approaches and Decision Support................. 94
7.11 Case Studies and Applications.........c..ccceceeceeeeerrercrenerennenne 95
7.12  Future Trends and Challenges ............cccccooeecienieiiinieniineennnne. 95
713 CoNCIUSION ..ottt 95
REfEIENCES ...ttt 96

Optimal Dispatch of Distributed Renewable Energy Sources

in Isolated Microgrid System Exploiting Metaheuristic

Optimization AIZOrithmsS..........coceeviiiiniiiiiieeeeeeee e 98
Anirudh Kumar Verma, Prakash M and Shakila B

8.1 INtrodUCHION ....ocueeuiiiiiiiiiieieiieeeee e e 98
8.2  Proposed Microgrid System Design.........cccceeeevereeneneencnnne. 99
8.2.1 PV Model ...cocviiiiiiiniiniiinctcceeceeceeeee e 99
8.2.2  Wind Generation Model.........ccccecerieniniencnnencnnne. 100
8.2.3  Biogas Generation Model..........ccccceceevirieninnencnnnn. 100
8.2.4 Battery Bank Model ........c..cccoevieiiniininiiniiienee, 101
8.2.5 Inverter Model ........cccoeviiniiiiiniiiiiiiiceceeeee, 101
8.2.6 PV Controller Model..........cccceveevienieninieniniencnne, 101
8.3  Optimal Sizing Problem Formulation..........c..ccccceceveenuenneene. 102
8.3.1  Objective FUnction ..........cceecueveeveenienencencnienennn, 102
8.3.2  CONSLIANTS..c..eruieiieiieieeieieeteeteete et 102
8.3.3  Artificial Bee Colony Algorithm..........ccceeeveennenne. 103
8.3.4  Cuckoo Search OptimiSation...........ceceeeeeruereennenee. 104
8.3.5 PSO-CS Algorithm......ccecerveuineineincincineneeeen, 105
8.4  Results and DiSCUSSIONS ......cceveerierieniiriiniinienieeiesieeee e 105
8.5 CONCIUSION ..c..eeuiiiiiiiiiiee e 106
REEICNCES ..ot e 107

Leveraging Machine Learning Models for Intelligent
Hazard Management.........ccuevueerieerieenieiiienieeieesre e 109
Preethi Nanjundan, George Jossy P, and Karpagam C

9.1
9.2
9.3
9.4
9.5
9.6
9.7

9.8

INErodUCHION ....o.veemiiiiiiiiiciicicee e 109
Recent Progress and Applications in Machine Learning....... 110
Hazard Identification and Detection in Web Pages ............... 111
Understanding Risks in Online Payments ..............cccceeeuenee. 112
Cyber Threats Online..........occeeeeveerieriieenienieeeesieeieeeee e 112
Cyber Attacks in Social Media........cocveeveeviiienieniienienieenne 116
Challenges and SOIUHONS .......cevveeriierieeriieriieieenie e 116
9.7.1  Unlocking the Power of Technology in Risk
MaNaZEMENL ......eeruvieiieriiieriieeieesee et e ebee e 117
Risk Predictions in Future ..........cccccoceviriininiincnncniencnnns 117
9.8.1  ConClUSION....c.eeiiriiiiiiieiinceiceeeeecreeeseeeeas 119

RETEICNCES ..vvvveeeiiiiiiee e 120



Contents

Chapter 10 Practical and Innovative Applications of IoT and IoT Networks

(Smart Cities, Smart Mobility, Smart Home, Smart Health,
SMArt Grid, €C.) cuvviiieuiieeiiieeeiieesiie e e e ertee et eeeeeeeeaeeeseaeeesseeeenes 121
Shaik Salma, Asiya Begum, and Hussain Syed

10.1 What Does “Internet of Things” Mean?........ccccccecevvenvencnnns 121

10.2 Why Is IoT Important? .............ccccoievienieiinienenieeneeienee 122

10.2.1 Enhanced Effectiveness..........ccccoeeeevecerenencrcnuenne. 122

10.2.2 Decision-Making Based on Data............ccccccceceenneee. 122

10.2.3  CoSt-SaVINgGS....c.cevveriirieiiiieieeeeeeeee e 122

10.2.4 Better Interactions with Customers..............cccc...... 122

10.3 The Internet of Things (I0T).....ccceveevierieiiiieeceeeeeeeee 122

10.4  What Is the History of IoT?....c..ccccoeviiiiiiieiniininininencncnens 124

10.5 The Tools That Make the Internet of Things Possible........... 126
10.5.1 There Are a Lot of Technologies That Work

Together to Make IoT Possible...........cccccceeieiinne. 126

10.5.2 The Hardware, Sensors, Connectivity, and
Software That Make Up the IoT Make It Possible
to Do What It Does. Here Is a Breakdown of
How the IoT Functions............ccccovvveeieeiivieeeeeennnee. 126
10.5.3 Connectivity: The Information Gathered by IoT
Devices Is Routed to a Central Hub or Cloud-
Based Platform. This Connectivity Can Be Done

in a Variety of Ways.......ccccoocvevirienieieneee e 127
10.6  I0T EMETrZENCe .......ccoeeuieuiiniiiiiiieiieiericeecseee e 127
10.7  Characteristics Of I0T ....ccooereriiiienieniiiiicceeecececre e 129
10.8  Advantages of IOT ......cocooiieneninieiiiceiccceeceeeese e 131

10.9 Practical and Innovative Applications of IoT and IoT
Networks across Various Domains, Including Smart
Cities, Smart Mobility, Smart Home, Smart Health,

and Smart Grid .........cccoooeviiiiniiiee 132
10.9.1 Smart Cities .....cccovveviirieniiiieieeieeeee e 133
10.9.2 Smart MODbIlIty .....ccooeiiiniiiiiiiiciccceeee 134
10.9.3 Smart Buildings.........cccoooiiiiiiiniiniiiiiccccee 135
10.9.4 Smart Energy ........ccocceveviiiieniiiienieciceeeeeeeeene 135
10.9.5 Smart Production...........ccccecevieieninienieiienicieene 136
10.9.6 Smart Environment Monitoring ...........cccceceeeveruenne. 136
10.9.7 Smart LivIng....c..cccooiiiiiiiiiniiiciceeceeeeeeeees 137
10.9.8 Smart Home........cccoooiiiiniiiiiiiiicciceecce 137
10.9.9 Smart Health...........oocoooiiiiiiiiiiiccce 138
10.9.10 Smart Grid .......c.ccocvevirieniiiieniieecceeeeeeeeeee 140
10.9.11 Smart Retail.........cccoooeiiiiiiiiniiiicceecce 140
10.9.12 Smart Pollution Control ...........ccccceecieniieiiinieicnnenne. 140
10.9.13 Smart AGriculture ..........c..coceeveeienieiienieieneeieene 141
10.10 Risks and Challenges in IoT ..........cccooiiiiniiiiniiiiiiiis 141
10.11 The Future of IoT ....c.eeieiiieieieeeeeeee e 142
1012 SUMMATY ....ooiiiiiiiieieieeeee et 143

REFEIENCES ...ttt 143



X Contents

Chapter 11 Leveraging Artificial Intelligence in Climate Change
Interpretation: Overcoming Challenges in Risk
Management Approach..........c.ccccceceiiiiininiininiicee e 145
Sugyanta Priyadarshini, Sarthak Dash
and Sukanya Priyadarshini

T1.1  INtrodUCHON «....oeveeiiiiiieiieeeeteee ettt 145

11.2 Research Methodology ..........ccccueevieeniiniieiniinieeieiieeeeen 147

11.2.1 Review Plan......c.ccovieiiiiiiiniiniiinieeccceeeeee 147

11.2.2  Search String .......cccoceeveniriiininienieeeeeeeeeenes 147

11.2.3  Selection Criteria.......c.cccoeevvenueeceenrieceenieeceeneeeenenns 147

11.3 Discussion and Results..........cccceevueeniinieiniiniennienieecenenn 148
11.3.1 Role of Al in Enhancing Current Knowledge and

Understanding of Climate Change .............c.cccueunee. 148

11.3.2 Role of Al as an Effective Tool to Speed Up
Adaptation and Mitigation Strategies for

Climate Change ..........cccoceeievireeninieneereneerenens 150
11.3.3 Role of Al in Providing Sustainable and Effective
Solutions to Prevent Undesired Natural Cataclysms ..... 151
11.3.4 Role of Al in Overcoming Challenges in Climatic
Risk Management............cccereevenienenieenieneeienens 152
11.4  Practical Implications ...........cceeceevuieveenieieneenieneereseeienees 154
11.5 ConClUSION......cocuiiiieiiiieiieicie et 155
RELEIENCES .....ovieuiiiiiriiitireeere ettt 155



About the Editors

Dr Suneeta Satpathy (Senior member, IEEE) is currently working as an associate
professor, Center for AI & ML, SoA University, Bhubaneswar, Odisha. She received
her Ph.D. from Utkal University, Bhubaneswar, Odisha, in 2015, with a Directorate
of Forensic Sciences, MHA scholarship from the Government of India. Her research
interests include Computer Forensics, Cyber Security, Data Fusion, Data Mining,
Big Data Analysis, and Decision Mining. She has edited books in association with
Springer and Wiley and CRC AAP, NOVA Publications. In addition to research, she
has guided many post-graduate and graduate students. She has published papers in
many international journals and reputable conferences. Her professional activities
include roles as an editorial board member and/or reviewer of Journal of Engineering
Science, Advancement of Computer Technology and Applications, Robotics and
Autonomous Systems (Elsevier), Computational and Structural Biotechnology
Journal (Elsevier), Journal of Big Data (Springer) as well as Inder Science Journals.
She is an active member of CSI, ISTE, OITS, IE, Nikhil Bharat Shiksha Parisad and
IEEE.

Dr Satyasundara Mahapatra is working as a professor in the department of
Computer Science and Engineering, Pranveer Singh Institute of Technology, Kanpur,
Uttar Pradesh. He received his Ph.D. and master’s degree in computer science from
Utkal University, Bhubaneswar, Odisha in 2006 and 2016, respectively. He also holds
an MCA degree from Utkal University, Bhubaneswar, Odisha in 1997. His current
research interests include Machine Learning, Deep Learning, Image Processing,
Scheduling with Optimization, and Internet of Things. He has a number of publi-
cations as authored or co-authored in various international scientific journals, book
chapters and five patent approvals and two patent grants in his field of expertise. He
was also selected for the award of grant under “Visvesvaraya Research Promotion
Scheme” for academic year 2019-2020 for his research project.

Ms Nidhi Agarwal is a computer science and engineering faculty member with
19+ years of experience, an author of many papers in SCI/SCI-E indexed journals,
SCOPUS-indexed journals and conferences, books and book chapters, patents, strong
subject knowledge, reviewer and editorial board member of many international jour-
nals including SCI/E, SCOPUS, session chair in many SCOPUS-indexed international
conferences, and NTA NET qualified in Computer Science and Applications. She was
a National Merit Scholarship Holder for outstanding performance in mathematics in
class 10. She received a Research Excellence award of Rs 1 lakh in 2023 for excellence
inresearch in 2022 from IGDTUW, Delhi. She received the CV Raman Award at KIET
Group of Institutions in 2022 for being the best researcher at the institute level for the
academic session 2021-22. She also received the “Shikshak Samman Award 2022”
by Nikhil Bharat Shiksha Parishad, Govt. of India, for outstanding work in research.

xi



xii About the Editors

Dr Sachi Nandan Mohanty was recognized as Top 2% World Scientists Ranking
by Stanford University and Elsevier for the year 2023. He received his PostDoc from
Indian Institute of Technology Kanpur, India, in the year 2019 and Ph.D. from Indian
Institute of Technology Kharagpur, India, in the year 2015, with MHRD scholarship
from Govt of India. He has authored/edited 42 books, published by IEEE-Wiley,
Springer, Wiley, CRC Press, NOVA, and De Gruyter. His research areas include
Data mining, Big Data Analysis, Cognitive Science, Fuzzy Decision Making, Brain-
Computer Interface, Cognition, and Computational Intelligence. Prof. S N Mohanty
has received four Best Paper Awards during his Ph.D. from International Conference
at Beijing, China, and the other at International Conference on Soft Computing
Applications organized by IIT Roorkee in the year 2013. He was awarded the Best
thesis award first prize by Computer Society of India in the year 2015. He has guided
nine PhD Scholars, 23 postgraduate students. He has published 241 International
Journals of International repute. He has received fourth time International Travel
support from Government of India’s Department of Science and Technology, SERB
Funding for International travel for presenting research paper, and Keynote specker.
He has been awarded by many awards and fellowship during his career and to
name a few are Prof. Ganesh Mishra Memorial Award on 61st Annual Technical
Session & 19th Prof. Bhubaneswar Behera Lecturer on 23-24 June 2020 from The
Institution of Engineers (India) Odisha State Center, Bhubaneswar. He is a member
of professional bodies like IETE, CSI, IE, IEEE (Hyderabad section). He is also the
reviewer of Journal of Robotics and Autonomous Systems (Elsevier), Computational
and Structural Biotechnology Journal (Elsevier), Artificial Intelligence Review
(Springer), Spatial Information Research (Springer). He is leading as General chair
of two international conferences such as ICISML, AIHC and editor in chief of
International Journal EAI Transaction on Intelligent System and Machine learning
Application. Dr. Mohanty has gone for academic assignment to New York, Atlanta,
Orlando, Georgia, Paris, Slovakia, Singapore, Abu Dhabi, Sharjah, Dubai, Malaysia,
Istanbul, Vienna, and Germany for delivering Keynote talk and chair the sessions
in international conferences with travel support from Department of Science and
Technology, Government of India, New Delhi, India.



Contributors

Shakila B

Department of Electrical and
Electronics Engineering, NIT
Nagaland, Chumoukedima, India

Asiya Begum

School of Computer Science and
Engineering, VIT-AP University,
Amaravati, India

Sarthak Dash
Berhampur University, India

Deepak Gupta
Pranveer Singh Institute of Technology,
Kanpur, Uttar Pradesh, India

Senthil Janarthanan
Bharathidasan University,
Tiruchirappalli, Tamil Nadu, India

Naresh Kumar Kar
GITAM Deemed to be University,
Hyderabad, India

Shaik Kareemulla

School of Computer Science and
Engineering, VIT-AP University,
Amaravati, India

Syed Khasim

School of Computer Science and
Engineering, VIT-AP University,
Amaravati, India

Pradumn Kumar

Department of Computer Science
and Engineering, Pranveer Singh
Institute of Technology.
Kanpur, Uttar Pradesh, India

Rakesh Kumar

Department of Electrical and
Electronics Engineering, NIT
Nagaland, Chumoukedima, India

Jai Prakash Kushwaha
IIITM, Gwalior, India

Prakash M

Department of Electrical
and Electronics Engineering,
NIT Nagaland, Chumoukedima,
India

Nabanita Mandal

Thadomal Shahani
Engineering College,
Mumbai, India

Preethi Nanjundan
Department of Data Science, Christ
University, India

George Jossy P

Department of Data Analytics,
Dr N.G.P. Arts and Science College,
India

Manoj Kumar Pandey

Pranveer Singh Institute of
Technology, Kanpur, Uttar Pradesh,
India

Sugyanta Priyadarshini
KIIT Deemed to be University,
Bhubaneshwar, India

Sukanya Priyadarshini
KIIT Deemed to be University,
Bhubaneshwar, India

Priyadharshini Ravi

Bharathidasan University,
Tiruchirappalli, Tamil Nadu,
India

Shaik Salma

School of Computer Science and
Engineering, VIT-AP University,
Amaravati, India

xiii



Xiv

Sunil Kumar Singh
CMREC, Hyderabad, India

Hussain Syed

School of Computer Science and
Engineering, VIT-AP University,
Amaravati, India

Sarode Tanuja
Thadomal Shahani Engineering
College, Mumbai, India

Lijo Thomas
Department of Data Analytics, Dr N.G.P.
Arts and Science College, India

Contributors

Preeti Tiwari
GITAM Deemed to be University,
Hyderabad, India

Jyoti Upadhyay

GD Rungta College of
Science and Technology,
Bhilai, India

Anirudh Kumar Verma

Department of Electrical and
Electronics Engineering,
National Institute of Technology,
Nagaland, Chumoukedima,
Nagaland, India



Preface

In an era defined by the urgent need for environmental solutions, this book, titled A/
for Climate Change and Environmental Sustainability, serves as a crucial explora-
tion into the amalgamation of artificial intelligence (AI), Internet of Things (IoT),
and machine learning. As we stand at the crossroads of ecological danger, these
innovative technologies emerge as powerful tools to not only understand the intricate
challenges posed by climate change but also to formulate proactive strategies for
environmental conservation. This book sets the stage for a profound journey through
twelve chapters, each delving into distinct aspects of how Al and related technologies
can pave the way for a more sustainable and resilient future.
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'I Al as Sustainable
and Eco-Friendly
Environment for
Climate Change

Preethi Nanjundan and Lijo Thomas

1.1 INTRODUCTION

Innovative and practical solutions are needed to address the urgent problems of cli-
mate change and environmental sustainability in our quickly changing world. The
need to address these issues has never been more pressing as the effects of climate
change, including extreme weather events, habitat loss, and resource shortages, con-
tinue to worsen. In light of this, artificial intelligence (AI) stands out as a crucial
instrument that has the power to completely transform our efforts to combat climate
change and promote a sustainable, environmentally friendly society.

Without a doubt, the Intergovernmental Panel on Climate Change (IPCC) has
emphasised how urgent it is to stop global warming in order to avoid disastrous
effects on the environment [1]. With its ability to provide data-driven insights and
disruptive technologies, Al is well-positioned to be a key player in resource optimi-
sation, conservation, and efforts to mitigate climate change. Al-driven solutions are
at the vanguard of scientific and technical breakthroughs, offering fresh methods
to solve these important concerns as we negotiate the intricate and interconnected
difficulties of climate change.

The goal of this study is to present a thorough and in-depth investigation of AI’s
multidimensional contribution to sustainability advancement and climate issues. We
explore the uses of Al in resource management, the adoption of renewable energy
sources, environmental preservation, and climate prediction, drawing on a multitude of
research and studies [2]. This study highlights the revolutionary potential of Al in alter-
ing our approach to environmental sustainability by synthesising important concepts.

In order to prevent catastrophic effects for our world, the Intergovernmental Panel
on Climate Change (IPCC) has unambiguously emphasised the need of curbing
global warming [3]. With its capacity to analyse enormous datasets, spot trends, and
make predictions, Al is poised to fundamentally alter how we approach the fight
against climate change. Al-driven solutions have become an essential part of the
larger plan to handle the complex problems caused by climate change as we struggle
with them [4].
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1.2 BASIC CONCEPTS

Two key concerns that have grown more important in recent years are dealing with
climate change and ensuring environmental sustainability. Long-term changes in
Earth’s temperature, precipitation, and other weather patterns are referred to as cli-
mate change. Human actions, especially the release of greenhouse gases like carbon
dioxide (CO2), which trap heat in the Earth’s atmosphere and cause global warm-
ing, are the main cause. Significant and varied effects of climate change include
increased frequency and severity of weather events, increasing sea levels, habitat
loss, and changes to ecosystems.

The revolutionary potential of artificial intelligence (AI) [5] is harnessed to tackle
these issues and advance the vision of a sustainable and eco-friendly world. Al,
encompassing a broad domain within computer science, aims to create machines
with the capacity to learn, reason, solve problems, and engage in decision-making—
functions historically within the human domain. Al systems, equipped with power-
ful algorithms and processing capabilities, analyse vast datasets, identify trends, and
generate predictions.

Al transforms into a potent instrument to optimise and improve numerous facets
of environmental management when used to combat climate change and promote
sustainability. This covers eco-friendly technology development, resource conserva-
tion, environmental monitoring, and energy efficiency.

1.3 Al FOR SUSTAINABLE AND ECO-FRIENDLY ENVIRONMENT

Al may play a variety of roles in combating climate change and promoting a sustain-
able environment. It has the ability to revolutionise how we approach these problems
by presenting fresh ideas and data-driven understandings.

Energy efficiency is one important area where Al excels. Al-driven solutions can
reduce energy use in commercial buildings, industrial settings, and transportation.
By reducing waste and greenhouse gas emissions, this optimisation helps to create
a more environmentally friendly and sustainable energy ecology. Predictive mainte-
nance reduces energy losses in industrial equipment, whereas smart grids, for exam-
ple, use Al to manage energy supply and demand effectively.

In addition, Al is crucial in agriculture, one of the most important industries for
sustainability. Al-driven precision agriculture improves farming practises by using
sensors and data analytics [6]. It improves crop yields while reducing resource usage
and environmental effect by optimising crop management, resource allocation, and
pest control.

Artificial intelligence also dramatically improves conservation efforts. Large
datasets may be analysed by machine learning algorithms to monitor and safeguard
animals and natural environments, such as those found in satellite photos and audi-
tory recordings. This device helps protect endangered animals, stop illicit poaching,
and preserve biodiversity.

Al encourages the use of renewable energy sources like solar and wind power.
Renewable energy sources become more viable and sustainable as a result of opti-
mising energy production, storage, and delivery.
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Additionally, Al is essential for managing disasters and predicting the weather. In
order to increase disaster preparedness and resilience, machine learning algorithms
may examine past weather data to provide more accurate climate forecasts. This enables
early warnings for extreme weather occurrences like hurricanes and floods [7].

In our attempts to build a more environmentally friendly and sustainable world,
Al is a potent instrument that offers creative ways to address climate changes and
promote sustainability. Its capacity for data analysis, forecasting, and resource opti-
misation places it in a prime position to advance in these crucial fields.

1.3.1  AIl-ENHANCED CLIMATE MONITORING SYSTEMS

Additionally, AI is essential for managing disasters and predicting the weather.
In order to increase disaster preparedness and resilience, machine learning algo-
rithms may examine past weather data to provide more accurate climate forecasts.
This enables early warnings for extreme weather occurrences like hurricanes and
floods [7].

In our attempts to build a more environmentally friendly and sustainable world,
Al is a potent instrument that offers creative ways to address climate changes and
promote sustainability. Its capacity for data analysis, forecasting, and resource opti-
misation places it in a prime position to advance in these crucial fields.

1. Data Analysis and Pattern Recognition: Artificial intelligence (AI) makes
it possible to analyse huge amounts of climate data, such as those related to
temperature, precipitation, atmospheric conditions, and more. This data’s
patterns and trends may be easily identified by machine learning algo-
rithms, allowing for a greater comprehension of climate dynamics.

2. Enhanced Climate Modelling: Al is used to improve climate models, mak-
ing them more complicated and better able to simulate intricate interactions
within the Earth’s climate system. This helps scientists evaluate the possible
effects of climate change by enabling more precise projections of future
climatic scenarios.

3. Prediction of Extreme Weather: Al systems can examine past meteorologi-
cal data to find trends linked to catastrophic weather occurrences including
hurricanes, droughts, and floods. Early warning systems cannot function
without this predictive skill, which enables communities to efficiently plan
for and respond to imminent calamities.

4. Ecosystem Monitoring: Al helps assess the condition of ecosystems that are
impacted by climate change. This involves tracking changes in vegetation,
biodiversity, and other ecological markers using satellite images and sensor
data processing, which offers crucial insights for conservation efforts.

5. Tracking Carbon Emissions: Al-enhanced monitoring systems can monitor
and examine carbon emissions from a variety of sources, including transpor-
tation and industry. This data is necessary for determining whether emission
reduction goals have been met and for developing mitigation plans for the
climate-changing effects of greenhouse gases.
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6. Adaptation Planning: By assessing climate data and identifying regions vul-
nerable to changes, Al helps to build adaptation plans. Planning for infrastruc-
ture resilience, water resource management, and other actions to adapt to the
changing climatic conditions are made easier with the use of this information.

7. Renewable Energy Optimisation: Al is used to optimise how renewable
energy sources are integrated into the electrical system. Artificial intelli-
gence (Al) contributes to improving the efficiency and dependability of sus-
tainable energy systems by forecasting energy demand and maximising the
production of renewable resources like solar and wind.

Ocean monitoring is made easier and more accurate with the use of Al technol-
ogy. This includes monitoring ocean currents, sea surface temperatures, and marine
biodiversity. These discoveries help us comprehend the part seas play in controlling
the climate.

8. Early Climate Anomaly Detection: Al systems are able to spot anomalies or
strange patterns in climate data that might point to upcoming climate trends
or disasters. Early detection enables preventative actions and treatments to
deal with possible problems.

9. Worldwide Cooperation: Al-enhanced climate monitoring systems promote
worldwide cooperation by making it possible for academics and organisa-
tions to share data, models, and insights. Our ability as a society to solve
the intricate and interwoven concerns of climate change is improved by this
collaborative approach [8].

Al-enhanced climate monitoring systems provide a potent and revolution-
ary method for comprehending, reducing, and preparing for the effects of climate
change. By utilising artificial intelligence to handle, analyse, and understand the
huge quantity of data necessary for climate research and decision-making, these sys-
tems contribute to a more sustainable and resilient future.

1.3.2 PRECISION AGRICULTURE AND RESOURCE MANAGEMENT

In addition to being essential for maximising crop output, the synergy between pre-
cision agriculture and resource management is also in line with more general sus-
tainability and eco-friendly activities, notably in the context of combating climate
change [9]. Precision agriculture, with its data-driven methodology, is essential for
developing productive and sustainable agricultural practices. Precision agriculture
turns traditional farming into a highly effective and environmentally beneficial
activity by utilising technology like GPS, sensors, and artificial intelligence.

Data-driven decision-making, uses of variable rate technology (VRT), control of
soil health, and precise irrigation techniques are all parts of resource management
in precision agriculture. These techniques reduce resource waste and adverse envi-
ronmental effects, improving the sustainability of agriculture. For instance, VRT
enables farmers to apply inputs like insecticides and fertilisers at varying rates to
accommodate the demands of different fields. By reducing overapplication, this
accuracy improves crop quality while lowering environmental pollution.
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By examining soil characteristics, nutrient concentrations, and pH, precision
agriculture also emphasises managing soil health. Optimising nitrogen application
minimises soil erosion, reduces nutrient runoff, and improves overall soil health, all
of which help ensure long-term sustainability. Additionally, accurate irrigation tech-
niques that are based on current sensor data and weather forecasts help to preserve
water resources and use less energy.

1.3.2.1 Al in Climate Change Mitigation

Al is essential in combating climate change and promoting environmentally respon-
sible farming, working in tandem with precision agriculture and resource manage-
ment. Machine learning techniques are used by Al-enhanced climate monitoring
systems to assess data from a variety of sources, such as satellites, sensors, and
weather stations [10]. Al can give early warnings for extreme weather occurrences
by spotting patterns and trends, helping with disaster planning.

Al-driven climate models improve the precision of climate projections, enabling
us to comprehend climate dynamics and evaluate the potential effects of climate
change. These models give us information about changes in temperature, precipita-
tion, and weather patterns, enabling us to create proactive methods of reducing the
effects of climate change.

The optimisation of renewable energy is another area where Al is useful. Al
maintains a steady and sustainable power supply by forecasting energy demand and
maximising the production of renewable energy sources like wind and solar electric-
ity. Sustainability and environmental friendliness are further aligned with this shift
to sustainable energy sources [11].

By maximising resource use, conserving water, reducing greenhouse gas emis-
sions, and improving crop quality, this approach not only addresses climate change
but also promotes a greener and more sustainable future in agriculture. The conver-
gence of precision agriculture, resource management, and Al is a promising path to
sustainable and eco-friendly farming practises.

1.3.3  SMART ENERGY GRIDS AND RENEWABLE INTEGRATION

The management of renewable energy sources will be transformed by the use of Al
in energy networks, furthering the goal of environmentally benign power generation.
By intelligently balancing electrical supply and demand, Al algorithms play a cru-
cial part in improving the performance of energy networks and lowering reliance on
traditional “dirty” energy sources [12]. Additionally, AI models play a critical role in
forecasting the availability of solar and wind energy, permitting the smooth integra-
tion of renewable energy sources into current systems.

The search for sustainable and environmentally friendly energy generation has
given a boost to renewable energy sources like solar and wind energy. However, the
instability of the grid is hampered by their sporadic and unpredictable character. Al
can provide creative methods to fully use renewable energy sources while ensuring
grid dependability in this situation.

Incorporating information about the weather, the time of day, and previous con-
sumption trends, Al-driven energy management systems are capable of forecasting
electricity demand with astounding precision. In order to maintain a steady supply



6 Al for Climate Change and Environmental Sustainability

of electricity while maximising the usage of renewable resources, grids may modify
supply in real-time thanks to these predictive capabilities.

Grid stability is a key factor in the integration of renewable energy. Variations in
the amount of electricity produced from renewable sources can cause grid instability.
Al algorithms continually monitor the state of the grid, quickly reacting to issues and
assisting in maintaining ideal voltage and frequency levels. The resilience of the sys-
tem and the prevention of power outages both depend on this degree of management.

Additionally, Al can estimate the availability of renewable energy sources. Grid
operators can plan effectively for energy generation and distribution by using Al mod-
els that can predict wind and solar irradiance. These forecasts ensure that renewable
energy is adequately utilised and help reduce energy waste and system congestion [13].

A game-changer for the switch to sustainable energy is the incorporation of Al in
electricity systems. It lessens the usage of fossil fuels, lowers greenhouse gas emis-
sions, and makes it possible to generate electricity sustainably. The role of Al in
managing renewable energy is crucial as we work to battle climate change and build
a cleaner future.

1.3.4 FOREST CONSERVATION AND WILDLIFE PROTECTION WiITH Al

Two urgent worldwide issues are the preservation of forests and the safeguarding of
threatened animal species. Al technologies are proving to be useful tools in this con-
text for protecting our natural ecosystems. Drones with Al algorithms can be crucial
in spotting and stopping illegal forestry operations by giving authorities fast and
useful information [14]. Additionally, deforestation trends may be found via satel-
lite imagery analysis using machine learning algorithms, which aids in conservation
efforts and supports replanting programmes.

1.3.4.1 Al-Enhanced Forest Surveillance with Drones

Drones powered by Al have transformed forest protection and monitoring. These
unmanned aerial vehicles may be used in isolated wooded regions to keep an eye out
for unauthorised logging activities since they are fitted with cutting-edge image rec-
ognition and machine learning algorithms [15]. High-resolution photos and videos
are taken by drones and are instantly analysed. Rapid detection of suspicious activity,
such as unauthorised tree cutting, enables authorities to act quickly and stop future
forest harm. This ongoing observation not only serves as a deterrent but also offers
important proof in cases where illegal loggers are being sued.

1.3.4.2 Satellite Imagery and Deforestation Analysis

Massive volumes of satellite footage may be analysed by Al-powered machine learn-
ing algorithms to spot and track trends of deforestation. These algorithms look for
alterations in forest cover, unpermitted logging, and intrusions into protected areas.
For early intervention and the implementation of environmental legislation, such
analysis is essential [16]. Additionally, by identifying appropriate places for resto-
ration, it aids reforestation operations and informs conservation policies. By tracking
the effects of deforestation on biodiversity and ecosystems, historical satellite data
analysis aids in the development of evidence-based conservation strategies.
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1.3.4.3 The Role of Al in Wildlife Protection

Al technology extends beyond forest monitoring to include animal conservation.
The analysis of data from video traps and acoustic sensors using machine learning
algorithms may be used to track the distribution of wildlife and identify poaching
incidents. Assuring the protection of wildlife and discouraging poachers, Al-based
surveillance systems in protected areas may automatically identify and inform
authorities to the presence of endangered species or suspicious human activity [17].

In conclusion, AI technologies are revolutionising wildlife protection and forest
conservation. They boost the efficiency and efficacy of conservation activities by
supplying real-time monitoring and analysis capabilities. These technologies enable
reforestation efforts and the preservation of crucial ecosystems in addition to helping
to stop illicit activity.

1.3.5 CLMATE CHANGE MODELLING AND PREDICTION WITH Al

Understanding, foreseeing, and mitigating the effects of climate change depend
greatly on Al-driven climate modelling and prediction systems. To analyse past cli-
mate data, spot detailed trends, and simulate the future, these systems use machine
learning techniques. This offers scientists and decision-makers priceless knowledge
to create successful plans to combat climate change.

1.3.5.1 Al for Improved Climate Modelling

Climate data often contains complicated and nonlinear interactions, which machine
learning algorithms can handle with ease. Al-driven systems may identify tiny pat-
terns and correlations in huge datasets, in contrast to traditional methods. By captur-
ing the dynamic character of Earth’s climatic processes, this improved knowledge
enables more precise climate modelling. For instance, research by [7] shows how
satellite-based machine learning is applied to monitor and predict forest cover reduc-
tion, demonstrating the flexibility of Al in environmental research.

1.3.5.2 Accurate Forecasting of Climate Impacts

Based on past climate data, Al algorithms excel in making precise projections. These
algorithms may model probable future situations by analysing trends and patterns
and giving insights into the anticipated effects of climate change. Foreseeing changes
in temperature, precipitation, sea levels, and extreme weather occurrences requires
the ability to foresee the future. It supports the creation of adaptive policies by poli-
cymakers to safeguard ecosystems and communities. The need of exact classification
techniques is highlighted [6]. This idea is relevant to climate modelling, as correct
categorization is necessary for reliable predictions.

1.3.5.3 Informed Decision-Making for Climate Action

Decision-makers are empowered by evidence-based knowledge thanks to Al-driven
climate models. These models assist policymakers in determining the efficiency of
various mitigation and adaptation policies by simulating various climate scenar-
ios. The useful information gleaned by Al analysis aids in the creation of educated
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policies and cross-border partnerships to tackle the problems associated with cli-
mate change. The research by [5] on the use of unmanned aerial vehicles (UAVs) in
forestry emphasises the importance of cutting-edge technologies in environmental
monitoring, which is consistent with the larger subject of utilising technology for
insights connected to climate.

An innovative strategy for combating climate change is the use of Al in systems
for climate modelling and prediction. These technologies provide precise forecasting,
promote well-informed decision-making, and offer a thorough knowledge of climate
dynamics. Artificial intelligence (Al) is a potent partner in the fight for a sustainable
and resilient future as the global community deals with previously unheard-of envi-
ronmental challenges [18].

1.3.6 ENHANCING DisASTER PREVENTION AND RESPONSE SYSTEMS WiITH Al

Al technologies have become crucial instruments for strengthening catastrophe pre-
vention and response systems, greatly enhancing community sustainability and resil-
ience [19]. These systems can analyse large datasets from several sources, such as
weather predictions and social media updates, by utilising artificial intelligence. This
analytical skill provides preventative efforts against climate change-related disasters
and ensures quick and effective responses in disaster-affected areas [20].

1.3.6.1 Early Warning Systems for Climate-Related Disasters

Early warning systems powered by Al are essential for preventing disasters. Large
volumes of data, such as satellite images, historical catastrophe records, and meteo-
rological data, may be processed using machine learning algorithms. Whether it be
a storm, flood, or wildfire, these algorithms find patterns and abnormalities that can
signal the beginning of a calamity. Al can offer prompt alarms by analysing these
patterns, giving populations vital time to escape or be ready for the imminent threat.
The study of [8] emphasises the integration of Al in early warning systems, high-
lighting the value of cutting-edge technology in enhancing catastrophe preparedness.

1.3.6.2 Data Fusion and Situational Awareness

Real-time information and a thorough comprehension of the changing circumstances
are essential for disaster response. Al is excellent at fusing data from several sources,
including social media, satellite imaging, and on-the-ground sensors. Emergency
responders’ situational awareness is improved by Al systems by collecting and ana-
lysing this variety of data. They can then decide with confidence where to allocate
resources, how to evacuate, and how to deploy. Research like that done by [§8] empha-
sises the necessity of integrated information for successful disaster response and the
role of Al in data fusion and situational awareness.

1.3.6.3 Resource Optimization and Predictive Modelling

When responding to disasters, Al helps to allocate resources as efficiently as possible.
Based on past data and present conditions, machine learning algorithms can fore-
cast the potential effect and spread of disasters. This predictive modelling aids emer-
gency services in more effectively allocating resources, including manpower, medical
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supplies, and equipment. Al may also streamline logistics, ensuring that relief gets
to afflicted areas on time and in a well-organized manner. Studies like those by [15],
demonstrating the potential of cutting-edge technology in enhancing disaster response
capabilities, are an example of the application of Al in resource optimisation.

As a result, the incorporation of Al technology into systems for disaster preven-
tion and response marks a paradigm change in our capacity to safeguard populations
against natural disasters. These technologies increase the effectiveness of resource
utilisation during times of need while also enabling early alerts and better situational
awareness. Al is a critical ally in creating resilient and sustainable communities as
climate-related disasters increase in frequency and severity.

1.3.7 SUSTAINABLE TRANSPORTATION AND MOBILITY SOLUTIONS

1.3.7.1 Introduction to Sustainable Transportation

The environment, public health, and the standard of living in our communities are
significantly impacted by the way we transport people and things. Climate change,
air pollution, and traffic congestion are all greatly exacerbated by unsustainable
transportation practises, which are characterised by a strong dependence on fossil
fuels and ineffective systems [21]. The struggle against climate change and the pur-
suit of a cleaner future have made the switch to sustainable transport options imper-
ative. This introduction lays the groundwork for examining the tenets, approaches,
and technological advancements that support sustainable transportation and their
critical contribution to climate change mitigation.

1.3.7.1.1 Definition and Goals of Sustainable Transportation

We go into the fundamental ideas of sustainable transportation in this section. A col-
lection of practices and regulations known as “sustainable transportation” strives to
lessen the detrimental effects of transportation on the environment and society while
maintaining its economic viability and accessibility. We look at sustainable trans-
portation’s objectives, which include lowering greenhouse gas emissions, encourag-
ing public transportation and active transportation, boosting energy efficiency, and
raising the standard of living in both urban and rural areas. The explicit definition of
sustainable transportation and its many goals is established in this subtopic.

1.3.7.1.2 Strategies for Sustainable Transportation

The strategies cover a wide range of topics, including increasing active mobility, sup-
porting public transportation, lowering the usage of private automobiles, developing
electric and driverless vehicles, and streamlining logistics and freight transportation.
We examine the crucial roles that technology, urban design, and cutting-edge gov-
ernmental initiatives play in these tactics. The subtopic offers a thorough analysis of
the actions undertaken in realising the objectives of sustainable transportation.

1.3.7.1.3 The Role of This Book in Exploring Sustainable Mobility Solutions

This describes the goals of the book, which are to educate and motivate readers
about the potential and difficulties of sustainable transportation options. Researchers,
decision-makers, and anybody else interested in learning more about how important
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transport is to reducing climate change may find this book to be a useful resource.
This subtopic provides a road map for the chapters and issues that will be investigated,
showing how each chapter advances sustainable transportation practises in general.

1.3.8 REVOLUTIONISING WASTE MANAGEMENT THROUGH Al

Artificial intelligence (AI) technology integration in waste management shows tre-
mendous promise for improved trash sorting efficiency, recycling techniques, and
overall effectiveness [22]. Classifying waste products, streamlining garbage collec-
tion routes, and minimising environmental effects are all made possible by Al-driven
systems that make use of machine learning algorithms and intelligent sensors.

1.3.8.1 Intelligent Waste Sorting with Machine Learning

Machine learning techniques are used by Al-powered garbage sorting systems to
effectively classify various waste items. These algorithms can correctly detect and
separate recyclables from non-recyclables by analysing visual data from cameras or
sensors. By reducing contamination and encouraging the recovery of valuable materi-
als, this improves the effectiveness of recycling operations. The use of machine learn-
ing in garbage sorting is explored in research by [18], with a focus on the potential for
Al to increase recycling rates and lessen the environmental effect of waste disposal.

1.3.8.2 Smart Sensors for Optimized Waste Collection

To track garbage levels and improve collection routes, waste bins are equipped with
Al-powered sensors. These sensors monitor the degree of bin fill using real-time
data, allowing waste management services to arrange pickups more effectively. Al
helps cut down on the pollutants produced by garbage collection vehicles by pre-
venting needless collections of bins that are only partly filled. The study by [12] digs
into the installation of smart sensors in garbage cans, showing their importance in
reducing the amount of fuel used and environmental pollution caused by ineffective
waste collecting methods.

1.3.8.3 Predictive Analytics for Waste Management

Predictive analytics, which forecasts future trash generation patterns based on past
data and present trends, is made possible by Al technology in waste management.
With this proactive strategy, governments and trash management businesses may plan
for greater recycling capacity, allocate resources more efficiently, and carry out tar-
geted educational efforts to minimise particular types of garbage. In their study, [17]
highlights the potential for data-driven decision-making in the optimisation of waste
management methods by discussing the incorporation of Al in predictive analytics
for trash management.

By introducing intelligent sorting, streamlining garbage collection routes, and
facilitating data-driven decision-making, Al technologies are altering waste man-
agement and recycling practises. These developments not only enhance the rates of
resource recovery and recycling but also lessen the environmental effects of ineffec-
tive waste management techniques.
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1.3.9 ADVANCING SUSTAINABLE BUILDING PRACTICES wiTH Al

An innovative strategy for maximising energy usage, lowering emissions, and
improving overall efficiency is the integration of artificial intelligence (AI) into
green building and sustainable design initiatives [23]. Artificial intelligence (AI)
supports architects and designers in modelling energy efficiency and material con-
sumption scenarios for the construction of environmentally friendly structures.
Al-driven smart building management systems are vital for automating and opti-
mising energy use.

1.3.9.1  Al-Driven Smart Building Management Systems

The optimisation of energy use depends heavily on Al algorithms in smart building
management systems. To decide when to light, heat, and cool a space, these sys-
tems employ real-time data from sensors. Artificial intelligence (AI) makes sure that
buildings run as efficiently as possible by recognising patterns of usage and adapting
quickly to changes in the environment. The usefulness of Al in smart buildings is
shown by research by [14], highlighting its significance in attaining energy efficiency
and sustainability goals. In addition to lowering energy costs, smart building solu-
tions help lessen the total environmental effect of building operations.

1.3.9.2 Al-Assisted Design for Green Buildings

By modelling and evaluating numerous design situations, Al technologies help archi-
tects and designers create green structures. The energy efficiency of various archi-
tectural components may be assessed, sustainable materials can be suggested, and
layouts for natural lighting can be optimised using machine learning techniques.
Informed design decisions may then be made by architects to improve the building’s
overall sustainability. The study by [17] investigates how Al is incorporated into
architectural design processes and illustrates how Al contributes to creative and sus-
tainable building design.

1.3.9.3 Predictive Maintenance for Sustainable Infrastructure

Predictive maintenance techniques for environmentally friendly infrastructure use
Al Artificial intelligence (AI) can anticipate possible equipment breakdowns and
inefficiencies by analysing data from sensors integrated into building systems. In
addition to cutting down on downtime and maintenance expenses, this proactive
strategy makes sure that building systems are running at their peak efficiency, which
promotes long-term sustainability. The study by [16] examines the use of Al in pre-
ventative maintenance for sustainable infrastructure, with special emphasis on how it
helps to guarantee the dependability and effectiveness of building systems.

Alis a potent ally in promoting sustainable design and green building techniques.
The efficiency and environmental friendliness of buildings are improved by Al
technologies, which help with everything from everyday operations to design. The
incorporation of Al is a critical factor in producing energy-efficient, ecologically
responsible, and creative construction solutions as the need for sustainable infra-
structure increases.
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1.3.10 Al EMPOWERING ENVIRONMENTAL EDUCATION AND AWARENESS

In the field of environmental education, artificial intelligence (Al) is a potent tool
that provides individualised knowledge, encourages interactive interaction, and pro-
motes eco-friendly behaviours. Intelligent chatbots, virtual assistants, and visual-
isations produced by Al all aid significantly in teaching people about sustainable
practices [24].

1.3.10.1 Personalized Guidance through Al Chatbots

Chatbots using Al act as individualised tour guides for environmental education.
These smart technologies may initiate dialogues with users while offering person-
alised advice, sustainable practice ideas, and recommendations. Chatbots’ flexibility
makes sure that users get information that is pertinent to their situation and interests.
The potential of Al chatbots in environmental education is explored by research by
Mader et al. (2020), with a focus on their function in delivering user-centric and cus-
tomised material to encourage sustainable behaviour.

1.3.10.2 Virtual Assistants for Eco-Friendly Habits

Al-powered virtual assistants who provide timely advice and recommendations help
people develop environmentally beneficial behaviours. These aides can help users
make sustainable decisions in their daily lives, such as trash reduction tactics and
energy-efficient practises. The study by [18] demonstrates the interactive and sup-
porting role that AI plays in encouraging eco-friendly habits by emphasising the
usage of virtual assistants.

1.3.10.3 Al-Generated Visualizations for Engagement

Audience engagement and the communication of difficult environmental ideas are
greatly enhanced by Al-generated visualisations and simulations. By streamlining
information, these visualisations can make it more comprehensible and appealing.
Al-generated pictures help people grasp complex concepts and inspire a commitment
to live sustainably, whether they are used to highlight the effects of climate change
or to illustrate the advantages of sustainable practises. In their study on the use of
visualisations in environmental communication, [20] emphasise the value of aes-
thetically attractive and educational material in spreading environmental messages.

Al makes a substantial contribution to environmental education and awareness
by providing individualised help, interactive features, and captivating visualisations.
The role of Al in educating people with information and fostering eco-friendly prac-
tises is vital for creating a more environmentally conscious global community as the
need for sustainability becomes more pressing.

1.4 LEVERAGING Al FOR A SUSTAINABLE FUTURE

There are countless opportunities to address the urgent issues caused by climate
change and to promote the development of a sustainable and environmentally friendly
environment as a result of the integration of artificial intelligence (AI) into many
areas of society [25]. Humanity may greatly contribute to the mitigation of climate
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change and the advancement of a greener and more resilient future by utilising AI’s
skills in monitoring the environment, precision agriculture, integrating renewable
energy, and other disciplines. The adaptive intelligence and comprehensive under-
standing of Al are set to play a key role in defining the sustainable solutions of the
future as academics and policymakers explore the technology’s broad possibilities.

Artificial intelligence (Al) is a revolutionary force in our search for sustainability
in a time of growing environmental concerns. Al-driven climate monitoring systems
offer priceless insights into climate dynamics, allowing us to foresee and effectively
address climate-related concerns. With the use of Al technology, precision agricul-
ture improves agricultural yields, reduces environmental impact, and better manages
resources. The use of Al in intelligent energy networks promotes the production of
green energy while balancing energy supply and demand and minimising reliance
on harmful sources. Al technology also facilitates effective trash management and
improves recycling procedures, thus reducing environmental footprints.

In order to fully use Al for a sustainable future, researchers, politicians, and engi-
neers must work together. We can establish plans to stop global warming, switch
to renewable energy sources, and create eco-friendly urban infrastructure through
improving Al solutions. Al-driven technologies are changing the way we think about
protecting the environment by enabling us to take both individual and group action
by forming wise judgements and implementing sustainable practises.

It is essential to continue to be committed to ethical and responsible Al develop-
ment as AI’s role in sustainability changes over time. In order to keep Al as a potent
force for good change, it is crucial to strike a balance between technical development
and environmental protection.

As a whole, the application of Al to the cause of sustainability is more than just
a technological development; it symbolises a common desire to protect the environ-
ment and ensure a better, greener, and more sustainable future for future generations.

1.5 APPLICATIONS OF Al IN ENVIRONMENTAL SUSTAINABILITY

The use of Alin environmental sustainability has many different applications. Its basic
responsibilities include limiting emissions and maximising energy use. Buildings,
businesses, and transportation systems may monitor and manage their energy use
with the help of Al-powered algorithms, which will significantly reduce energy waste
and greenhouse gas emissions. For instance, smart grids use Al to effectively man-
age power supply and demand, and predictive maintenance reduces energy losses in
industrial equipment [26].

Agriculture is another area where Al is crucial. The world’s expanding population
puts increasing strain on resource use and food supply. Al-driven precision agricul-
ture maximises crop management, resource allocation, and pest control by using sen-
sors and data analytics, increasing agricultural yields while reducing environmental
impact [27].

Additionally, AT helps conservation efforts by keeping an eye on and safeguard-
ing habitats and species. Large datasets may be analysed by machine learning algo-
rithms, which can then be used to track and protect endangered species, safeguard
biodiversity, and stop unlawful poaching [28].
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Another essential component of sustainable environmental practises is the use of
renewable energy sources. Al helps increase the effectiveness of renewable energy
sources like wind and solar electricity. Al aids in the integration of clean energy
sources into the current infrastructure while maintaining a reliable and sustainable
power supply through energy storage optimisation, smart grids, and predictive main-
tenance [29].

Al also helps with disaster management and climate forecast. In order to improve
climate forecasts and provide early warnings for catastrophic weather occurrences
like hurricanes, floods, and droughts, machine learning algorithms can examine
past meteorological data. For resilience and catastrophe preparedness, this ability is
essential.

In conclusion, it is becoming increasingly clear that Al has the adaptability and
capacity to handle climate concerns and advance environmental sustainability. Al is
playing a key role in determining a sustainable and environmentally friendly future
due to its capacity to handle massive quantities of data, make predictions, and opti-
mise resource consumption.

1.6 CASE STUDIES AND SUCCESS STORIES FOR CLIMATE CHANGE

Concrete examples of the efficiency of Al-driven solutions in combating climate
change and accomplishing sustainability goals are provided in the section on “Case
Studies and Success Stories” [29]. It outlines some of the prominent success stories
and provides instances of how Al has really been used to improve the environment.

Real-World Examples of AI-Driven Solutions:

This section focuses on concrete examples of how Al technology has been
used to address climate change. Case examples show how Al-driven
climate monitoring systems have revolutionised environmental data
collecting and analysis, enabling more precise forecasts and better-informed
decision-making. Other examples might include Al-integrated renewable
energy management, showing how Al algorithms can effectively integrate
solar and wind energy into current power systems while balancing supply
and demand [29]. The section may also describe how AI might be used to
make big cities’ public transport systems better, lessen traffic, and promote
sustainable mobility options.

Demonstrations of AI’s Role in Achieving Sustainability Goals:

AT’s revolutionary potential in achieving sustainability goals is highlighted in
this section. It explains how drones with Al algorithms have been crucial
in identifying illicit logging activities and assisting in the conservation of
endangered species. It also discusses Al’s contributions to forest conserva-
tion and animal preservation. The section may also include Al-driven cli-
mate change prediction models that show how machine learning algorithms
examine past climate data to simulate possible futures and offer insightful
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information to decision-makers. Additionally, the crucial role played by Al
in systems for disaster prevention and response is highlighted, highlighting
the way in which Al-driven systems examine enormous datasets to enable
pre-emptive measures and effective reactions in catastrophes connected to
climate change [28].

The success stories and case studies serve as motivating illustrations of AI’s
potential to combat climate change and advance environmental sustainabil-
ity. These real-world examples offer a clear picture of the practical uses
and beneficial results of Al-driven solutions, which encourages ongoing
research and deployment of these technologies to address climate concerns
and build a more sustainable future.

1.7 FUTURE TRENDS AND OPPORTUNITIES IN Al FOR
ENVIRONMENTAL SUSTAINABILITY WITH A FOCUS
ON CLIMATE CHANGE

1.7.1  Al-DRriveiN CLIMATE RESILIENCE

Improving climate resilience will be essential to AI’s role in environmental sustain-
ability, especially considering climate change. The ability of AI models to forecast
extreme weather, sea level rise, and other climate-related dangers will improve,
enabling people to better adapt and prepare.

There are several possibilities for creating Al systems that offer real-time climate
data, early warnings, and adaptive solutions to lessen the effects of climate-related
calamities and create communities that are robust to climate change.

1.7.2  Al-ENABLED CLIMATE PoLicy SupPORT

AT will be essential in assisting decision-makers in developing sensible climate pol-
icies. Future Al systems will offer comprehensive climate modelling and scenario
analysis, assisting governments in establishing challenging goals, monitoring prog-
ress, and improving policies for sustainability and emissions reduction.

Fostering global collaboration, allowing data-driven climate accords, and encour-
aging the adoption of evidence-based climate policy are some of the potential uses
in this field.

1.7.3 Al ForR CARBON SEQUESTRATION AND REMOVAL TECHNOLOGIES

Future Al-driven solutions will concentrate on improving carbon capture and
removal processes. Direct air capture (DAC) technologies and carbon capture and
storage (CCS) systems can both benefit from Al-enhanced design and operation,
thereby expediting the development of carbon-neutral solutions.

The creation of Al-assisted CCS and DAC technology presents opportunities to
dramatically advance carbon reduction efforts and aid in the transition of the world
to a low-carbon and sustainable economy.
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Addressing the pressing issues of a warming planet requires using these trends
and potential in Al for environmental sustainability, with an emphasis on climate
change in particular. Al is positioned to drive breakthroughs that will greatly help
to the battle against climate change and the building of a more sustainable and eco-
friendly society by boosting climate resilience, promoting effective climate policies,
and expanding carbon sequestration technology.

1.8 CONCLUSION

In the ongoing fight against climate change, the incorporation of artificial intel-
ligence (Al) into different facets of society is a revolutionary force with limitless
potential to build sustainable and environmentally friendly habitats. These Al-driven
solutions cover a wide range of crucial fields, such as real-time climate monitoring,
resource management, precision farming, smart grid optimisation, and renewable
energy integration. Al also plays a crucial role in preserving important ecosys-
tems, safeguarding threatened species, and directing our efforts to mitigate climate
change through precise modelling and prediction. While sustainable transportation
and mobility solutions lessen carbon footprints and increase efficiency, disaster pre-
ventive and response systems guarantee community safety and resiliency. The con-
struction sector is revolutionised by AI’s adoption of green building and sustainable
design principles, which redefines our approach to waste disposal while promoting
recycling and resource conservation. Additionally, it involves people and communi-
ties in campaigns to raise environmental consciousness.

These Al-driven solutions represent not only technology development but also
a shared commitment to protecting the environment. They provide a wide range of
options for halting climate change, lowering emissions, and building a greener, more
sustainable future. The path to sustainability through Al is not without its difficulties,
though. As Al continues to play a crucial role at the nexus of technological innova-
tion and environmental stewardship, ethical concerns, responsible Al development,
and international cooperation are vital elements of this endeavour. In conclusion, the
incorporation of Al offers solutions that can improve our world and offer a ray of
hope. A journey marked by optimism, innovation, and the unwavering belief that we
can create a world where environmental sustainability is not just a goal but a reality;
embracing Al technologies is not just about addressing the challenges of today but
also about defining the sustainable solutions of tomorrow.
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2.1 INTRODUCTION

Climate refers to the collective average of weather conditions over a specific period
of time. Average temperature, precipitation, humidity, and wind patterns are encom-
passed within this category. A lasting shift in the enduring weather patterns that
have come to typify Earth’s local, regional, and global climates characterizes climate
change. The primary cause of climate change is human activities, primarily the burn-
ing of fossil fuels, leading to elevated levels of heat-trapping greenhouse gases in the
Earth’s atmosphere. These gases act as a blanket enveloping the Earth, capturing the
sun’s warmth and resulting in higher temperatures. The impact of climate change is
already evident worldwide, including rising sea levels, glaciers melting, heightened
instances of extreme weather events, shifts in agricultural production, and a reduc-
tion in biodiversity. Climate change poses a significant threat to both the planet and
its inhabitants. It is crucial to take steps to reduce greenhouse gas emissions and
mitigate the effects of climate change. Efforts to address climate change involve
decreasing greenhouse gas emissions [1] by transitioning to renewable sources of
energy (solar, wind, hydroelectric, etc.), increasing energy efficiency, reforestation,
and adopting environmentally friendly technologies and sustainable land use prac-
tices. International pacts, including the Paris Agreement [2], strive to unite nations
in their efforts to curtail global warming and reduce its impact. The Agreement
establishes benchmarks for constraining the elevation of global temperatures, aiming
to keep the rise well below 2 degrees Celsius compared to pre-Industrial levels and
actively working towards limiting it to 1.5 degrees Celsius. Researchers worldwide
are employing sophisticated deep learning techniques to evaluate the ramifications
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of climate change. Researchers at UC Berkeley are making predictions about future
sea level rise in the San Francisco Bay Area using deep learning [3]. The model is
educated with past observations of tides, sea levels, and other variables. It can foretell
future sea level rise as far out as half a century. Satellite photos and other data train
the model to detect and track floods, droughts, and wildfires. Communities need this
data to prepare for and react to catastrophes. The National Oceanic and Atmospheric
Administration (NOAA) is modelling the economic implications of climate change
using deep learning [4]. This model uses extensive data on meteorological trends,
economic indicators, and other variables to predict the consequences of climate
change on agriculture, energy, and transportation. The model then informs preven-
tive and reactive climate change solutions.

2.2 DEEP LEARNING ARCHITECTURE

Deep learning is a subfield of machine learning that trains computer networks to solve
problems like biological brain circuits. In recent years, there has been a lot of focus
and development on its ability to solve complex data problems in a variety of fields.
The foundation of deep learning models lies in neural networks, which comprise inter-
connected nodes, often referred to as “neurons” [5]. Each neuron processes inputs,
performs mathematical operations on them, and generates corresponding outputs. The
architecture of a neural network takes shape through layers of interconnected neu-
rons. The term “deep” in deep learning denotes the incorporation of multiple layers
within a neural network. This depth empowers the network to inherently grasp hierar-
chical data representations, enabling the discernment of intricate patterns and features.
A pivotal advantage of deep learning lies in its autonomous acquisition of relevant
features directly from raw data. In contrast, traditional machine learning necessitates
the manual extraction of pertinent features. Exposure to large amounts of labeled data
is essential for the development of deep learning models. Throughout the training pro-
cess, the model adjusts its internal parameters via the mechanism of backpropagation.
Fine-tuning the model’s parameters to reduce error requires computing the gradient of
the model’s performance with respect to the parameters. A neural network’s neurons
use an activation function on their inputs, which introduces non-linearity to the system.
This characteristic endows the network with the capability to effectively model com-
plex relationships within the data. Diverse types of layers are employed within deep
learning architectures, encompassing:

Input Layer: This layer accepts raw data and transmits it to the subsequent
layer.

Hidden Layers: These intermediate layers positioned between the input and
output layers serve the purpose of extracting features and establishing
representations.

Output Layer: Responsible for generating the ultimate prediction or output of
the model.
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Training and evaluating deep learning models for climate change prediction and risk
assessment requires a systematic approach that combines domain expertise, data
preparation, model selection, and thorough evaluation. Here’s a step-by-step guide:

a. Data Collection and Preprocessing:

e Gather relevant climate data, including historical records, satellite
imagery, and model outputs.

e Thoroughly clean and preprocess the data, addressing any missing
values and applying scaling and normalization techniques to variables
for consistency.

¢ Split the data into training, validation, and test sets.

b. Model Selection:

¢ Choose an appropriate deep learning architecture based on the nature of
the data and the prediction task (CNNs for images, RNNs/LSTMs for
time series, etc.). Consider factors like model complexity, interpretabili-
ty, and computational resources.

c. Model Design and Configuration:

* Construct the framework of the selected model, outlining the layer count,
units, activation functions, and any other relevant hyperparameters. Infuse
domain knowledge to influence model’s arrangement and the extraction
of features, culminating in a purpose-driven configuration.

d. Data Augmentation (Optional):

e Implement data augmentation methodologies to artificially expand the
variety within the training data, particularly in the context of tasks in-
volving images.

e. Training:

e Train the model using suitable optimization algorithms (e.g., Adam,
RMSProp) and loss functions (e.g., Mean Squared Error, Cross-Entropy)
with the training data. Keep a close watch on the training advancement
by assessing metrics on the validation set, encompassing loss and accu-
racy.

f. Hyperparameter Tuning:

* Fine-tune hyperparameters (learning rate, batch size, etc.) to optimize
the model’s performance on the validation set.

g. Regularization Techniques (Optional):

* Apply regularization techniques like dropout, batch normalization, and
weight decay to prevent overfitting.
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h. Evaluation Metrics:

* Choose appropriate evaluation metrics based on the prediction task (e.g.,
Mean Absolute Error, Root Mean Squared Error, Precision, and recall).
Additionally, consider domain-specific metrics if they are accessible and
useful.

i. Model Evaluation:

¢ Determine the trained model’s generalization ability by evaluating its
performance on a test set. Scrutinize the model’s predictions in relation
to the actual data, encompassing quantitative metrics as well as visual
representations.

j- Sensitivity Analysis (Optional):

* Conduct sensitivity analyses to understand how changes in input data
affect model predictions and risk assessments.

k. Model Deployment (Optional):

» If applicable, deploy the trained model for real-time predictions or risk
assessments.

Climate scientists, data scientists, and domain experts must work together through-
out the process to ensure reliable modelling, insightful interpretation, and actionable
outcomes.

2.3 DEEP LEARNING MODELS USED FOR CLIMATE
CHANGE PREDICTION AND RISK ASSESSMENT

Various types of deep learning models can be applied to climate change prediction
and risk assessment, each tailored to specific tasks and data characteristics. Some of
the deep learning models commonly used in this context are:

a. Convolutional Neural Networks (CNNs): A CNN is a form of artificial
neural network that replaces general matrix multiplication with a mathe-
matical operation known as convolution in at least one of its layers. Multiple
layers make up CNNs, with the convolutional layer, pooling layer, and fully
connected layer being the most prominent. The convolutional layer accepts
an input image and applies a convolution operation to extract features. The
input image is slid across a filter, and the dot product between the filter and
the image at each position is calculated. In the end, we get a feature map,
which is a 2D array of numbers that stands in for the extracted features. It is
common practice to use pooling layers to reduce the feature maps’ dimen-
sionality. To do this, either the largest value within a constrained area of
the feature map is chosen, or the average value of that area is determined.
This makes the network more resistant to noise and decreases the number
of parameters it needs. Input images are categorized using fully connected
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layers. They use a regular neural network to classify the images based on
the feature maps produced by the convolutional layers. In particular, CNNs
excel at processing satellite images and remote sensing data that pertain to
climate. Cloud cover pattern recognition, sea ice monitoring, and land use
change analysis are all possible applications [6].

Recurrent Neural Networks (RNNs): One type of Artificial Neural Net-
work, called a “recurrent neural network” (RNN)), is particularly well-suited
to processing sequential input. Given the sequential structure of climate
data, they offer hope as a method for predicting climate change. Since
RNNSs excel at processing sequential data with temporal relationships, they
are well-suited for use with time series climate data. It’s possible to use
them for short-term weather forecasting and to record temporal trends in
climatic variables like temperature swings [7].

Long Short-Term Memory (LSTM) Networks: The recurrent neural
network (RNN) subclass known as LSTM networks excels at processing
lengthy data sequences. The input history of an LSTM network is stored in
a memory cell. Since longer-term trends and cyclic patterns, such as annual
temperature changes, are essential for anticipating climate change, this fea-
ture of the network is crucial. The capacity of LSTMs to handle distant
relationships and solve the vanishing gradient problem has significantly
improved [8].
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Here:

i input gate, f forget gate, o,: output gate, o sigmoid function, w_ weight for
respective gate (x) neuron, /, : output of previous Istm block (at timestamp
t- 1), x: input at current timestamp, b : biases for respective gates (x).

Here, Equation 1 represents the input gate, which serves the purpose of determining
the specific new information that will be stored inside the cell state. Equation 2 per-
tains to the forget gate, which serves the purpose of determining the information that
should be discarded from the cell state. Equation 3 represents the output gate, which
serves the purpose of generating the activation for the final output of the LSTM block
at a certain timestamp, denoted as t.

d. Gated Recurrent Units (GRUs): Like LSTMs, GRUs are a form of RNN,
although they rely on fewer parameters. Because of this, they may be trained
more quickly and with less sensitivity to the hyperparameters used. To reg-
ulate data entering and leaving the network, GRUs employ a gating mecha-
nism. This lets the network zero in on the most pertinent data while passing
over the rest. GRUs can detect temporal connections in sequential data. In
particular, GRUs excel at time series forecasting. They can study the histor-
ical relationships between climate variables and predict the future with high
precision [9].

e. Autoencoders: Autoencoders belong to the category of artificial neural
networks employed for acquiring latent data representations. This means
that they can learn to represent data in a lower dimensional space, while
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still preserving the most important information. Autoencoders are unsuper-
vised models used for dimensionality reduction and feature learning. They
can help extract meaningful representations from high-dimensional climate
data, aiding in data preprocessing and feature extraction [10].

f. Generative Adversarial Networks (GANs): Generative adversarial net-
works (GANSs) represent a type of artificial neural network that holds the
capability to produce lifelike data. This characteristic renders them a prom-
ising instrument for forecasting climate change, as they can produce syn-
thetic climate data suitable for training other models. GANs operate by
engaging two neural networks in a contest. The initial network, referred
to as the generator, assumes the role of crafting new data. Conversely, the
other network, termed the discriminator, shoulders the responsibility of dis-
tinguishing genuine data from counterfeit data. The generator persistently
endeavors to deceive the discriminator, who, in turn, relentlessly strives to
unveil the generator’s ruse. This dynamic of competition and cooperation
helps the generator learn how to produce more credible information. As
time goes on and the generator gets better, the discriminator gets better at
spotting fabricated data. This engenders a feedback loop that propels the
enhancement of both networks. It also holds potential in fabricating climate
change scenarios for the purpose of risk assessment [11].

g. Transformer Models: Transformer models constitute a class of artificial
neural networks uniquely crafted for handling sequential data. This dis-
tinctive attribute positions them as a propitious instrument for forecasting
climate change, given the inherent sequential structure of climate data.
Transformer models operate by leveraging attention mechanisms to concen-
trate on the salient details within the sequence. This approach empowers the
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network to grasp extensive relationships within the data, a critical aspect for
accurate climate change prediction [12].

Graph Neural Networks (GNNs): A graph neural network (GNN) is
a type of artificial neural network that is specifically designed to process
data that is represented as a graph. GNNs work by propagating information
through the graph, using a process called message passing. This allows the
network to learn the relationships between different entities in the graph,
which is important for predicting climate change. GNNs are suitable for
data with complex relationships, such as climate networks depicting interac-
tions between different climate variables. They can be used to model climate
data as a graph and analyze interdependencies between variables [13].
Ensemble Models: Ensemble models encompass a category of machine
learning frameworks that amalgamate the forecasts generated by numer-
ous models, leading to heightened accuracy. This strategy holds substantial
potential in the context of climate change prediction, as it aids in rectifying
the idiosyncrasies and inaccuracies inherent to singular models. A plethora
of diverse ensemble techniques are available for employment in climate
change prediction [8]. Among the most prevalent approaches are:

* Bagging: Bagging involves training multiple models on resampled sub-
sets of the training data, employing a process known as bootstrapping.
This approach serves to diminish the models’ variance and elevate their
overall accuracy.

* Boosting: Boosting, another approach, entails training multiple models
in a sequential manner, wherein each subsequent model seeks to rectify
the errors of its predecessors. This iterative correction fosters an aug-
mentation of the aggregate models’ accuracy.



Enhancing Climate Change Prediction with Deep Learning

—

Dataset
, Model 3 Model 2 Model 1 ,

W
DN
zo OO
\Be
K

N
RO

oto}o

N

"»(»‘4
AP

Y%

Meta Learner

l

Output

FIGURE 2.6 Ensemble model architecture.

* Stacking: Stacking, a distinctive method, melds the predictions of mul-
tiple models through the utilization of a meta-model. The meta-model
acquires the proficiency to amalgamate the predictions of individual
models in a manner that accentuates their collective precision.

j- Hybrid Models: Hybrid models represent a class of machine learning
frameworks that harness the advantages of diverse model types. These
models harmonize the capabilities of deep learning methodologies with
conventional climate models, thereby capitalizing on the merits of both
methodologies. The outcome is the potential for heightened precision and
comprehensibility in predictions and risk evaluations. This synergy emerges
as a potent instrument for climate change prediction, as it offers the potential
to counterbalance the limitations of standalone models. Various approaches
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exist for integrating disparate model types within a hybrid framework [14].
Among the most frequently employed techniques are:

* Transfer Learning: Transfer learning trains a model on a related prob-
lem and then uses that model as a starting point for training a model on the
target problem. This can facilitate an enhancement in prediction accuracy
by capitalizing on the knowledge the model has already acquired.

¢  Multi-Model Learning: Multi-model learning trains multiple models
on different aspects of the same problem. This can help to improve the
robustness of the models to noise and outliers.

The choice of deep learning model depends on the specific task, the nature of the
climate data, and the desired outcomes. The quality and quantity of data are essential
for the success of deep learning models. Climate scientists and data analysts often
experiment with different models and architectures to find the best fit for their goals.

2.4 ROLE OF DATA IN CLIMATE CHANGE PREDICTION
AND ITS CHALLENGES

Deep learning models necessitate a substantial volume of data for effective training.
The selection of data suitable for leveraging deep learning in climate change pre-
diction and risk assessment hinges on the specific application at hand. For instance,
projecting forthcoming climate conditions mandates the utilization of historical cli-
mate data, while identifying and monitoring extreme weather occurrences necessi-
tates the integration of satellite imagery and other relevant data sources. Modeling
the repercussions of climate change across diverse sectors demands a multifaceted
dataset, encompassing historical climate records, societal data, and sensor-generated
data. The efficacy of deep learning in climate change prediction and risk assessment
hinges on the amalgamation of varied data types, enabling the encapsulation of intri-
cate interactions within the Earth’s climate system and the evaluation of potential
ramifications. Several categories of data that can be harnessed include:

a. Meteorological and Climate Data:
This data serves as training material for instructing deep learning mod-
els to discern the interconnections among diverse climate parameters.
Subsequently, these models can be harnessed to prognosticate forthcoming
climate circumstances, encompassing elements like temperature, precipita-
tion, and sea level escalation.

* Temperature: Surface and air temperature records from the past are es-
sential for studying climate change.

* Precipitation: Precipitation records are useful for monitoring climate
phenomena like droughts and floods.

¢  Wind Data: Knowing how fast and which way the wind is blowing is
crucial for analyzing weather systems and predicting their movements in
the atmosphere.
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*  Humidity: Humidity data are used to study atmospheric moisture distri-
bution, climate, and surroundings.

b. Satellite Imagery Data: Satellite images are a great resource to monitor
changes in land usage, ice extent, and sea level. This data is crucial for
understanding climate change and predicting future changes.

+ Visible Imagery Data: Visible satellite photography is the most basic
one in which the human-visible light spectrum is recorded. Visible pic-
tures can identify forests, grazing land, and cities. Both deforestation and
desertification can be used as indicators of flora change.

e Infrared Imagery Data: Infrared photography records the range of the
electromagnetic spectrum beyond the range of the human eye. Infra-
red imaging can detect temperature changes brought on by heat waves,
droughts, and wildfires. It can also detect changes in plant life, such as
stress levels and water status, that would otherwise go unnoticed.

* Data from Multispectral Imaging: Images captured by a multispectral
camera capture both visible and infrared light at different wavelengths.
Changes in land use and vegetation may now be studied in finer detail. In
order to keep track of things like crop growth and water stress in agricul-
tural settings, multispectral photography is frequently employed.

c. Biodiversity and Ecosystem Data: Knowledge of ecosystems and biodi-
versity is essential for identifying vulnerable areas and developing appro-
priate adaptation strategies in the face of climate change. Considerable use
may be made of the following ecological and biodiversity information in the
context of climate change:

+ Distribution of Species: Researching how species’ ranges shift throughout
time requires information on where certain species now live. The effects of
climate change on biodiversity may be tracked and important habitats for
endangered species can be identified with the use of this data.

* Ecosystem Functioning: Carbon sequestration and nitrogen cycling
are only two examples of how changes in ecosystem functions may be
tracked with the use of data on ecosystem functions. Insights into how
these findings affect ecosystems’ capacity to provide human needs in the
face of climate change are now possible.

d. Ocean Data: Due to the ocean’s central role in controlling global tempera-
ture, accurate predictions of climate change’s consequences rely heavily on
ocean data. The seas absorb around 30 percent of the carbon dioxide produced
by humans, which helps to keep the planet at a constant temperature [15].
Oceanographic information often takes the following forms:

* Ocean Salinity: Information on the effects of salinity fluctuations on
ocean circulation and the distribution of marine life might be gleaned
through monitoring these fluctuations. The presented information may
be used to foretell how the ocean’s ability to moderate global tempera-
tures would develop in the future.
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* Sea Surface Temperature (SST): Data on SST may help scientists track
how other climate variables, including precipitation and evaporation, re-
act to changes in sea levels. Using this information, forecasters can an-
ticipate weather patterns and extreme weather.

* Ocean Current: Scientific understanding of the ocean’s heat and nutrient
movement may be improved using data collected through observations
of ocean currents. Using this information, we may speculate on how the
ocean’s ability to affect global climate may change in the future.

* Sea Level Rise Data: Data on sea level rise is useful for tracking how the
rising seas can affect coastal communities and ecosystems. Communities
located near the coast may use this information to prepare for the future
impacts of climate change.

e. Atmospheric Composition Data: This can shed light on how shifts in
atmospheric composition are influencing the planet’s weather. Greenhouse
gases, ozone, and other air pollutants can all be tracked using this informa-
tion. The following are some instances where atmospheric composition data
has been utilized to detect climate change:

* Greenhouse Gas Concentration Data: Greenhouse gases are a major contrib-
utor to global warming because they trap heat in the atmosphere. Information
on atmospheric composition is essential for tracking changes in greenhouse gas
concentrations and predicting future climatic changes on Earth.

* Ozone Levels Data: Ozone is a gas that absorbs harmful ultraviolet radi-
ation from the sun. Data pertaining to atmospheric composition, specifi-
cally ozone levels, is instrumental in monitoring variations in these levels
and anticipating the prospective repercussions of climate change on both
human well-being and the environment.

* Air Pollutant Concentrations: Airborne pollutants can significantly con-
tribute to respiratory issues, heart ailments, and various health complications.
Atmospheric composition data concerning concentrations of air pollutants
offers a valuable resource for monitoring shifts in these pollutants and project-
ing the forthcoming ramifications of climate change on human health.

f. Social and Economic Data: Social and economic data is also important for
climate change prediction because it can help us to understand how human
activities are affecting the Earth’s climate. This data can be used to identify
trends in population growth, energy use, and economic development.

* Population Growth: Population expansion places immense pressure on
resources and culminates in escalated emissions of greenhouse gases. So-
cial and economic data on population growth can be used to predict future
emissions and to develop strategies for mitigating climate change.

* Energy Use: Energy consumption serves as a significant origin of green-
house gas emissions. Social and economic data pertaining to energy us-
age plays a pivotal role in prognosticating forthcoming emissions and in
devising strategies to curtail energy consumption.
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¢ Economic Development: Economic development can lead to increased
emissions of greenhouse gases. Social and economic data on economic
development can be used to predict future emissions and to develop strat-
egies for decoupling economic growth from emissions growth.

Integrating and analyzing these diverse data sources using deep learning techniques
can provide a comprehensive understanding of climate dynamics, predict future
trends, and assess potential risks and vulnerabilities associated with climate change.
But there are several challenges in obtaining and preparing data for deep learning for
climate change prediction and risk assessment. These challenges include:

a. Data Availability: The availability of data is a key challenge for deep learn-
ing for climate change prediction and risk assessment. Some data types,
such as historical climate data, are relatively easy to obtain. However, other
data types, such as satellite imagery and social data, can be more difficult.
In addition, the quality of data can vary greatly. Ensuring the accuracy and
reliability of deep learning models necessitates meticulous curation of the
data employed for training.

b. Data Quality: The quality of data can also be a challenge for deep learning
for climate change prediction and risk assessment. Some data types, such
as satellite imagery, can be noisy and contain errors. Before utilizing data
for training deep learning models, it holds paramount importance to under-
take data cleaning and pre-processing, aiming to eliminate noise and rectify
errors.

c. Data Imbalance: Data imbalance is another challenge for deep learning for
climate change prediction and risk assessment. This occurs whenever there
is a large discrepancy in the sample size between categories. To illustrate,
there might be a substantially greater number of data samples represent-
ing normal weather conditions compared to the relatively scarce samples
depicting extreme weather events. This can lead to deep learning models
that are biased towards predicting normal weather conditions. Before using
data to train deep learning models, it is important to address data imbalances
by either over- or under-sampling the data.

d. Data Labelling: Data labelling is the process of assigning labels to data
points. This can be a challenging task for climate change data, as it can be
difficult to determine the labels for some data points. For example, it can
be difficult to determine whether a particular weather event is an extreme
weather event or not. It is critical to carefully label the data to ensure that the
deep learning models are trained on accurate data. Mislabeling or inaccurate
ground truth can adversely affect model performance.

e. Spatial and Temporal Resolution: Integrating data with different spatial
and temporal resolutions can be challenging and may require interpolation,
aggregation, or downscaling methods. Balancing the trade-off between data
resolution and computational complexity is important.
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f. Data Integration and Fusion: Merging data originating from diverse
sources, encompassing satellite imagery, climate models, and ground obser-
vations, demands the utilization of data integration methodologies. The
intricate process involves ensuring harmonious integration and preserving
data integrity throughout the procedure.

e. Data Cost: The cost of obtaining and preparing data can also be a challenge
for deep learning for climate change prediction and risk assessment. Some
data types, such as satellite imagery, can be expensive to obtain. In addi-
tion, the cost of cleaning and pre-processing data can also be significant.
It is important to consider the cost of data when developing deep learning
models for climate change prediction and risk assessment.

Notwithstanding these hurdles, deep learning remains a propitious instrument for the
realms of climate change prediction and risk assessment. With the ongoing advance-
ment of deep learning technology and the enhancement of data accessibility, we can
anticipate witnessing further ingenious applications of this technology in addressing
the complexities of climate change.

2.5 APPLICATION OF DEEP LEARNING IN CLIMATE
CHANGE PREDICTION AND RISK ASSESSMENT

Deep learning techniques can be utilized for the purpose of climate change pre-
diction and risk assessment. These approaches involve the analysis of massive and
complex datasets to identify patterns, trends, and insights linked to the dynamics of
the climate and prospective repercussions. Some ways in which deep learning can be
applied in this context are:

a. Climate Modeling and Prediction: The use of mathematical models to mimic
the climate system is known as “climate modeling,” which is also used in cli-
mate prediction. Models of the climate are crucial for making accurate fore-
casts and gaining insight into past and present variations. This understanding
is instrumental in formulating efficacious strategies for both adaptation and
mitigation. Climate models constitute an invaluable asset in comprehending
and prognosticating climate change, offering insights into scenarios such as:

*  Weather and Climate Forecasting: Deep learning can enhance the ac-
curacy of weather and climate predictions by analyzing historical climate
data and real-time observations. RNNs and LSTM networks can capture
temporal dependencies in climate data, leading to improved short-term
and long-term forecasts.

* Extreme Weather Event Prediction: Deep learning models can undergo
training to recognize intricate patterns linked to extreme weather phe-
nomena, including hurricanes, heatwaves, and floods. This capability
equips them to deliver predictions characterized by heightened accuracy
and timeliness, thereby contributing to improved readiness and response
measures.
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b. Climate Data Analysis and Pattern Recognition: Climate data analysis
encompasses the collection, arrangement, and interpretation of climate-related
data. This information is instrumental in monitoring climate shifts over temporal
spans, discerning trends, and formulating future projections. On the other hand,
pattern recognition involves the identification of patterns inherent in data. This
process facilitates the recognition of interconnections between diverse climate
variables, like temperature, precipitation, and sea level. Essential techniques in
climate data analysis encompass feature extraction and climate data fusion.

* Feature Extraction: Deep learning algorithms possess the capacity
to autonomously extract pertinent features from expansive and multi-
dimensional climate datasets, thereby unveiling concealed patterns and
correlations. Principal Component Analysis (PCA) has proven effective
in distilling the most pivotal features from climate datasets encompass-
ing parameters like temperature, precipitation, and sea level. This appli-
cation has contributed to refining the precision of climate models and
unearthing intricate patterns within climate data.

¢ Climate Data Fusion: Climate data fusion involves the amalgamation of
distinct climate datasets into a coherent and singular dataset. This harmo-
nization is accomplished through diverse methodologies, encompassing
data assimilation, ensemble learning, and machine learning techniques.
Data assimilation has been effectively employed to merge disparate cli-
mate datasets, ranging from satellite- and ground-based observations
to model-generated data. This addition has substantially enhanced the
realism of climate models and offered a more comprehensive view of
the climate system. Deep learning, in particular, has the ability to unify
different types of climate data, such as satellite photos, sensor data, and
computer models of the climate, into a cohesive whole, resulting in a
more thorough and accurate knowledge of climate dynamics.

c. Risk Assessment and Impact Analysis: The impact analysis looks at how
people, ecosystems, and buildings are affected by climate change, while
the risk assessment looks at the possibility and consequences of different
climate change scenarios. The typical methods used to evaluate the dangers
posed by climate change are as follows:

+ Identifying Climate Change Hazards: Risks associated with climate
change, such as droughts, floods, heat waves, and storms, must be iden-
tified before any action can be taken to mitigate them.

* Estimating the Likelihood of Hazards: Predicting the possibility of
specific threats occurring under different climatic scenarios requires first
using climate models to forecast probable future climate circumstances,
and then use statistical methodologies to make such predictions.

* Assessing the Consequences of Hazards: Possible effects, such as the
number of people who would need to be evacuated due to a flood or the
amount of damage a storm may bring to buildings and other infrastruc-
ture, can be evaluated via hazard assessment.
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Climate change impact analysis typically involves the following steps:

+ Identification of Climate Change Implications: The first step in adapt-
ing to a changing climate is identifying the consequences of that shift for
people, ecosystems, and man-made structures.

* Impact Extent Estimation: To estimate the full scope of an influence,
researchers utilize impact models to examine the potential consequences
of a range of climate change scenarios.

* Demographic Vulnerabilities to Climate Change: Particular people
or ecosystems may be more susceptible to the consequences of climate
change; thus, it is essential to identify those at risk.

* Strategizing Adaptation: Adaptation strategy involves developing
plans to protect vulnerable populations from climate change’s negative
effects.

Examples of where deep learning has been used to evaluate climate change risk
and effect include:

* Sea Level Rise and Coastal Flooding: Increased flooding along coast-
lines due to rising seas may be predicted with the use of deep learn-
ing algorithms that analyze satellite photos and previous data. With this
information, infrastructure improvement and expansion plans may be
made.

* Crop Yield Prediction: Using temperature data, soil conditions, and
past crop yield data, deep learning can predict agricultural outcomes and
evaluate the possible effect of climate change on food production.

e Impact on Ecosystems and Biodiversity: Deep learning has the
potential to aid in assessing the consequences of climatic changes on
ecosystems and biodiversity by analyzing satellite photos, data on the
distribution of species, and climate models.

d. Climate Change Attribution: Climate change attribution involves the
process of determining the degree to which specific climate change events
or trends are a result of human activities. Utilizing deep learning, one can
engage in climate change attribution by recognizing the climate data pat-
terns that are likely attributed to human actions. This distinction aids in dis-
tinguishing between natural climate fluctuations and alterations caused by
human influence. Deep learning offers several avenues for climate change
attribution. One approach entails training a deep learning model to forecast
climate outcomes devoid of human impact. This model can subsequently be
employed to juxtapose observed climate data with projected data, pinpoint-
ing patterns potentially caused by human activities. An alternative method
involves leveraging deep learning to unveil the causal connections among
diverse climate variables. Accomplished by training a model to predict one
climate variable based on another, this process helps identify underlying
causal relationships between the two variables.
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e. Early Warning Systems: Early alert systems hold a crucial role in adapting
to climate change, facilitating readiness and reactions to severe weather inci-
dents, encompassing floods, droughts, and heatwaves. Deep learning, a formi-
dable instrument, offers the potential to enhance the precision and promptness
of climate change early warning systems. Various avenues exist through which
deep learning can bolster early warning systems for climate change:

* Detecting Early Indicators: Deep learning algorithms can be trained on
historical climate records to discern patterns suggestive of an upcoming
extreme weather occurrence. For instance, a deep learning model could
learn to recognize alterations in precipitation frequency or intensity,
which could signal an impending flood.

* Anticipating Timing and Location of Severe Weather Events: Deep
learning models are also applicable for forecasting when and where ex-
treme weather events might transpire by leveraging past data. This predic-
tive insight can facilitate the issuance of timely alerts to regions at risk.

* Conveying Advance Notices to Affected Communities: Deep learning
models have the capacity to generate customized early warning mes-
sages tailored to the specific requirements of impacted communities.
This tailored approach ensures that crucial early warnings are received
and acted upon by those who stand to benefit the most.

The proficiency of deep learning in handling extensive and intricate datasets, extract-
ing intricate patterns, and producing precise forecasts establishes it as a valuable
asset in the realms of climate change investigation, risk evaluation, and mitigation
endeavors. Nonetheless, it remains essential to acknowledge that the utilization of
deep learning methodologies should be supplemented by domain expertise, conven-
tional climate models, and pertinent data. This comprehensive approach guarantees
the attainment of resilient and dependable outcomes.

2.6 CONCLUSION

Deep learning has emerged as a potent instrument for prognosticating climate
change and evaluating associated hazards. Its intricate models can comprehend intri-
cate relationships among climate parameters, enabling projections of forthcoming
climate conditions. These projections hold the potential to guide policy formulation
and assist communities in readying themselves for climate change’s repercussions.
Nonetheless, several challenges must be confronted to effectively employ deep learn-
ing for climate change prediction and risk assessment. One obstacle lies in the substantial
data requirements for training deep learning models. Accumulating this data, particu-
larly for long-term climate forecasts, can prove arduous and costly. Moreover, the compu-
tational demands of training and operating deep learning models present another hurdle,
potentially limiting their applicability in developing nations and remote locales. Despite
these impediments, the promise of deep learning in enhancing climate predictions and
identifying vulnerable regions remains substantial. This knowledge can underpin policy
decisions and support community preparedness in the face of climate change impacts.
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3.1 INTRODUCTION

Rainfall prediction is one of the most important aspects for everyone, and usages of
artificial intelligence (AI) and Internet of Things (IoT) may impact the overall pro-
cess of prediction. Rainfall prediction is very important for several reasons, as mak-
ing good predictions impacts the agriculture to a great extent. The scarcity of rainfall
has a negative impact on the aquatic ecosystem, water supply, and productivity. The
rainfall prediction is based on various factors, such as wind speed, moisture, humid-
ity, temperature, pressure, min-temp etc., and these parameters can be very useful to
predict the rainfall by applying various machine learning models. These predictions
are based on datasets belonging to regions and bounds to time duration and rainfall
is predicted by applying various machine learning models. The time duration of data
collection also affects the overall performance of rainfall prediction; assuming one
can get real-time data for training purposes, it will improve the model performance
and prediction can be more effective and accurate. IoT enables all of us to collect
real-time data using various sensors designed for specialized tasks. These sensors
are installed and are well connected with the cloud servers so that real time data can
be collected easily. This chapter discusses various aspects of rainfall prediction using
AT and IoT.

A transformative era has recently begun due to the convergence of Artificial
Intelligence (AI) and the Internet of Things (IoT), which has completely changed
how data is gathered, examined, and applied to solve complicated problems.
Predicting rainfall is a crucial field with broad consequences for disaster plan-
ning, agricultural production, water resource management, and other issues. This
synergy has several intriguing applications in this field. This dynamic combina-
tion of AI and IoT technologies has made it possible to create complex systems
that can provide accurate forecasts in a timely manner, improving our capacity to
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foresee and react to changes in precipitation patterns [1]. The development of arti-
ficial intelligence has significantly altered how we examine enormous and complex
datasets, revealing patterns and links that were previously hidden. Al approaches
enable the extraction of useful insights from a wide range of meteorological vari-
ables, historical data, and real-time observations collected by IoT devices in the
context of rainfall prediction. Few machine learning algorithms such as decision
trees [2], K-nearest neighbour [3], support vector machines, and neural networks [4]
are examples of machine learning algorithms that independently learn from pre-
vious data and continuously improve their predictions through iterative learning
processes. As a result, a prediction framework that can recognize the complex,
nonlinear interactions that frequently control rainfall patterns is created. Arabelli
et al., 2023, [5] has employed decision trees (DT), logistic regression (LR), support
vector machine (SVM), and random forests (RF) to perform the weather predic-
tion; for collecting real-time data, various sensors like DHT11 and BMP180 are
used, and one module, ESP8266, is used to add the sensor generated data to the
database. Here, the random forest models show the highest accuracy of 84% and
take 2.4 seconds.

It is obvious that recent advancements in the IoT space have given us all the power
to gather real-time information on the forecasts for rainfall, and using that infor-
mation to make a prediction using a machine learning approach can provide some
truly amazing outcomes. The datasets, pre-processing method, and models chosen
for rainfall prediction all play a major role in forecasts. To effectively plan for the
country and to ensure that standards of life are maintained, it is crucial to anticipate
rainfall with great accuracy. Predicting rainfall has many benefits for nations, ben-
efiting different societal sectors and facets. Its contribution to agricultural planning
and food security is a notable advantage. Accurate rainfall forecasts enable farmers
to make informed decisions about planting, irrigation, and harvesting, optimizing
crop yields, and ensuring a stable food supply for the population [6].

Additionally, rainfall prediction plays a pivotal role in water resource manage-
ment. By anticipating precipitation patterns, authorities can effectively manage res-
ervoir levels, groundwater recharge, and water distribution for various uses such as
domestic consumption, agriculture, and industrial processes. This contributes to sus-
tainable water management and helps mitigate the impact of water scarcity [7]. By
offering early warning systems for catastrophic weather occurrences like floods and
landslides, the projections also improve disaster preparedness. Initiating evacuation
preparations, allocating resources, and coordinating emergency response activities
are all made possible by prompt alerts based on rainfall projections, which lowers
the loss of life and damage.

Accurate rainfall forecasting is also important for infrastructure planning. With
the help of projected rainfall patterns, urban planners and engineers may create robust
drainage systems and flood management plans. By ensuring infrastructure longevity
and lowering the risk of urban floods, these measures eventually lead to lower main-
tenance costs [8]. The ability to predict rainfall is crucial for energy generation, par-
ticularly in hydroelectric power plants. Power generation is directly impacted by the
availability of water in reservoirs. Energy companies can optimize their operations,
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control reservoir levels, and guarantee a reliable and efficient energy supply with the
help of precise forecasts [9].

Forecasting rainfall benefits economic stability across a range of industries.
Businesses in industry, tourism, and agriculture can modify their plans based on the
forecasted weather, reducing losses and maximizing income [10]. Prediction of rain-
fall has health effects as well. Authorities can take action to prevent water stagnation
and the creation of breeding grounds for disease-carrying insects like mosquitoes by
planning beforehand for heavy rain. By doing so, public health is protected and vec-
tor-borne diseases are controlled. Insights gained from precise rainfall forecasting
also aid in the study and modelling of the climate [11].

3.2 RELATED WORK

This section deals with the recent studies done for predicting rainfall using IoT
devices and machine learning methods. The purpose of this section is to familiarize
the reader about current trends in this research. After looking at various reviews of
the literature, it is observed that there are lots of scholarly articles related to IoT and
rainfall, but only articles from the last six to seven years have been considered so that
this study deals with some of the more recent significant work.

Shah et al. 2023 [12] have done a study to predict the rainfall of three regions
i.e., Chennai, Calicut, Vadodara. To collect the latest rainfall data, IoT devices have
been employed and kept in these three cities. IoT devices DHT 11 and BMP 180 have
been controlled using microcontroller ESP8266 and interfaced with the PowerBi,
so that collected data can be easily managed and shared. Regression and classifica-
tion algorithms are used to predict rainfall in the city. Decision tree regression and
random forest regression algorithms have been used for the regression analysis and
decision tree classifier and Naive Bayes classifiers have been used for classification.
Along with the dataset collected using the IoT devices, another standard database has
been used, and the performance of various machine learning models using these two
databases has been compared. It is found that a decision tree regression model gives
an accuracy of 84.73% for raw data and accuracy of 88.23% for IoT-based datasets.
Random forest regression shows accuracy of 85.20% for raw data and accuracy of
85.68% for IoT-based datasets. For the classification task, the decision tree classifier
achieves an accuracy of 92% for raw data and accuracy of 95% for IoT-based data-
sets. In the case of the Naive Bayes classifier, it achieves an accuracy of 81% for raw
data and accuracy of 83% for the IoT-based dataset. These results and the conclusion
of the study show that there is a difference of 2-3% accuracy, i.e., the IoT-based data-
set gives an improved accuracy of 2-3% compared to raw dataset-based accuracy. It
also shows that using IoT for recording the data related to rainfall may lead to better
results.

Liyew et al. 2021 [13] conducted yet another investigation to pinpoint the per-
tinent atmospheric elements that cause rain to fall and to forecast the daily sever-
ity of rainfall using machine learning techniques. Three different machine learning
models, including multivariate linear regression (MLR), random forest (RF), and
extreme gradient boost (XGBoost), were used to collect data from Ethiopia’s local
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meteorological agency. For the purposes of the study, a 20-year-old raw dataset con-
taining 10 data features—including year, month, date, evaporation, daylight, maxi-
mum temperature, minimum temperature, humidity, wind speed, and rainfall—was
taken into consideration. Mean value replacement has been used to deal with the miss-
ing data. The full datasets have been partitioned into 80% training and 20% testing.
Pearson correlation is also applied to find the significant features for rain prediction,
and it is found that humidity and wind speed are the significant features for rainfall
prediction, with a Pearson coefficient value of 0.402 and 0.351 (greater than 0.2).
The rainfall prediction is performed using all three mentioned machine learning
algorithms, and it is found that XGBoost predicted the rainfall better than the RF
and MLR models. The author concluded that this result may be further improved if
sensor data is incorporated for the study.

In order to make accurate predictions, Sathya et al. 2023 [14] suggested an
Enhanced Learning Scheme for Weather Prediction (ELSWP), which is based on
the traditional machine learning logistic regression (LR) model and used IoT device
DHT-11 and a rainfall sensor. However, it has a drawback in that it can occasionally
function poorly; the data collected by IoT devices only covers a small area.

Sharma et al. (2022) [15] have presented a study for the forecast of rainfall for
farmers, and for that purpose a ‘SMART CAP’ was built, which is wearable and
comprises microprocessors that can capture atmosphere parameters with the assis-
tance of several sensors. It can be worn by farmers as they labour so that they can
record the temperature and humidity. With the aid of a WiFi module, the recorded
value is then entered into “THINGSPEAK” online. The prediction accuracy using
the linear and logistic regression models is 81% and 80.23%, respectively.

Maliyeckel et al. (2021) [16] have performed a study to measure the performance
of machine learning algorithms like light gradient-boosting machine (LightGBM)
and support Vector Regression (SVR), and they have also developed an ensemble
model based on LightGBM and SVR to predict rainfall. In order to accomplish
this, they have utilised the database with three features: humidity, wind-speed,
and temperature. A rainfall database from the period of 1st January 2019 to 31st
August 2020 is considered for the training, and the database from the period of 1st
September 2020 to 30 September 2020 is considered the testing dataset. Missing
data is managed using the mean value. The Pearson correlation coefficient is used
to find the linear relation between the two variables, and after evaluation it was
found that all the parameters are significantly important to rainfall. The Mean
Absolute Error (MAE) evaluated for the LightGBM is 5.73, and for SVR MAE is
8.78. However, the hybrid model shows an MAE of 4.90, which is more efficient
than the other classical model.

Another study, by Dash et al. (2018) [17], used three machine learning tech-
niques—Artificial Neural Network (ANN), K-nearest neighbour (KNN), and
Extreme Learning Machine (ELM)—to estimate rainfall in the Kerala state from
2011 to 2016. The last 47 years of data, separated into the months of January—
February, March—May, June—September, and October—-December, were used to
train the machine learning models. Every piece of training data contains several
statistical metrics, such as mean, median, mode, lowest, and maximum. System
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performance is gauged using Root Mean Square Error (RMSE), Mean Absolute
Error (MAE), Standard Deviation (SD), and Mean. The addition of the hidden layer
has a greater impact on the outcome for ANN and ELM, and the 8-15-1 ELM
architecture exhibits positive outcomes. The experimental finding indicates that,
with an MAE of 3.075% for summer monsoon datasets and an MAE of 3.149%
for post-monsoon datasets, the ELM technique has outperformed the other two
strategies.

Another study of rainfall prediction is done by Huang et al. (2017) [18], which was
totally based on the K-nearest neighbour algorithm. In this work, improved KNN
is utilized for rain prediction over three other methods: namely, distance weighted
K-nearest neighbour (WKNN) and dual weighted K-nearest neighbour (DWKNN),
KNN. Here the training sample used is 1748 records, and testing samples contain
368 records. The proposed improved KNN shows the better performance score of
50.46% for K = 6 against the three other algorithms, namely DWNN, WKNN, and
KNN with scores of 48.32%, 48.62%, and 46.88%.

In a study conducted by Chao et al. in 2018 [19], rainfall was predicted utiliz-
ing a micro-electromechanical systems (MEMS) sensor to store relevant data for
waterfall prediction and a long short-term memory to forecast real-time data based
on data collected. Numerous machine learning-based techniques, including sup-
port vector machine (SVM), autoregressive and moving average (ARMA), random
forest (RF), and back propagation neural network, are compared to the predicted
data. MEMS sensors [20] do have complex mistakes; however, the manufacturer
may remove them before the sensors are sold by employing calibration methods.
In order to monitor the pertinent data, four Wuhan stations have been located,
and seven sensors have been installed. The seven sensors are a rainfall sensor, a
humidity sensor, a pressure sensor, a pressure sensor for wind, a temperature sen-
sor, and a radiation sensor. The LSTM is seen to perform better than other machine
learning models.

3.3 COMPARISON OF PREVIOUS WORK DONE

In this section, some recent work as shown in Table 3.1 has used various parameters
like literature, ML method used, IoT device used, Pros and Cons, and Accuracy/
MAE in comparison to the previous work done on rain prediction using IoT devices
and machine learning methods.

Arabelli et al. 2023 [5] have applied various machine learning methods like logis-
tic regression, SVM, decision tree, and random forest for predicting the rain, and data
has been collected using various IoT-based devices that achieved accuracy of 83.9%,
83.6%, 76%, and 84.2% for various machine learning-based methods. Google Collab
is used in the proposed approach.

Shah et al. 2023 [12] have predicted rain prediction using various machine learn-
ing methods such as decision tree and random forest using Naive Bayes classifiers;
real-time data has been collected using IoT devices, achieving accuracy of 95% for
decision tree and 83% for Naive Bayes classifiers. In this work, PowerBi is used for
the data visualizations.
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Another rain prediction was done by Sharma et al. 2022 [15], in which multi-
ple linear regression is used for rain prediction, and wearable devices are used for
data collection. This achieved accuracy of 81% for the multiple linear regression
method. This method is expensive, as wearable devices are expensive than ordinary
IoT devices.

Another rain prediction has been done by Xu et al. 2022 [16], in which a standard
dataset was utilized for rain prediction. In this, machine learning methods like LSTM
were utilized, and PSO was used for data optimization, achieving accuracy of 94%.
Another method for rain prediction has been proposed by Maliyeckel et al. 2021 [17],
and standard datasets were selected; machine learning methods like LightGBM,
SVR, and Hybrid models were utilized, and Mean Square Error obtained was 5.73,
8.78, and 4.90 respectively for machine learning methods.

Another method of rain prediction has been proposed by Emmanuel et al. 2021 [21].
The standard dataset for rain prediction was used along with various machine
learning methods like Artificial Neural Networks (ANN)—Feed Forward Neural
Network (FFNN), Cascade Forward Neural Network (CFNN), Recurrent Neural
Network (RNN), and Elman Neural Network (ENN), but this method takes more
time and is more expensive, as deep learning was applied to this. The lowest Mean
Square Error ENN gives a good performance for 2018.

Another method for rain prediction has been proposed by Shalini et al. 2021 [22],
using a geometry algorithm on an IoT platform. It causes a time delay but provides
an accuracy rate of 100%. Another method for rainfall prediction using machine
learning has been proposed by Zhao et al. 2021 [23], in which various machine learn-
ing models, such as linear regression (LR), Support Vector Classification, K-nearest
neighbour, Gaussian Naive Bayes, Bernoulli Naive Bayes, AdaBoost, Gradient
Boosting, Bagging, random forest, Extra Trees, Gaussian Process Classification,
logistic regression, Extra Tree, decision tree, and Quadratic Discriminate Analysis,
were used. Here, no IoT device is utilized; instead, water flow of debris is used for
creating the datasets, and for Quadratic Discriminate Analysis it provides the highest
accuracy of 100%.

Another method for rain prediction has been proposed by Sadhukhan et al.
2021 [24], in which various machine learning methods, such as SVM, KNN,
DNN, and ANN, have been applied and various IoT devices are utilized for read-
ing the data related to rainfall, providing an accuracy rate of 79.6%, 70%, 84%,
and 89%, respectively. The advantage of this system is that it is accurate, portable,
and reliable.

Another method for rainfall prediction has been proposed by Rani et al. 2020 [25],
in which various IoT devices are used with machine learning methods like linear
regression, logistic regression, support vector machine, and ANN; for SVM the
achieved accuracy was 90.60%, and for ANN, 88%.

Another rainfall prediction using an SVM model is proposed by Onkar et al. 2019
[26]. This method is flexible and efficient but requires a time delay. Another method
for rainfall prediction has been proposed by Mzyece et al. 2018 [27], in which ANN
is utilized with a standard image dataset and it achieved accuracy of 99%.
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TABLE 3.1
Comparison of Previous Work Done
Work done ML method used  IoT device used  Pros and Cons Accuracy/MAE
Arabelli et al. Logistic regression, DHT-11, Real time data, LR -83.9%
2023 [5] SVM, decision tree, BMP-180 Execution time DT -76%
random forest Google Colab is RF - 84.2%
used SVM - 83.6%
Shah et al. Decision tree DHT-11, Real time data 95% for Decision
2023 [12] regression, random BMP-180 Efficient tree
forest regression, Use of power Bi 83% for Naive
decision tree Bayes
classifier, naive
Bayes classifiers
Sathya, et al. Logistic regression ~ DHT11 Effective LR -92%
2023 [14] (LR) Real time data
Work on Limited
data
Sharma, et al. Multiple linear Microcontroller  Device is wearable MLR — 81%
2022 [15] regression, logistic (Arduino UNO), Expensive
regression LM 35 Sensors
Xu et al., LSTM, PSO for NA Optimized LSTM -94%
2022 [16] optimization Accuracy
Time taking
Maliyeckel et al.  LightGBM, SVR, None Efficient For LightGBM
2021 [17] Hybrid model Hybrid model is MAE is 5.73
applied For SVR MAE is
Large scale datais ~ 8.78
missing For Hybrid model
MAE is 4.90

Emmanuel et al.

2021 [21]

Shalini., et al.
2021 [22]

Artificial Neural
Networks (ANN) —

Feed Forward Neural

Network (FFNN),
Cascade Forward
Neural Network
(CFNN), Recurrent
Neural Network
(RNN), and Elman
Neural Network
(ENN)

KNN, decision tree,
random forest, linear
regression

NA

To collect real-
time data from
a test region,
an IoT-based
weather station
has been
developed.

Robust, dependable
and reliable
algorithms

Expensive

Time-consuming

Effective
Good prediction
No specific
ToT device is
mentioned.

With the lowest
RMSE, MSE, and
MAE of 6.360,
40.45, and 0.54,
respectively,
the Elman NN
has the greatest
performance for the
year 2018.

Random forest:
0.083

Multiple linear
regression: 0.165

Decision tree: 0.094

K-nearest neighbour:
0.103

(Continued)
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TABLE 3.1 (Continued)

Comparison of Previous Work Done

Work done

Syarifuddin et al.

2021 [28]

Zhao et al.
2021 [23]

Sadhukhan et al.
2021 [24]

Rani et al.
2020 [25]

Onkar et al
2019 [26]

Mzyece et al.
2018 [27]

Salmayenti et al
2017 [29]

ML method used
A geometry algorithm NA
on an IoT platform
to measure rainfall in

real-time.

LR, Support Vector

Classification, nearest
neighbour, Gaussian

Naive Bayes,
Bernoulli Naive
Bayes, AdaBoost,
Gradient Boosting,
Bagging, random
forest, Extra Trees,
Gaussian Process
Classification,
logistic regression,

Extra Tree, decision

tree, Quadratic

Discriminate Analysis.

SVM,
KNN

DNN (Deep Neural

Network)
ANN (Artificial
Neural Network)
Linear regression,

logistic regression,

support vector
machine, ANN

Rainfall prediction
using machine
learning model
(SVM)

Artificial Neural
Network (ANN)

Artificial Neural

Network (ANN) for

rainfall prediction

loT device used

Wireless sensor
network (WSN)  Efficient detection
GPRS (General

cellular network

Pros and Cons
The system uses

an IoT platform,

which allows for

remote monitoring
and data collection.

Time delay

Researchers used The model is

effective in
predicting debris

from five rainfall flow events based

on rainfall data.

debris flow from Requires

December 2012 continuous rainfall

monitoring

Accurate

IoT devices like Portable
HC-12, DHT-11, Reliable
BMP-180, BD-

System may not
able to predict
sudden changes

Easy to adapt

Reliable

Some-time prediction

may not accurate
Flexible

of rainfall
Time delay

Can handle more
data at one time
Complex and

difficult to interpret.

High accuracy

Accuracy decreases

when used
for long-term
predictions

Accuracy/MAE
100% accuracy

QDA - 100%

ET -99%
AdaBoost — 98.5%
RF -98.5%

XGB -98.3%

GB -98%

LR -97.5%
Bagging — 97%
KNN -96.7%
SVC -96%
Nu-SVC -95.8%
Gaussian NB — 88%

KNN - 70%
LR - 84%
SVM - 79.6%
ANN - 89%

SVM - 90.60%
ANN - 88%

100% Accuracy

ANN -99%

Best validation using
ANN -91% at
epoch 44

High prediction
accuracy for
monsoonal regions
(R2: 0.59-0.82,
RMSE: 0.04-0.09)
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3.4 VISUALIZATION OF PREVIOUS WORK

This section of the chapter focuses on the comparative study of previous work done
so that the reader can have a good idea of the percentage of accuracy achieved in this
field. In order to present this section, some previous standard work has been com-
pared in the earlier sections of the chapter.

Islam M. S. 2023 [30] has done a study for rain prediction. For that, various machine
learning algorithms like Radial bias classifier, Multilayer perceptron, K-nearest neigh-
bour, SVM, decision tree, logistic regression, CatBoost, LightGBM, Gaussian Naive
Bayes, AdaBoost, GRU, LSTM, and CNN have been applied; it is found that CNN with
100 epoch performs better in terms of accuracy. Figure 3.1 shows the comparison of
the machine learning models in terms of accuracy. Islam M. S. 2023 [30] has outlined
several strategies for enhancing the performance of rainfall prediction using Al and
IoT. By leveraging XGBoost’s ensemble learning abilities, they seek to enhance the
model’s precision in forecasting rainfall events. In this study, CatBoost and LightGBM,
two ensemble models, are compared and both models consistently demonstrate higher
accuracy than other models. This might indicate the strength of ensemble techniques
in handling the complexities of the rainfall prediction task.

According to research by Islam et al. [31], Linear Gradient Boosting (LGB) with
Select-K-Best feature selection exhibits the best performance in terms of regression,
with test set scores of 0.203, MAE of 6.40, and RMSE of 15.44. Among the classi-
fiers, XG-Boost (XGB) with no feature selection and no sampling has the greatest
accuracy of 0.787 and an fl-score of 0.62 on the test set. With an R2-score of 0.189,
an MAE of 5.789, and an RMSE of 15.575, the XGB classifier paired with LGB
regression without any feature selection performed the best on the test set among
the ZIR models. The ZIR models provide lower MAE scores and somewhat higher
RMSE scores than regression models, despite being outperformed by them in terms
of R2-scores. Figure 3.2 compares both the traditional LGB models and the XGB
classifier/LGB regression combination.

100%

40%

30%

20%

'°”°|II||III|I||||||
%

RF Classifier MLP ~ KNN  SVM  Decision  Logistic ~Cat  Light Gaussian Adaboost GRU ~ GRU  LSTM  LSTM  CNN  CNN
Classificaton Tree  Regression Boost ~ GBM Nalve (50 (100 (50 (100 (50 (100
Classifier Baye: epoch)  epoch) epoch)  epoch)  epoch)  epoch)

= Accuracy = RMSE SMSE = MAE

Q

FIGURE 3.1 Performance comparison of prediction model [30].
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FIGURE 3.2 Comparison of LGB and combined XGBC/LGBR [31].

Lagrazon et al. 2023 [32] have provided a comparison analysis of machine learn-
ing models for performance evaluation of several machine learning models like Tree,
SVM, Gaussian Process Regression, Ensemble, and Neural Network models. With
the lowest RMSE and greatest R-squared values within this group of models, the
Gaussian Process Regression model stood out as having the best overall performance.
The potential to improve flood preparedness and early warning systems makes these
discoveries significant. It is possible to create a programme that can accurately antic-
ipate rainfall levels by integrating a well-validated machine learning algorithm.
A comparison of the effectiveness of various models is shown in Figure 3.3.

Maliyeckel et al. 2021 [17] have introduced a novel hybrid model that synergizes
LightGBM and SVR algorithms through ensemble modelling, resulting in more
accurate precipitation predictions for specific topographical locations. This innova-
tive approach, utilizing a weighted average of algorithmic outputs, outperformed tra-
ditional standalone SVR and LightGBM models. Notably, the hybrid model exhibited
the lowest Root Mean Square Error, underscoring its superior predictive capability.
Despite encountering constraints such as limited sample size and data accessibility,
the study harnessed weather data from diverse stations to validate the hybrid model’s
efficacy. Figure 3.4 shows the performance comparison between LightGBM, SVR,
and Hybrid models in terms of AME and RMSE [17], and it is very clear that hybrid-
based methods show a better performance than other methods.



Al- and loT-Based Applications for Rainfall Prediction 47
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0.8
0.6
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Tree Support Vector Machine Regression Ensemble Neural Network
u RMSE 0.000812 0.00089 0.000362 0.00061 0.001173
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FIGURE 3.3 Performance comparison for different models [32].
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u MAE
u RMSE

LGBM SVR Hybrid
FIGURE 3.4 Performance comparison for LightGBM, SVR, and Hybrid method [17].

Figure 3.4 shows the performance comparison for ILightGBM, SVR, and Hybrid
methods, and it shows the Mean Square Error for SVR. Figure 3.5 shows the perfor-
mance comparison of various ML models for the 2023 and 2021 articles, and demon-
strates that the highest prediction accuracy is achieved for the random forest method,
then for linear regression, then for KNN, etc. The prediction accuracy is also highly
dependent upon the data availability for training and testing, amount, and quality of
data related to rain prediction.
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FIGURE 3.5 Performance comparison of various models [5], [12], [23], [24].

3.5 CONCLUSION

Rain prediction is an important concern for everyone, especially for farmers, and
with new technology like IoT and Al, it is possible to predict rain more precisely
and accurately. Rain prediction is dependent on factors like humidity, temperature,
and wind speed. It has also been noted that rain prediction using IoT-based devices
increases the accuracy by 2-3 percentage points. It is also important to consider
that the amount of data used for prediction is also an impacting factor, and good IoT
devices may also lead to good models. Sometimes, hybrid-based models may provide
higher accuracy than traditional models. So before developing any rain-prediction
model, all the factors and resources available should be considered for the best.

Abbreviation used

Abbreviation Full word

Al Artificial intelligence

IoT Internet of Things

MLR Multivariate linear regression
RF Random forest

XG-Boost Extreme gradient boost

LR Logistic regression

ELSWP Enhanced Learning Scheme for Weather Prediction
MAE Mean Absolute Error

RMSE Root Mean Square Error

SD Standard deviation

KNN K-nearest neighbour

ANN Artificial Neural Network
ELM Extreme learning machine

WKNN Weighted K-nearest neighbour
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Abbreviation used
Abbreviation Full word
DWKNN Dual weighted K-nearest neighbour
MEMS Micro-electromechanical systems
ARMA Autoregressive and moving average
SVM Support vector machine
FFNN Feed Forward Neural Network
CFNN Cascade Forward Neural Network
RNN Recurrent Neural Network
ENN Elman Neural Network
DNN Deep Neural Network
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4 Machine Learning-
Based Prediction
of Wind Speed for

Ratnagiri Region, India

Nabanita Mandal and Sarode Tanuja

4.1 INTRODUCTION

Climate prediction for a region is a challenging task. The temperature, rainfall, humid-
ity, and wind speed of that region are related to several factors. In Maharashtra, the
Ratnagiri District of the Konkan coast lies along the Arabian Sea. This region receives
a good amount of rainfall during the monsoons because of the winds that blow from
the southwest direction. The special phenomenon for this region is the presence of very
strong winds leading to cyclones before and after the monsoons. Prediction of wind
speed in any region helps to identify the potential for power generation through wind
energy. Accurate predictions are important for planning renewable energy projects.
In this research, an attempt has been made to predict the wind speed using Machine
Learning techniques. These data-driven techniques learn from the patterns created
by data collected over the years. It understands the variations in the parameters over
time and uses them to predict future values. The Long Short-Term Memory-based
proposed model, random forest model, and Support Vector Regression techniques are
implemented for the data to get a suitable prediction. The results presented graphically
are analyzed. This chapter consists of the following sections: Literature Survey, Data
Set, Techniques, Results, Conclusion, Acknowledgment, and References.

4.2 LITERATURE SURVEY

Soukayna M., et al. have researched exploring the ability of neural network techniques [1].
These were used for downscaling of one climate parameter to a given region of inter-
est. A new statistical downscaling model was proposed by Saptarshi Misra et al. on
Recurrent Neural Networks. LSTM was implemented, which captures the depen-
dencies in the data used for predicting rainfall locally [2]. Bochenek et al. analyzed
different models for weather prediction [3]. Ju-Young Shin et al. have proposed a
model based on random forests for forecasting the speed of wind [4]. In the paper
by Senthil Kumar P, the same has been discussed using different techniques with
Artificial Neural Networks [5]. For dealing with the change in the climate, machine
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learning can be utilized to give significantly good results. This has been published
in research by David Rolnick et al [6]. Jude Chukwura Obi has compared multiple
regressions and Support Vector Regressions in his research using 15 different data-
sets. The findings show that Root Mean Square Error is lower in multiple regression
than in Support Vector Regression [7]. Considering the importance of using Machine
Learning Techniques on different climate parameters, the prediction of wind speed on
monthly data has been implemented by using Multivariate Regression, Deep Neural
Networks, and random forests [8]. For the prediction of climate parameters through-
out a region, it is necessary to understand the trends. The prediction is done consid-
ering the change in those climate parameters over the years. Comparison of Artificial
Neural Network, ridge regression, and polynomial regression helps with the accuracy.
This has been researched by Ferdous et al [9]. Jian He and Jingle Xu have developed
a prediction model with improved accuracy by support vector machine, which uses a
function of the combined kernel [10]. Lili Wang et al. have collected data from many
locations and created a model using an extreme learning machine and AdaBoost,
which they have used for predicting the speed of wind at different times [11]. Yun
Zheng et al. have suggested a ridge regression model for wind speed forecasting [12].
The uncertainty in the wind speed pattern leads to reduced accuracy. To solve this
problem, Support Vector Regression has also been used [13]. Koffi et al. have used
Support Vector Regression for mean wind speed hourly prediction [14].

4.3 DATASET

The data for the Ratnagiri Region is collected from the India Meteorological
Department, Pune, Maharashtra, India [15]. It contains weekly surface data from
2010 onwards. It consists of various parameters relevant for wind speed (WSP) pre-
diction, like relative humidity (WRH), vapor pressure (WVP), wet bulb tempera-
ture (WWBT), dry bulb temperature (WDBT), and dew point temperature (WDPT)
which are measured for two synoptic hours 3 and 12. The description of the param-
eters is as follows:

e WSP: It is the rate of airflow measured in meters per second, kilometers per
hour, or miles per hour. The atmospheric pressure, temperature, and rotation
of the earth are some of the factors that influence the wind speed. The inten-
sity and strength of the wind speed are major factors that affect aviation,
wind power generation, and sailing.

* WRH: It is the amount of water vapor present in the air in comparison with
maximum capacity at a specific temperature. It is expressed in a percentage.
It is an important factor that contributes to cloud formation, precipitation,
storms, and drought. The agriculture sector is affected by the humidity levels
because the amount of water required by plants and the moisture present in
the soil determines the quality of crops.

e  WVP: The partial pressure of the water vapor is the vapor pressure. It helps
in determining the humidity, precipitation, and temperature that contribute
to extreme weather events.
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* WDBT: Dry Bulb Temperature is also known as the air temperature. It is
the temperature without considering the moisture content present in the
air. It can influence the type of precipitation, like rain or snow. It is highly
significant in the design of ventilation and air conditioning systems.

* WWBT: The lowest temperature to which the air can be cooled at a constant
pressure by evaporation of water is the Wet Bulb Temperature. It is an
important parameter to calculate other meteorological parameters like dew
point temperature, heat index, humidity, etc. It is important for understanding
the condition of the environment and the availability of water.

e WDPT: The temperature at which air becomes saturated with moisture is
the dew point temperature. At constant pressure, the air must be cooled at a
certain temperature. That temperature is considered as the dew point tem-
perature. It helps in predicting the formation of clouds, the likelihood of
precipitation, and relative humidity.

4.3.1 DATA PRe-PROCESSING

Before applying Machine Learning or Deep Learning algorithms, it is important
to clean the data. Since the results of these algorithms heavily rely on huge data, it
is critical to have a clear understanding of the data. For this, there are various data
visualization tools and techniques available that help in the graphical representation
of the data. These data visualization tools help provide insights about the data. This
helps us understand the nature of the data. Figure 4.1 represents the Wind Speed
weekly data from 2010. It is a line chart that depicts the trends over time.

17.5 +—

201013 2011493 2013453 2015413 2017373
yr_wk_hr

FIGURE 4.1 Plot of WSP.
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FIGURE 4.2 Heatmap to show correlation.

From the figure, it can be observed that there exist seasonal variations. There are
a lot of factors that influence the wind speed of a region. How these factors correlate
with each other is depicted in V.

The heatmap represents the correlation between all variables. The dark colors are
for high correlation, and the light colors are for low correlation.

4.3.2 DATA ARRANGEMENT

After data preprocessing is done, the next step is to arrange the data so that it can be
supplied to the model. At this point, the complete data set is converted to two dis-
jointed datasets. One is used in training, and the other one is used in testing. A larger
percentage of data is to be utilized as a training sample, and less data is considered
in testing. This is because the model learns from the training and uses testing for
prediction. In this research, the two approaches are used and the results are analyzed.
In the first approach, 90% of data is applied to train the model, and 10% is kept for
the testing. The second approach uses 80% of the entire data to perform training, and
for testing 20% data is used. The target variable here is WSP, and the features are
WWBT, WDBT, WDPT, WRH, and WVP.

4.4 TECHNIQUES APPLIED

This section describes the machine learning techniques that are implemented in the
data set. Support Vector Regression (SVR), Long Short-Term Memory (LSTM), and the
Proposed Model are implemented on the climate data to get the prediction of wind speed.
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4.4.1 SuprpPORT VECTOR REGRESSION

The Support Vector Regression (SVR) model helps with an estimate of a continu-
ous-valued multivariate function [7]. The significance of the curve is that it is used for
obtaining the match between the position of the curve with the vector. This matching
is done using Support Vectors. These vectors help in finding the nearest match of the
function that represents them and the data points. To capture the complexities of the
relationship between the target variable and the features, the SVR kernel [16] plays
an important role. The kernel maps the features into a higher dimension. It becomes
easier to find the hyperplane that separates the data. The kernels are Linear, Radial
Basis Function (RBF), and Polynomial. Since wind speed prediction is a non-linear
problem, RBF kernel is the most suitable choice. It can capture the nonlinear patterns
present in the data.

4.4.2 LONG SHORT-TERM MEMORY

Long Short-Term Memory (LSTM) is a memory-based model belonging to the
Recurrent Neural Network (RNN). To feed the data into an LSTM model, data is
rearranged into time series [9]. The format considers the batch size, time step, and
features. Here, we are feeding data in a batch size of 32. The data is collected for
two synoptic hours; hence we can have a lookback of two, which will be used as the
time step. The LSTM model uses the input gate to take the input values, then decides
which values need not be remembered using the forget gate and generates the output
using the output gate [17]. It consists of a single-layer LSTM with separate input and
output layers. To test this model again, we are using both approaches for the training
testing split. The learning rate is maintained at 0.01 for the model. The learning rate
is a hyperparameter that decides how fast or slow the model will learn.

4.4.3 ProroseD MODEL

The proposed model architecture is based on LSTM. It consists of one input layer, one
output layer, and three hidden layers. In these hidden layers, the first is the LSTM layer,
which helps capture the dependencies in the sequential data. The second and third
hidden layers are fully connected dense layers. These two layers help transform and
capture the features extracted by the LSTM layer. All three layers work in a hierarchy
to learn and understand the hidden patterns and relationships within the input data.

4.5 RESULT ANALYSIS

This section describes the plots obtained after prediction for the three different
approaches of SVR, LSTM, and Proposed Model.

Figure 4.3 shows the actual and predicted values of the target variable, WSP, when
the data is trained for 80% and tested for 20% using SVR.

When the SVR model is implemented, consider 90% for training and 10% for
testing. In Figure 4.4, we can see that there is a variation in the results compared to
the previous graph.
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FIGURE 4.3 Actual vs predicted WSP for 80:20 for SVR.
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FIGURE 4.4 Actual vs predicted WSP for 90:10 for SVR.

Here it is observed that Support Vector Regression gives predictions that are not
as close to the actual ones. From the graphs in Figure 4.3 and Figure 4.4, we can say
that the trend is properly captured by SVR but lacks accuracy. The performance of
SVR is affected due to improper regularization. The model can’t handle the complex-
ity of the data properly. To solve these problems, a model is required that improves
accuracy. So, Long Short-Term Memory (LSTM) is applied here.

Figure 4.5 shows the output of actual WSP and predicted WSP. The LSTM model
captures the pattern quite closely.

Now the training testing split is changed to 90:10.

In Figure 4.6, the prediction of WSP using LSTM is shown with the training test-
ing split of 90:10.

There is still scope for improving the predictions. So, the proposed model is
applied here.

Figure 4.7 represents the actual and predicted WSP for the training testing split
of 80:20.
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FIGURE 4.7 Proposed model output for WSP with 80:20.

The Proposed Model is applied to a training and testing split of 90:10 and it is
observed that the predictions are improved. Figure 4.8 shows that the predicted and
actual values are closer.
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FIGURE 4.8 Proposed model output for WSP with 90:10.

TABLE 4.1

Comparison of SVR, LSTM, and Proposed Model

Train-Test Split Proposed Model LSTM SVR
90%:10% 0.127204 0.130282 0.438797
80%:20% 0.130267 0.131666 1.394696

Table 4.1 represents the comparison between Mean Absolute Error [18] values for
SVR, LSTM, and the Proposed Model for both training testing splits of 90:10 and

80:20.
For both approaches, the error obtained is lower in the Proposed Model than the
LSTM and SVR models.

4.6 CONCLUSION

After implementing SVR, LSTM, and the Proposed Model, it can be inferred from
the plots that the Proposed Model gives better prediction results. SVR can attain the
trend present in the data. The SVR model learns from the data and shows the predic-
tion, but it is not as accurate. LSTM on the other hand captures the trend properly and
gives a lower prediction error. Among all these models, the error is reduced when the
training-testing split is 90:10. This is because more data is considered for training, so
the model can better understand the hidden patterns and give more accurate predic-
tions. Prediction of wind speed for the Ratnagiri region is a significant task because
it decides the humidity, storms, cyclones, and temperatures of the region.
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5 Wind Power Forecasting
with Machine
Learning Approach

Rakesh Kumar, Prakash M and Shakila B

5.1 INTRODUCTION

Wind energy is a well-known kinetic energy resulting from a voluminous shift of air.
The displacement of wind is caused due to uneven heating of atmosphere by the sun,
thus creating differences in temperature, density and pressure [1]. The existence of
wind can be felt all around us, and with significant power density in some areas. Wind
energy has been utilised for centuries to pump water, sailboats, grind grain, etc.

The discovery of fossil fuels had led to a shift in their use. The use of nonre-
newable power sources has significant environmental impacts such as air pollution
and global warming. The nations, energy firms and individuals are all paying more
attention to renewable energy sources since they are readily available in nature, cost-
free and environmentally friendly. Wind power is one of the most significant and
promising renewable energy sources [2].

The global wind energy market is experiencing significant growth among all
renewable sources due to its ample availability and low-cost energy production.
Several countries have acknowledged wind power as the best suitable alternate in
future power generation. Subsequently, the installed wind capacity has gradually
increased more than 30% annually [3]. According to the World Energy Review in
2021, wind energy has supplied more than 1800 TWh of electricity, which was over
6% of the world’s electricity demand and around 2% of world energy with added
100 GW.

Based on the Global Wind Energy Council (GWEC) report, the global capacity
of wind power installation increased from approximately 190 GW in 2010 to more
than 740 GW in 2020. As per the 2021 Renewable Capacity Statistics provided by
the International Renewable Energy Agency, a 14.3% increase from the previous
year has been observed in wind power installed capacity. The top 10 countries’ total
wind capacity in 2020 are shown in Figure 5.1 [4]. Globally, nearly 56% of total wind
energy is produced by China and the United States of America.

India has around 39 GW wind power-installed capacity and comes in fourth place.
It is observed that China has the biggest proportion, with 218.991 GW of worldwide
capacity, followed by the United States with 117.774 GW. Overall, the installed WP
capacity has increased significantly over the last 11 years. Integrating wind power
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FIGURE 5.1 Global wind power install capacity.

with existing electrical grids will reduce pollution while satisfying the load demand.
However, wind is an erratic source of energy that has a significant impact on the
stability of the integrated grid system. The main difficulties with wind power are
scheduling, management and optimization.

Forecasting of wind power plays a vital role in the power industry. Accurate and
consistent wind power forecasting can balance and integrate various volatile power
sources at all levels of transmission and distribution grids [5]. Furthermore, reliable
short-term wind power forecasting can lessen issues brought on by grid integration of
renewables and energy trade. Forecasting also plays a crucial role in reducing oper-
ating costs and increasing wind power’s competitiveness [3, 6, 7, 9]. Understanding
the many parameters that affect wind power is the first step in creating a machine
learning model for forecasting. It is influenced by a number of factors, including
temperature, pressure, wind direction, wind speed, etc.

5.2 WIND POWER FORECASTING

Wind is moving air that has mass. The kinetic energy of moving air can be given by
equation (1), where v is velocity and m is mass flowing through the air A and density
p. Equation (2) shows the propositional context of power generated by wind speed
flowing through area A and air density p.

1, M)

P =—oAV )
P
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FIGURE 5.2 Power curve of wind turbine.

To extract the kinetic energy of wind, we need to convert it into usable form.
Wind energy can be transformed into electrical power by a wind turbine. The Betz-
limit, which represents the highest value for the power coefficient, states that a wind
turbine can only collect 59% of the power present in the wind [10]. The curvilinear
relation between wind speed and turbine power production is known as the power
curve of turbine. Figure 5.2 shows a typical wind power curve of an S133 turbine
manufactured by SUZLON ENERGY Ltd. It shows that the cut in and cut out speed
of the turbine is 3 m/s and 20 m/s, respectively. In ideal conditions, the power output
of the turbine is 3.2 MW at rated wind speed. But practically, it is only 2.6 MW.

The equation for wind power generation is given as

0, v<vy,
(av'+a, v'''+.. . ayv' +a,)v, <v<v, 3)
Fwm=1 <
), v.Sv<v,
O’ v 2 V(ru

Where P (v) is power output, v _ is cut in speed of wind, v_ is cut out speed, v is rated
wind speed and P, is rated output power of wind turbine.

5.3 MACHINE LEARNING ALGORITHMS

Machine learning is the science of teaching computers to learn by feeding sets of
input and output along with the relationship between them [11]. Data input, abstrac-
tion and generalisation are the three processes that make up the machine learning
process. Data input involves using recorded or observed data; abstraction enlarges
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FIGURE 5.3 Wind speed vs wind power forecasting flowchart.

the data’s scope; and generalisation affects how the abstracted data are used [12].
Machine learning algorithms also work when data features are not directly related to
output variables. It is used for describing the behaviour of the dataset, input features
with respect to expected output, etc.

Machine learning algorithms can be classified into three categories: Supervised
learning, Unsupervised learning and Reinforcement. This study focuses on supervised
machine learning algorithms, and the output is predicted using well labelled training
datasets. Supervised learning is further classified into two categories: Classification
and Regression. Classification models deal with categorical output value, and
Regression model are often used for continuous output value [13, 14]. The sequence
of processes used for forecasting the wind speed/wind power is shown in Figure 5.3.

5.3.1 IMPLEMENTATION OF LINEAR REGRESSION ALGORITHM

One of the simplest and most widely used machine learning techniques is linear
regression (RL), which is very useful for enormous datasets [15]. It shows the relation-
ship between the input feature and the output variable. The linear regression model
provides a sloped straight line which best fits the output and input features [16]. The
equation (4) represents the regression line for single input features, where y is output, x
is an input feature, w is the weight of the input feature x and b is the intersection point.

y=wx+b @)

y=0,x,+0,x +0,x,---- +0,x (5)

The equation (5) illustrates a regression line that has n input features. Here, x, is
the i, input feature and 6, is the weight of that input feature. The varied values of
weights (61,2,63. ... .. 6?“) result in different lines of regression. To determine the
best fit line, the optimal inpht feature weight has to be derived by computing the loss
function and gradient descent. Loss function describes the error in predicted value of
output feature [17]. The loss function is given by

1 m
I( 00 + 91 R 011 )= Z Z,-Zl (yipmiimd = Yiactual )2 ©)
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Where m is number of rows in dataset, Y iredicted is predicted output by linear regres-
sion model and y,  is the actual output feature of dataset. The minimisation of loss
function can optimize the linear regression model, and it can be achieved with gradi-
ent descent. Gradient descent is an iterative optimisation technique used for finding
minima of any differentiable function [18]. It is given by the partial derivative of the
loss function with respect to the weight of the feature,

Oloss. function

Gradient = ——— 7
20 @)

Forn=0, and x, =1

m

j=1 (yx predicted - yi actual )

1
Gradient = —
2m Z ®

Forn>1

. 1 o 0
Gradlent = E Z/' =1 (yz predicted - yi actual ) * xi ! (9)

Gradient descent is an iterative technique that begins with a random value of
J(@,.. . .0) and then updates it in every iteration [19]. If the starting value is Gj, then its
gradient is computed and multiplied with learning rate 8 before updating the result.

For n = 0, equation for modification of 6, is given as

1 m
00 = 9() —a* % Z (yz predicted - yi actual)

j=1

(10)

And forn> 1,

l m .
O.f = 9/ —ak E Zj =1 (yipredicted - yi actual ) * 'xi(.,) (11)

Where is feature i with jzh training example. This modification process repeats till
loss function converges. The significance of learning rate (o) is that smaller a will
take more time (slow convergence) and gives minimum errors, whereas large a com-
putes faster but it may not converge. In this chapter, the assumed value of a is 0.001.

5.3.1.1 Implementation of Decision Tree Regression Algorithm

Decision tree regression (DTR) is a non-parametric supervised machine learning
algorithm used for continuous or numeric datasets [20]. It consists of root node, inter-
nal node and leaf node. The starting point of every decision tree is called root node.
The node where decisions are made for splitting branches are called internal nodes,
and the nodes which are not further divided are leaf nodes. The results are taken
from leaf node only. Decision tree regression’s hierarchical structure is built by split-
ting features and dividing the data domain into subdomains, then mapping the sub-
domain with output responses that meet maximum variance reduction criteria [21].
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FIGURE 5.4 Decision Tree

Variance is the mean of the square difference of the output feature and the mean of
the all-output feature, and it is given as

, 1w
Variance = ; Zi -1 (yiouq,ut = Vi mean )2 (12

Wherey, ut is predicted output and y, s mean of output feature.
The Variance Reduction (VR) is given as

VR = variance(parent) — Z Wi« Variance(child) 13)

Where w., is ratio of child node to the parent node.

The structure of tree is parametrised on the basis of the feature selection splitting
position of nodes and depth of the tree. The feature which gives low variance or less
error is selected, and splitting position is also selected for minimum error criteria
[22]. The depth of the tree or the number of leaves is useful for reducing the risk of
overfitting. Figure 5.4 shows a flow chart of decision tree regression where every
node is split by asking a less than or greater than query. In this chapter, we used the
maximum of three leaves per node.

5.3.1.2 Implementation of Random Forest Regression Algorithm

Random forest regression (RFR) is a tree-structured supervised machine learning algo-
rithm used for regression-type problems. The structure of the random forest regression
is made by randomly selected dataset cells. The parametrisation technique used for ran-
dom forest regression is the same as decision tree regression [23, 24] but it also incorpo-
rates a sampling technique called Bootstrap Aggregation. In random forest regression,
multiple decision trees are constructed in parallel; doing this creates multiple domains
with replacement using bootstrapping [25]. Multiple decision trees give multiple out-
comes, and when all these outcomes are combined, this technique is called Bagging.
In this chapter, the number of trees used for modelling random forest regression is 100.
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5.3.1.3 Implementation of Extreme Gradient Boosting Algorithm

Extreme Gradient Boosting (xGBoost) is an ensemble machine learning algorithm [§]
used for regression as well as classification problems. It constructs boosted trees in a
parallel and efficient manner [26—28]. xGBoost is an advanced form of random for-
est algorithm, where the tree is constructed using Bootstrapping and Bagging tech-
niques. It uses the Gradient Boosting technique for optimisation.

The goal of this algorithm is to minimise the loss function and construct a more
efficient tree than prior model. The formula for loss function of prior model (i) is
given in equation (14), and objective function is given in (15).

S@O=min """ (Y )sereas i) (14)

flobp =" fi)+Y.  fk) (15)

where f{k) indicates an independent tree in f{obj), given I is sample number of k
trees. The independent tree f{k) is given by:

f(k)=aT+%/1IIWI|2 (16)

where o is learning rate and A are regularisation parameters, T and w are the numbers
of leaves and weight of the leaf respectively. In this study, the learning rate is taken
as 0.1, the maximum number of leaves is three and trees is 100.

Dataset
Dataset 1 Dataset 2 Dataset n
Decision tree 1 Decision tree 2 Decision tree n
Result Result Result

|—>{ Ensemble Result

A 4

Final Result

FIGURE 5.5 Random forest regression tree.
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5.4 RESULT AND DISCUSSION

5.4.1 DATA DESCRrIPTION

Wind speed data with a time resolution of 10 minutes from January 1st, 2019, to
March 1st, 2020, has been used in this present work for detailed analysis. The first
70% of the data points served as training samples, while the remainder served as
test data. Date and time, ambient temperature, wind direction, rotor RPM and wind
speed are all taken into account.

The data features inclusive of maximum wind speed, temperature and rotor RPM
are given in Table 5.1, and the average value of wind speed is 5.50 m/s. Monthly
and weekly trends of wind speed from January 2019 to March 2020 are shown in
Figures 5.6 and 5.7, respectively.

In the months of July, August and September there is a spike in the wind speed dataset.

In Figure 5.8, the bar chart shows that the average wind speed was more than 8 m/s
throughout the months of July and August. The maximum power can be generated
during these periods.

TABLE 5.1

Description of Dataset

Data features Count Mean Std. mean 25% 50% Max

Ambient temperature 4409 29.15 4.64 25.61 28.70 42.40

Rotor RPM 4409 9.25 4.81 8.08 9.61 16.07

Wind direction 4409 201.06 85.39 160 182 357

Wind speed 4409 5.60 2.50 3.65 5.30 22.97
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FIGURE 5.6 Monthly wind speed.
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FIGURE 5.8 Monthly wind speed.

5.4.2 DATA PrRe-PROCESSING

Data pre-processing entails data cleansing and outlier detection. Dealing with anom-
alous data samples in the original wind data is outlier detection. The number of null
samples for each feature after and before data pre-processing is shown in Table 5.2.

The wind speed of more than 20 m/s is an outlier point, and it can give false
results and affect the prediction accuracy. Dropping this value from the dataset will
give good prediction accuracy.
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TABLE 5.2
Null Data Samples Count
Features Before After
Ambient temperature 24407 0
Rotor RPM 56097 0
Wind speed 45946 0
Wind Direction 23629 0
Date-Time 0 0
+
20
< 15
3
o
w2
o
=]
'§ 10
S
0

FIGURE 5.9 Outlier points of wind speed.

5.4.3 RELATIONSHIP LEARNING

A heat map for the relationship between the input feature and output variable is given
in Figure 5.10. It shows that rotor RPM is positively related to wind speed and wind
direction. The ambient temperature is negatively related to wind speed, rotor RPM
and wind direction.

5.4.4 PERFORMANCE MATRIC

To evaluate the developed model’s accuracy, a number of assessment criteria are
used. The Mean Squared Error (MSE), Mean Absolute Percentage Error (MAPE)
and Root Mean Square Error (RMSE) [29, 30] are commonly used metrics for
determining the aims and outputs. Accuracy is higher when MSE is smaller. Cross
Validation Score (CVS) is also used to validate machine learning methods. The list
of performance indications used in this chapter is shown in Table 5.3.
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TABLE 5.3
Equation for Performance Measure
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TABLE 5.4

Forecasting Results of Different Model

Performance matrix (Accuracy) LR DTR RFR xGBoost
Mean Square Error 1.659 0.988 0.565 0.548
Root Mean Square Error 1.288 0.994 0.746 0.740
Mean Absolute Error 0.882 0.566 0.434 0.428
Mean Absolute Percentage Error 18.558 11.815 9.153 8.994
R square error is 0.635 0.839 0.902 0.906
TABLE 5.5

Cross Validation Score of Different Model

CVsS 1st 2nd 3rd 4th 5th Percentage
LR 0.680 0.720 0.718 0.456 0.790 67.3%
DTR 0.834 0.786 0.829 0.674 0.870 79.9%
RFR 0.905 0.874 0.883 0.768 0.940 87.4%
xGBoost 0914 0.876 0.885 0.785 0.946 88.1%

Where y, and Yipredicred AT€ the ith actual value and corresponding predicted value.
N is the count of samples and K is the division of dataset. In this chapter, K is taken
as 5 for CSV.

Tables 5.4 and 5.5 exhibit the outcomes of the models used for wind speed/wind
power forecasting. It is clear that linear regression performs less well than other
alternative methods. Random forest regression and xGBoost perform effectively and
produce quality outcomes.

5.5 CONCLUSION

Wind energy exploitation and utilisation can help to mitigate energy shortages and
environmental pollution. The most direct way to use wind energy is to convert it to
electricity using a wind turbine and then integrate it to the power grid. However, the
intermittent nature of wind poses a significant threat to supply stability. To address
this issue, appropriate models for generating accurate wind speed/wind power fore-
casts must be developed. In this chapter, different Machine learning models are used
to forecast wind speed.

This study shows that linear regression is fast but gives low accuracy results.
The issue with the linear regression model is that it heavily depends on the rela-
tion between the input and output features. Random forest regression and Extreme
Gradient Boosting are observed as the best among the other illustrated algorithms.
These algorithms work well even when the dataset has missing values. The accuracy
of random forest regression increases when the number of input features increases.
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6 |OT Communication
Technologies

Dr Shaik Kareemulla and Dr Syed Khasim

6.1 THE INTERNET OF THINGS (10T): WHAT IS IT?

The “internet of things” (IoT) is a network of devices that can exchange data with one
another and potentially with remote cloud-based servers. Items with embedded soft-
ware and sensors, consumer goods, and mechanical and digital gear are a few exam-
ples of the kinds of things that can be a part of the IoT. Businesses of various sizes
and in a variety of industries are utilizing the Internet of Things to increase output,
customer happiness, and return on investment. Data can be moved over a network
via the Internet of Things [1] without requiring human or human-computer contact.

In the context of the IoT, “things” include the person wearing an implanted car-
diac monitor, the farm animal with a biochip transponder, the car with integrated
sensors alerting the driver to low tire pressure, and any other natural or artificial
object that can obtain an IP address and transmit data via a network.

6.1.1 How Doks THE INTERNET OF THINGS WORK?

In an IoT world, web-enabled smart devices use embedded systems, which are made
up of CPUs, sensors, and communication gear [2], to get information from their sur-
roundings, send it to other devices, and act on it.

When connected to an IoT gateway, sensors on IoT devices can transfer the data
they’ve collected to a central location. Data can be delivered to an edge device for
local analysis before being shared [1]. Bandwidth needs are reduced when data is
analyzed locally rather than being uploaded to the cloud.

A number of these gadgets can talk to each other and react to the information they
send and receive. The devices can be used by people, but most of the work is done
electronically to set them up, teach them, or look at their records, among other things.
IoT applications greatly affect the networking, gathering, and communication proto-
cols [2] that these web-enabled devices use. The application of Al and ML within the
IoT can also facilitate the simplification and adaptation of data collection procedures
in Figure 6.1 [3].

Data from sensors built into IoT devices is gathered by an IoT system and sent to
an IoT gateway before being sent to an application or back-end system for analysis.
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Collect data————» Collate and transfer data—»Analyze data, take action
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10T device 10T hub or business application
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(e-g., " > Back-end Systems
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FIGURE 6.1 Example of an IOT system.

6.1.2 WHy Is 10T IMPORTANT?

The Internet of Things makes daily life and productivity more efficient. For exam-
ple, consumers can benefit from IoT-enabled automobiles, smart watches, and home
thermostats. A person’s car could notify the garage to open when they pull up, the
thermostat could drop the temperature to a comfortable level, and the lights could
dim or change colour to welcome them home.

IoT is important not just for home automation but also for commercial enterprises,
thanks to the smart gadgets it delivers. It gives businesses an immediate picture of how
their systems function, from machine efficiency to supply chain and logistics management.

In a world where everything is connected, machines can do our dirty work for us.
Businesses may save money on labour, decrease waste, and provide better service
all by using automation. With the help of IoT, production and shipping costs can be
reduced, and businesses gain insights into their customers’ buying habits.

6.1.3  WHEN It CoMmes To BusINEsses, WHAT ARE THE ADVANTAGES OF 10T?

The IoT has several uses for businesses. Some benefits are exclusively applicable to
one industry, while others can be used in several. These are some of the most fre-
quently cited advantages for companies:

* Keeps an eye on things from a high level.

» Raises satisfaction levels for the company’s clientele.
e It helps you avoid wasting both money and time.

* Boosts efficiency and output from workers.

e Offers flexibility and integration for enterprises.

e It helps companies make smarter choices.

* Increases income.
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IoT provides organizations with the impetus and resources to re-evaluate and refine
their operations and methods.

Sensors and other Internet of Things devices are most used in the manufacturing,
transportation, and utility industries, but there are also growing markets for these
technologies in the areas of home automation and agricultural.

For farmers, the Internet of Things may make farming easier. By collecting infor-
mation on weather, humidity, temperature, and soil composition, IoT and sensors can
automate farming.

Infrastructure operations can be monitored with the use of IoT as well. Sensors,
for instance, can keep an eye out for anything that can undermine the integrity of a
building, bridge, or other infrastructure. Advantages include faster response times
to incidents, lower operational expenses, and a higher quality of service [4]. Using
the Internet of Things, a home automation company can keep tabs on and adjust the
home’s electrical and mechanical components. In a larger sense, smart cities can aid
residents in cutting down on garbage and utility bills. The IoT affects every sector of
the economy.

6.1.4 THE INTERNET OF THINGS: PrROS AND CONS

The following are a few benefits of the IoT:

» Allows users to get their hands on data whenever and wherever they want it.

» Facilitates enhanced interaction between electrical gadgets.

* Allows data packets to be sent and received through a network, which can
be a time- and cost-saver.

e It helps consumers and producers by compiling massive volumes of data
from a variety of devices.

* Reduces the quantity of information that must be uploaded to the cloud by
performing analysis locally.

* Reduces the demand for human labour while simultaneously enhancing a
company’s service quality through automation.

* Allows for more consistent and efficient healthcare delivery.

Amazon is well-represented in the cloud computing industry by means of Amazon
Web Services (AWS) IoT. This framework was created to provide rapid and secure
connectivity between intelligent devices and the Amazon cloud, enabling them to
exchange data.

Arm microcontrollers can be used to build Internet of Things applications via
the open-source Arm Mbed IoT framework. By merging Mbed services and tech-
nologies, this Internet of Things platform provides IoT devices with a scalable, net-
worked, and secure environment.

The Microsoft Azure IoT Suite platform is a collection of services that let custom-
ers interact with their IoT devices, process and receive data, and view data process-
ing activities that are beneficial to businesses, like aggregation, transformation, and
multidimensional analysis.
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The Calvin open-source Internet of Things platform from Ericsson is designed for
developing and administering distributed applications that enable device-to-device
communication.

Calvin provides a runtime environment and programming framework for creating
and running IoT applications for businesses and consumers.

The Internet of Things offers a wide range of real-world applications, from con-
sumer and commercial to institutional and industrial.

Among the sectors that stand to gain from the IoT are automotive, communi-
cations, and energy. With “smart homes” that include appliances and thermostats,
customers may use their computers or mobile devices to remotely monitor and con-
trol their home’s electronics, lighting, and temperature from anywhere. Wearable
technology that has sensors and software built in can collect and analyze user data
and share that data with other technologies to enhance the user experience. In public
safety, wearables are used to monitor the health of first responders in dangerous situ-
ations, such as during construction or fires, or to improve their response times during
emergencies. By analyzing the data generated by IoT devices, healthcare providers
may keep a closer eye on their patients.

Inventory management of drugs and medical equipment is only one example
of how frequently IoT technologies are used in hospitals. One way in which smart
buildings save money is by employing occupancy sensors to adjust the heating and
cooling accordingly. Sensors can determine when a room is full and activate the air
conditioner or when the office is empty and reduce the temperature accordingly.
Connected sensors in smart farming systems built on the IoT can keep an eye on
the field’s illumination, temperature, humidity, and soil moisture. Automating irri-
gation systems is another useful application of IoT. Two examples of IoT sensors and
deployments that can improve sanitation, lessen traffic, monitor and manage envi-
ronmental concerns, and inform citizens are smart meters and lighting.

6.1.5 PRrOBLEMS IN PROTECTING USER DATA AND ENSURING
Device INTEGRITY IN THE lOT

In 2016, one of the most publicized Internet of Things assaults ever occurred. The
domain name server provider Dyn was compromised by the Mirai botnet, which led
to significant downtime. Insecure Internet of Things (IoT) devices were exploited by
attackers to obtain access to the network. Even now, Mirai is being refined to become
one of the most devastating DDoS attacks ever witnessed.

Owing to the interconnectedness of IoT devices, an attacker can corrupt all the
data and destroy the system with just one security flaw [4, 5]. When manufacturers
don’t provide regular updates for their products, hackers can exploit those products.
Hackers are interested in personal data that linked devices frequently seek, such as
names, ages, addresses, phone numbers, and even social network profiles.

However, hackers aren’t the only cause for fear when it comes to the IoTl.
Companies involved in the production and distribution of consumer IoT devices
might, for instance, harvest and resell users’ personally identifiable information.
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6.2 CONNECTIVITY INTHE IOT

Connected devices over the internet can share information and carry out activities
autonomously thanks to the IoT. Electronics, software, a network, and sensors all
play a role in facilitating communication with these gadgets. To ensure the success of
an IoT product or project, it is crucial that connected devices be able to communicate
with one another.

6.2.1 Some ExampLes oF loT CoMMUNICATION TyPes ARE LisTeD HERE

6.2.1.1 H2M (Human to Machine)

Here, a person provides directions to an IoT gadget in the form of data (spoken/writ-
ten/visual/etc.). Machines that are part of the IoT, such as sensors and actuators, can
take human input, process it, and give feedback in the form of text or a graphical user
interface. This is quite helpful because machines like this help people with every-
thing. It’s a combination of software and technology that allows a person to work in
tandem with a machine to get something done, which is shown in Figure 6.2.

The advantages of this H2M include its straightforward interface and the ease
with which it can be accessed by the user. Faster reaction times to problems mean
less downtime. It has several customizable options and features.

* Instances include face recognition systems.
* Sign-in with biometrics.
* Recognizing a person’s speech or voice.

FIGURE 6.2 H2M communication.
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6.2.1.2 Machine-to-Machine (M2M)

The process of sending messages or data between two or more computers or devices is
referred to by this term. It is the exchange of physical objects with one another that does
not need a middleman. M2M communication is sometimes referred to as machine-type
communication by the 3GPP. Here, machines talk to one another through the exchange
of preprogrammed data. For machines to talk to one another, they need instructions.
Here, people talk to each other without actually talking to each other. Both wired and
wireless connections can be used to link the machines. An M2M connection is a direct
link established between two network nodes to facilitate data transmission across pub-
lic networking protocols such as Ethernet or cellular. IoT builds upon the foundations
of M2M by connecting disparate electronic devices into vast “cloud” networks that
exchange data and instructions via remote servers, shown in Figure 6.3.

M2M’s benefits include its ease of administration and ability to operate over cel-
lular networks. It can be applied in multiple contexts and facilitates hands-free com-
munication between intelligent objects. The M2M contact facility is the best place to
address security and privacy concerns related to IoT networks [6, 7]. Large-scale data
collection, processing, and protection are feasible. Nevertheless, a disadvantage of
cloud computing in M2M is that it restricts flexibility and creativity. The safety and
ownership of the data are of paramount importance. Interoperability between cloud
and M2M IoT solutions presents a significant hurdle. Connectivity between M2M
devices requires constant access to the internet.

Clothes washed or dried in a smart washing machine, for instance, will trigger
an alert on the owner’s smartphone. Smart meters can monitor and report on energy
consumption in homes and businesses.

6.2.1.3 Machine to Human (M2H)

Here, the machine communicates with people. The machine initiates communication
(text, images, audio, or visual signals) in response to or independently of human
presence. This mode of interaction is typically employed in settings where machines
assist people in doing routine tasks. It’s a method of collaboration in which people
use machines and smart technologies to get things done, as shown in Figure 6.4.

S0

Phone

Smart Meter

FIGURE 6.3 M2M communication.
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FIGURE 6.4 M2H communication.

6.2.1.3.1 Examples
Traffic flow lights, fitness bands, fire alarms, and health monitoring equipment.

6.2.1.4 Human to Human (H2H)

Humans use a wide variety of methods, including verbalization, graphical represen-
tation, facial expression, and bodily language, to convey meaning to one another.
Without human intervention to quickly address and manage issues, obstacles, and sce-
narios, it will be impossible to realize the anticipated benefits of M2M applications.

Human-to-human (H2H) communication refers to the transfer of data or messages
between individuals. This can be accomplished in several ways, including through
spoken, nonverbal, and written exchanges shown in Figure 6.5.

The Internet of Things devices communicate with one other via a multitude of
protocols. The shared data amongst IoT-connected devices is safeguarded by these
protocols, which are communication techniques via technology such as Wi-Fi,
Bluetooth, ZigBee, and so on.

Protocols for Interoperability in the Internet of Things: In this part, we
will go into detail about the various methods of communication. Figure 6.6
depicts two common classifications for IoT communication protocols: (1)
LPWAN and (2) short-range network.
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FIGURE 6.5 H2H communication.

10T Communication Protocols

Lower Power Wide Area Network (LPWAN) Short Range Network

6LoOWPAN

SIGFOX

BLUETOOTH

CELLULAR | zceee

RFID

NFC

ZWAVE

FIGURE 6.6 LPWAN.

Sigfox I.I.A: SigFox is a low-energy technology [8,9] that facilitates M2M and
wireless sensor network communication. It’s possible to send small data
packages up to 50 kilometers. SigFox employs ultra-narrow band (UNB)
technology. This technology has an extremely low battery capacity; there-
fore, data transfer rates are limited in the range 10 and 1,000 bits per second.
Smart meters, environmental sensors, agribusiness, safety devices, smart
lighting, and patient monitoring all make use of near-field communication
(NFC) technology.
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Tissue Type IL.I.B: IoT applications that need to function across greater dis-
tances and make use of large amounts of data should take advantage of
cellular technology. Cellular connection technologies such as GSM, 3G,
and 4G may provide a stable and fast internet connection. It does, how-
ever, demand a lot of energy to operate. Therefore, it cannot be utilized for
exchanges over regional networks or even machine-to-machine networks.
Cellular communication protocol is widely utilized, particularly in situ-
ations where mobile devices are the focus. Multiple types of technology
influence the structure of cells [8, 10, 11].

6.3 LIMITED-DISTANCE NETWORK
6.3.1 6LOWPAN

6LoWPAN is the first and current standard for IoT communication protocols since
it is an IP-based standard internetworking protocol. It can talk to any other IP net-
work without the help of any adapters, gateways, or proxies. This standard was cre-
ated by the Internet Engineering Task Force (IETF) to make it easier to use IPv6
over IEEE802.15.4-based low-power wireless networks. The maximum number of
IP addresses it can handle is 2128, which is plenty. The reason for this is to accom-
modate addresses of varied lengths. It uses very little power and costs very little
to operate. Many network architectures, such as mesh and star, are supported by
6LoWPAN. 6LoWPAN includes an adaptation layer between the MAC and network
layers to handle interoperability between IEEE 802.15.4 and IPv6. Figure 6.2 shows
that compared to 6LoWPAN, ZigBee is the superior option. The physical layer pro-
tocol used by both systems is IEEE 802.15.4 [12-16].

6.3.2 ZIGBEE

To put into practice the IEEE802.15.4 standard for low-power wireless networks, the
ZigBee Alliance created the ZigBee protocol. ZigBee was designed to standardize
the usage of small, low-power digital radios capable of long-range data transmission,
enabling the cheapest possible implementation of personal area networks. Also, it
will be utilized in applications that can’t handle a lot of data, need a lot of battery
life, and need to be able to trust their network. ZigBee additionally supports several
network topologies [8, 12], including mesh, star, and tree topologies.

6.3.3 BLE

Bluetooth Low Energy, or BLE for short, is a crucial protocol for IoT use. It has been
optimized for low-latency, low-bandwidth Internet of Things use. BLE traditional
Bluetooth has many benefits, including low power consumption, quick setup, and the
capability for an infinitely large number of nodes in a star network topology [8, 12].
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6.3.4 RFID Gen I

RFID standards have been developed by a wide variety of organizations, includ-
ing the International Organization for Standardization (ISO), the International
Electrotechnical Commission (IEC), ASTM International [17, 18], the DASH7
Alliance, and EPC-Global. In radio frequency identification systems, the RF tags uti-
lized are small radio frequency transponders. Since this tag has been electronically
programmed with the necessary information, it may be read from a considerable dis-
tance. RFID tag systems can use either an active reader tag system or a passive reader
tag system for reading the tags. Passive tags can function at lower frequencies and
are less expensive to manufacture than their active, battery-powered counterparts.
There is a delay in getting the measurement and diagnostic data using RFID because
the data is static and must be entered into the tag. Smart retail, healthcare, national
security, and agriculture are just a few examples of IoT applications that make use
of RFID technology. RFID enables a network to have a decentralized, peer-to-peer
structure [9, 19, 20].

6.3.5 NFCII

Data can be transferred between two devices utilizing near-field communication
(NFC) when they are within a few inches of one another or can be touched. Similar
technology underpins both RFID and NFC. Identification plays a secondary role as a
high-tech form of two-way communication. Although NFC tags can retain informa-
tion, they have a limited storage capacity. This tag can be written to by the device at
a later time, unlike RFID tags, which are read-only and cannot be updated. Reader/
writer, active card emulation, and passive peer-to-peer are the three basic uses for
near-field communication. NFC technology has found widespread use in contactless
payment systems, industrial applications, and mobile phones. Similarly, NFC makes
it easier to set up and manage IoT devices in a variety of environments, such as the
home, the office, and the factory. The NFC peer-to-peer technique of device pairing
is convenient [9, 12, 19-23].

6.3.6 Z-WAave

Zensys’ low-power MAC protocol, which makes use of wireless home automation to
link 30-50 nodes, has been utilized for Z-Wave IoT communication, especially in the
smart home and small business domains [24, 25]. This technology allows for point-
to-point communications up to 30 meters in range, with data packet speeds of up to
100 kbps. Because of this, IoI-based energy, lighting, and healthcare management
systems can greatly benefit from the usage of condensed communications. There is
always a master and a slave in a Z-Wave network. Slave nodes are inexpensive but
passive devices that can only receive data. Only other networked devices may send it
commands, and it must obey those commands in order to function. Z-Wave networks
facilitate the mesh topology [26—28].
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6.3.6.1 loT Communication Protocols: A Comparative Study
of the Third Generation

This section’s goal is to give researchers a roadmap for choosing the most effective com-
munication protocol by contrasting the available options. The many means of communi-
cation are compared using a wide variety of parameters. Standards, networks, topologies,
voltages, ranges, cryptography, spreading, modulation types, coexistence mechanisms,
security, power consumption, and more are all taken into account when covering IoT IP.

6.4 10T IP COVERAGE [29]

There is a high level of security across all nine approaches because of built-in mech-
anisms for user authentication and data encryption. All the wireless networking pro-
tocols (6LoWPAN, ZigBee, BLE, NFC, and Z-Wave) that operate in counter mode
employ the Advanced Encryption Standard (AES) block cipher[30, 31, 23]. But RC4
is what you will find in cellular and RFID systems. However, several significant
problems were discovered. In contrast, AES is substantially more secure than RC4.
When compared to AES, RC4’s speed is far more impressive.

Low-power wireless networking technologies include 6LoWPAN, ZigBee,
Bluetooth Low Energy, Z-Wave, and Near-Field Communication. This means that it
can function on less energy. However, there are additional considerations, such as the
energy consumption of portable devices.

For 6LoWPAN, ZigBee, BLE, NFC, SigFox, and Z-Wave, it is less than or equal to
1 Mbps. In contrast, RFID has a staggering data transfer rate of 4 Mbps. The coverage
areas for SigFox and cellular networks are larger than a few kilometres. On the other
hand, the ranges of technologies like 6LoWPAN, ZigBee, BLE, NFC, Z-Wave, and
RFID [32-34] are typically between a few hundred metres and a few kilometres at most.

When comparing IoT communication technologies, 6LoWPAN [10, 15] stands
out as the leader because it is IP-based WSN. IPv6’s vast address space for data and
information collection makes it simple to set up a large number of smart devices over
the internet. This is feasible due to several features, including low bandwidth require-
ments, scalability, low cost, low power consumption, and the availability of different
topologies like star and mesh [35, 36].

6.5 SUMMARY

The IoT network incorporates a variety of wireless technologies, each with its own
set of requirements and benefits. However, it may be difficult to identify the best
alternative. The question that needs answering is, “Which platform is best for my
particular application?” The purpose of this study is to accomplish this by comparing
and contrasting the most popular IoT communication protocols. Many different met-
rics are used to assess the efficacy of various communication tools. Some examples
of such elements are network topology, power, range, cryptography, spreading, mod-
ulation type, mechanism coexistence, and power consumption. Building on existing
work, future studies will investigate IoT apps and IoT security methods for real-time
detection of IoT assaults, including unique IoT risks, and user notification.



86

Al for Climate Change and Environmental Sustainability

REFERENCES

1.

2.

3.

10.
11.

13.

14.

15.

16.

17.
18.

19.

L. Tan and N. Wang, “Future internet: The internet of things”, Advanced Computer The-
ory and Engineering (ICACTE) 2010 3rd International Conference, pp. 5-376, 2010.

I. Strategy and P. Unit, ITU Internet Reports 2005: The internet of things. Geneva: Inter-
national Telecommunication Union (ITU), 2005.

S. J. Bigelow, Ultimate IoT implementation guide for businesses. London: IoT Agenda,
2021.

. X. Li, Z. Xuan and L. Wen, “Research on the architecture of trusted security system

based on the internet of things”, Intelligent Computation Technology and Automation
(ICICTA) 2011 International Conference, pp. 1172-1175, 2011.

. M. Amin, M. Reaz, J. Jalil and L. Rahman, Digital modulator and demodulator IC for

RFID tag employing DSSS and Barker code. Journal of Applied Research and Technol-
ogy, vol. 10, no. 6, pp. 819-825, 2012.

. G. C. Garc’ia, I.LL. Ruiz and M. A. Gomez-Nieto, State of the art trends and future of

bluetooth low energy near field communication and visible light communication in the
development of smart cities. Sensors, vol. 16, no. 11, 2016.

. V. Alarcon-Aquino, M. Dominguez-Jimenez and C. Ohms, Design and implementation

of a security layer for RFID systems. Journal of Applied Research and Technology, vol.
6, no. 2, pp. 69-82, 2008.

. F. Samie, L. Bauer and J. Henkel, “IoT technologies for embedded computing: A sur-

vey”, Hardware/Software Codesign and System Synthesis (CODES+ ISSS) 2016 Inter-
national Conference, pp. 1-10, 2016.

. S. Al-Sarawi, M. Anbar, K. Alieyan and M. Alzubaidi, “Internet of Things (IoT) com-

munication protocols”, 8th International conference on information technology (ICIT),
pp. 685-690, IEEE, 2017, May.

L. Alliance, A technical overview of LoRa and LoRaWAN. White Paper, November 2015.
M. S. Hossen, A. F. M. Kabir, R. H. Khan and A. Azfar, Interconnection between
802.15. 4 devices and IPv6: implications and existing approaches. arXiv preprint
arXiv:1002.1146, 2010.

. J. Granjal, E. Monteiro, and J. Sa Silva, “Security for the internet of things: A survey of

existing protocols and open research issues,” in IEEE Communications Surveys Tutori-
als, vol. 17, no. 3, 2015, pp. 1294-1312.

A. Mart’inez Aragues, 1. Del, P. Valle, P. Munoz, J. Escayola and J. D. Trigo, Trends in
entertainment home automation and e-health: Toward cross-domain integration. IEEE
Communications Magazine, vol. 50, no. 6, 2012.

A. Al-Fugaha, M. Guizani, M. Mohammadi, M. Aledhari and M. Ayyash, Internet of
things: A survey on enabling technologies protocols and applications. IEEE Communi-
cations Surveys & Tutorials, vol. 17, no. 4, pp. 2347-2376, 2015.

A. B. Ab Rahman and R. J. Azamuddin, Comparison of internet of things (IoT) data
link protocols (pp. 1-21). Technical report, Technical report, Washington University in
St Louis, 2015.

C.-W. Lu, S.-C Li and Q. Wu, “Interconnecting ZigBee and 6LoWPAN wireless sensor
networks for smart grid applications”, Sensing Technology (ICST) 2011 Fifth Interna-
tional Conference, pp. 267-272, 2011.

A. Ahmad, Wireless and mobile data networks. Hoboken, NJ: John Wiley & Sons, 2005.
C. Gomez, J. Oller and J. Paradells, Overview and evaluation of bluetooth low energy:
An emerging low-power wireless technology. Sensors, vol. 12, no. 9, pp. 11734-11753,
2012.

R. Porkodi and V. Bhuvaneswari, “The Internet of Things (IoT) applications and com-
munication enabling technology standards: An overview”, Intelligent Computing Appli-
cation (ICICA) 2014 International Conference, pp. 324-329, 2014.



10T

20

21

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

Communication Technologies 87

. M. Paavola, Wireless technologies in process automation-review and an application
example. Oulu: Control Engineering Laboratory University of Oulu, 2007.

. A. Le, J. Loo, A. Lasebae, M. Aiash and Y. Luo, A study on QoS security threats and

countermeasures using intrusion detection system approach. International Journal of

Communication Systems, vol. 25, no. 9, pp. 1189-1212, 2012.

M. Zemede, Explosion of the Internet of Things: What does it mean for wireless devices.

New York: Keysight Technologies, 2015.

L. Alliance, A technical overview of LoRa and LoRaWAN. White Paper, November 20,

2015.

J. Hughes, J. Yan and K. Soga, Development of wireless sensor network using bluetooth

low energy (BLE) for construction noise monitoring. International Journal on Smart

Sensing and Intelligent Systems, vol. 8, no. 2, pp. 1379-1405, 2015.

R. Sanchez-Iborra and M.-D. Cano, State of the art in LP-Wan solutions for industrial

IoT services. Sensors, vol. 16, no. 5, 2016.

C. Goursaud and J. Gorce, Dedicated networks for IoT: PHY/MAC state of the art and

challenges. London: EAI Endorsed Transactions on Internet of Things, 2015.

C. Gomez and J. Paradells, Wireless home automation networks: A survey of architec-

tures and technologies. IEEE Communications Magazine, vol. 48, no. 6, 2010.

A. D. Rathnayaka, V. M. Potdar and S. J. Kuruppu, “Evaluation of wireless home auto-

mation technologies”, Digital Ecosystems and Technologies Conference (DEST) 2011

Proceedings of the 5th IEEE International Conference, pp. 76-81, 2011.

P. Friess, Internet of things: Converging technologies for smart environments and inte-

grated ecosystems. London: River Publishers, 2013.

P. Lopez, D. Fernandez, A. J. Jara and A. F. Skarmeta, “Survey of internet of things tech-

nologies for clinical environments”, Advanced Information Networking and Applica-

tions Workshops (WAINA) 2013 27th International Conference, pp. 1349-1354, 2013.

R. Tabish, A. B. Mnaouer, F. Touati and A. M. Ghaleb, “A comparative analysis of BLE

and 6LoWPAN for U-HealthCare applications”, GCC Conference and Exhibition (GCC)

2013 7th IEEE, pp. 286-291, 2013.

M. Kuzlu, M. Pipattanasomporn and S. Rahman, “Review of communication technolo-

gies for smart homes/building applications”, Innovative Smart Grid Technologies-Asia

(ISGT ASIA) 2015 IEEE, pp. 1-6, 2015.

S. S. I. Samuel, “A review of connectivity challenges in IoT-smart home”, Big Data and

Smart City (ICBDSC) 2016 3rd MEC International Conference, pp. 1-4, 2016.

U. Raza, P. Kulkarni and M. Sooriyabandara, Low power wide area networks: An over-

view. IEEE Communications Surveys & Tutorials, vol. 19, no. 2, pp. 855-873, 2017.

T. M. Shah. Shreya, Security of NFC Data. International Journal of Advanced Research

in Computer Science and Software Engineering, vol. 6, n.d.

V. Alarcon-Aquino, M. Dominguez-Jimenez and C. Ohms, Desing and implementation

of a security layer for RFID systems. Journal of Applied Research and Technology, vol.

6, No. 2, pp. 69-82, 2008.



7 Machine Learning
Models for Intelligent
Hazard Management

Priyadharshini Ravi and Dr. Senthil Janarthanan

7.1 INTRODUCTION

In today’s world, where everything is constantly changing and connected, man-
aging hazards has become a crucial aspect of our lives. It is essential to predict,
evaluate, and respond to various hazards in order to protect people, assets, and the
environment. Machine learning models are algorithms that can identify patterns or
make predictions on unseen datasets. They can be used to forecast extreme events,
develop hazard maps, detect events in real-time, provide situational awareness and
more decision support. By using these models, we can reduce the risk associated
with disasters and make our world a safer place (Cutter et al., 2008). The central
objective of hazard management is to minimize the impact of hazards and optimize
responses to emerging threats. It is a crucial challenge that transcends domains and
boundaries. In the environmental sphere, it involves predicting and alleviating natu-
ral disasters such as floods, wildfires, and earthquakes (Paton et al., 2008). Machine
learning provides a valuable, data-driven, forward-thinking, and flexible approach
to effectively dealing with hazards, making it an essential tool in the quest for intel-
ligent hazard management (Vaya et al., 2013). Machine language is a powerful tool
that can be used to enhance hazard management in several ways. Some of those
ways are improving the precision and timeliness of hazard predictions, recognizing
and evaluating susceptibilities to potential risk, efficiently distributing resources for
hazard prevention, readiness, response, and recovery, and enhancing collaboration
and information sharing among involved parties (Pradhan et al., 2019). The primary
objective of this chapter is to elucidate the intricate nexus between machine learning
and the field of hazard management. We will embark on a comprehensive explo-
ration of the foundational principles of machine learning, spanning the spectrum
from supervised to unsupervised learning techniques to the essential processes of
data acquisition and preprocessing. Our intellectual odyssey will progress with a
thorough and comprehensive analysis of predictive models and the indispensable
facet of anomaly detection, emphasizing their wide-ranging utility across diverse
hazard domains. Furthermore, we will conduct an in-depth examination of the
functions played by geospatial analysis and the critical support within the context
of machine learning models. Additionally, we will underscore the significance of
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human expertise in providing guidance and direction to these machine learning
systems. Our discourse will feature illustrative case studies hailing from diverse
domains, meticulously accentuating the achievements, obstacles, and knowledge
gleaned from these real-world applications. To conclude, we will embark upon a
forward-looking contemplation, delving into emerging trends and the dynamically
shifting challenges that lie ahead within the domain of machine learning for the
facilitation of intelligent hazard management. Through interdisciplinary collabo-
ration, ethical considerations, and innovative research, we envision a future where
machine learning is an indispensable tool in safeguarding our world from diverse
hazards (Gaber et al., 2005).

7.2  KNOWN HAZARD MANAGEMENT

Hazard management is a pivotal component in safeguarding the safety and welfare
of individuals, communities, and the environment. This section delves into the fun-
damental elements of hazard management, commencing with the importance of
proficient hazard management while examining the historical methodologies and
enduring hurdles linked to this critical domain.

7.2.1 DEerNING HAZARDS AND THEIR TYPES

Hazards are situations or occurrences that have the capacity to result in harm,
destruction, or negative outcomes. Generally, hazards are grouped into three pri-
mary categories:

7.2.2 NaTurAL HAZARDS

These hazards originate from naturally occurring processes and include events such
as seismic tremors (earthquakes), overflowing bodies of water (floods), powerful
tropical storms (hurricanes), violent wind funnels (tornadoes), large-scale forest
fires (wildfires), and volcanic eruptions (Perry & Lindell, 2008).

7.2.3 TecHNoLoGY HAzARDS

These hazards are associated with systems and activities created by humans, like
accidents in industrial settings, accidental releases of chemicals, incidents involv-
ing nuclear facilities, and failure in infrastructure, such as bridges or power grids
(Renn, O. 2008).

7.2.4 ENVIRONMENTAL HAZARDS

These hazards emerge as a result of environmental influences, such as the contami-
nation of air and water, the consequences of climate change, and the degradation of
ecosystems (Turner et al., 2010).
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7.2.5 IMPORTANCE OF EFrecTIVE HAZARD MANAGEMENT

Effectual hazard management is of paramount importance for a variety of reasons.
This encompasses:

Human Safety: The fundamental goal of hazard management is to ensure the
safety and welfare of people. This means that taking timely and well-suited
actions is absolutely essential for minimizing harm and saving lives when
hazardous events occur (Cutter, 2008).

Proper Protection: Hazard management aims to minimize damage to prop-
erty and critical infrastructure. This is crucial for upholding the financial
stability of regions and ensuring that communities can quickly bounce back
from adversity (Haimes, 2009).

Environmental Stewardship: A comprehensive approach to hazard manage-
ment involves considering the protection of the environment and its ability
to thrive over the long term (Mileti & O’Brien, 1992).

Resilience Building: Efficient hazard management strengthens the ability of
communities and regions to endure, react to, and recuperate from hazardous
events, making them more robust in the face of adversity (Paton et al., 2001).

It involves a range of activities, including taking steps to mitigate their impacts,
improving procedures and plans for responding to hazards when they occur and
while they occur in order to minimize damage and save lives, and rebuilding and
repairing damage caused by hazards (World Bank, 2014).

7.2.5.1 Historical Approaches and Challenges in Hazard Management

Historically, it often involved reactive responses to disasters. However, the field has
transitioned toward a more proactive approach, emphasizing preparedness and com-
munity engagement (Hewitt, 1983).

Resource constraints: when resources are scarce, this can hinder various aspects
of hazard management, including the ability to prepare for, mitigate, respond to,
and recover from hazards (Kapucu, 2008). The data and information challenges of
inadequate data and information can make it difficult to make informed decisions in
hazard management. Having gaps in what we know can be a stumbling block (Mileti,
1999). The complexity and uncertainty in which hazards are inherently intricate and
often accompanied by unpredictability adds to the difficulty of effectively managing
them (Smith & Wenger, 2007). The growing trend of urbanization and the impacts of
climate change are intensifying the effects of hazards, which means those strategies
for managing hazards must evolve to account for these changing conditions (Djalante
etal., 2018).

7.3 ELEMENTARIES IN MACHINE LEARNINGS

Machine Learning (ML) is a type of artificial intelligence (AI) that allows comput-
ers to learn without being explicitly programmed. ML algorithms can be used to
make predictions about new data. The primary objective is to enable computers to
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generalize from data and apply their knowledge to new, unseen data (Mitchell, 1997).
ML is typically categorized into three fundamental learning paradigms:

Supervised Learning: This category of machine learning techniques excels
in making predictions and classifications. The algorithms are trained on
meticulously curated datasets, where each data point is not only accom-
panied by its features but also by a designated target that represents the
desired outcome. In essence, supervised learning algorithms aim to estab-
lish a mapping from input data to known output, enabling them to provide
reliable predictions for a wide array of applications, from image recognition
to spam email filtering. The model learns to predict the output data for new
input data based on the training data.

Unsupervised Learning: This represents a unique realm within the machine
learning landscape. It navigates the complex territory of raw, unstructured
data space, striving to uncover inherent structure and patterns that may be
hidden from plain sight. These methods often serve as the backbone of data
preprocessing and feature engineering, including customer segmentation,
recommendation systems, and data compression.

Reinforcement Learning: Reinforcement learning takes a fundamentally dif-
ferent approach, resembling the learning process of a curious and adaptive
agent in an interactive environment. This type of machine learning involves
an algorithm, often referred to as an agent, that engages with its surround-
ings and learn to make decisions through a series of trials and errors. It is
relevant in scenarios like autonomous robotics, game playing, and recom-
mendation systems, where learning by interacting with the environment is
more effective than learning from static data. The model learns to maxi-
mize its reward over time (Goodfellow et al., 2016).

7.3.1 Key CoNcerTS AND TERMINOLOGIES

A dataset represents a structured collection of data points, each consisting of various
attributes. These features can be considered the specific characteristics that describe
each data point. A feature, in the context of data analysis and machine learning, is a
measurable property of a data point. For instance, in customer data analysis, features
may encompass variables like age, gender, purchase history, and any other relevant
data that characterizes each customer. The label corresponds to the anticipated or tar-
get outcome associated with a data point. A model is the result of training a machine
learning algorithm on a dataset. It embodies the algorithm’s learned understanding
of the patterns, relationships, and associations within the data. Training is the pro-
cess by which a machine learning algorithm is presented with a dataset to acquire
knowledge and insights. A prediction is the outcome generated by a trained machine
learning model when given new, previously unseen data. It represents the model’s
best estimate or inference based on the patterns it has learned from the training data.
Accuracy serves as a quantifiable measure of a learning model’s performance. It is
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usually expressed as a percentage and is a key metric in evaluating the effectiveness
of a model (Kumar, P. et al., 2021).

7.4 DATA ACQUISITION AND PREPROCESSING

Certainly, in more technical terms, data plays a foundational and indispensable
role in hazard management by serving as the primary raw material for advanced
information processing and decision-making. This data-driven approach relies on
state-of-the-art technology and methods to gather, process, and analyze informa-
tion. Data is the backbone of hazard management, offering insights and information
that enable early warning, risk assessment, and decision-making (Quarantelli, E. L.,
1998). Advanced predictive models, powered by big data and artificial intelligence,
can anticipate the course of hazards. These models are constructed with machine
learning algorithms and deep learning neural networks. In this high-technology
landscape, data is the raw material upon which intelligent algorithms, machine learn-
ing, and Al processes operate, enabling hazard management to reach unprecedented
levels of sophistication and precision (Mileti, D.S., 1999).

Data Sources: (Sensors, Satellites, Social Media, etc.)

Sensors are like high-tech scouts strategically placed in various locations, both
nearby and far away. These advanced scouts continuously collect and report infor-
mation about the environment in real-time. They tell us things like how hot or cold
it is, how moist the air is, whether the ground is shaking, or whether the air is safe to
breathe. This up-to-the-minute data is vital for keeping tabs on potential hazards and
managing them effectively (Turner et al., 2010). In satellites, we can think of satel-
lite-based remote sensing as a high-flying eye in the sky, providing a comprehensive
view of our planet. These satellites take pictures and collect information about what’s
happening on earth from their vantage point in space. They help us understand global
changes and potential dangers. The giant cameras in the sky snap pictures of the
Earth, showing us things like upcoming weather patterns, how we’re using the land
like agriculture or cities, if we’re cutting down too many trees, and even if natural
disasters like wildfires are occurring. This “big picture” perspective from space is
like a global monitor that helps us keep track of significant environmental changes
and potential risks worldwide (Kuenzer et al., 2014). Throughout and after hazard-
ous events, social media platforms have become valuable sources of data. They pro-
vide real-time information and user-generated content that can assist in assessing the
impact and response to disasters (Vieweg et al., 2010).

7.4.1 DATA PREPROCESSING TECHNIQUES

In data cleaning, data collected from various sources often contain outliers, errors,
or missing values. Techniques in data cleaning, such as imputation, detection, and
noise reduction, are applied to enhance data quality and reliability (Dasu & Johnson,
2003). Normalizing data involves scaling it to a standard range, typically between 0
and 1 or with a mean of 0 and standard deviation of 1. This step is crucial for ensur-
ing that features with different scales have equal importance during model training
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(Hastie et al., 2009). Feature engineering is the process of selecting, creating, or
transforming features to improve model performance. It involves identifying relevant
features, reducing dimensionality, and extracting valuable information from the data
(Koza, 1996).

7.5 PREDICTIVE MODELS FOR HAZARD FORECASTING

One of the basic applications of ML in intelligent hazard management is hazard fore-
casting. This division explores predictive models pre-owned for forecasting hazards,
focusing on supervised learning approaches, common algorithms, and case studies
demonstrating their use. A powerful approach in hazard forecasting is supervised
learning, where models are instructed legacy data that includes both accrual charac-
ter and corresponding hazard outcomes (Cutter, 1996). Some of the common algo-
rithms are regression models, where the goal is to estimate numerical values. The
linear and polynomial regression, and more complex variants like Support Vector
Regression (SVR), are applied to model kinship of features and hazard outcomes
(Hastie et al., 2009). In hazard forecasting the neural networks are mostly used in
deep learning techniques. In hazard data, Convolutional Neural Networks (CNNs)
and Recurrent Neural Networks (RNNs) can capture complex spatial and temporal
patterns (LeCun et al., 2015). Case studies demonstrate the use of Machine Learning
for weather, earthquake, and wildfire prediction.

7.6  ANOMALY DETECTION FOR EARLY WARNING

Anomaly detection is a critical aspect of intelligent hazard management, and this
section explores the role of anomaly detection for early warning, the requisition of
unsupervised learning for anomaly detection, detecting unusual patterns in data, and
its application areas like cybersecurity, identifying hazardous events, etc. In unsuper-
vised anomaly detection, the model identifies data points and patterns that deviate
notably from the norm without the need for labeled data (Markou & Singh, 2003).
Various machine learning and statistical techniques are employed to accomplish this
timely response and early warning of emerging hazards (Chandola et al., 2009). In
fraud detection, anomaly detection helps to identify unusual transactions that may
indicate fraudulent behavior (Bolton et al., 2002). In cybersecurity, it helps to iden-
tify suspicious activities within system logs and user behavior for preventing security
breaches (Mahmood et al., 2019).

7.7 RISK ASSESSMENT AND MITIGATION

Risk assessment requires the methodical appraisal of the potential impact and prob-
ability hazards which helps decisionmakers to understand the level of risk associ-
ated with specific hazards and prioritize actions accordingly (Turner et al., 2003).
Machine learning is increasingly applied to risk assessment, and models can analyze
vast datasets to identify patterns. Risk mitigation and preparedness embrace develop-
ing strategies to enhance community resilience and to reduce the impact of hazards.
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This includes measures such as infrastructure improvements and public awareness
campaigns to prepare for and respond to potential hazards (Paton et al., 2001).

7.8 REAL-TIME HAZARD MONITORING

Real-time hazard monitoring is pivotal for saving lives and property. It helps us
quickly and accurately spot dangers and create early warning systems, allowing peo-
ple to evacuate from risky areas in time. Machine Learning can help create real-time
hazard monitoring systems by using data that’s generated as it happens, like sensor or
social media data (Kumar & Maheshwari, 2021). These systems use algorithms that
can learn from this streaming data without needing to keep all the data in memory at
once. Fast learning is a challenge in creating computer programs that can swiftly and
correctly understand new data as it flows in, so we can spot hazards in real-time. In
handling big data, another challenge is building systems that can grow and manage
huge amounts of this continuous data effectively (Chapi et al., 2017).

7.9 GEOSPATIAL ANALYSIS AND HAZARD MAPPING

Geospatial data is information tied to particular places on Earth. It helps us study and
depict both natural and human-caused dangers. Geographic Information Systems
(GIS) are software tools for gathering, storing, and studying geospatial data. We
can blend GIS with machine learning to create solutions to manage hazards more
effectively (Pradhan et al., 2019). Certainly, in simple terms, spotting risk areas on
hazard maps help us find places prone to disasters, and this knowledge guides us in
creating plans to respond to emergencies. In resource allocation, it helps us decide
where to send help first. For instance, if a map shows areas prone to flooding, we
can send resources there promptly, informing the public. They enable us to set up
early warnings for dangers and tell people about the best ways to evacuate if needed
(United Nations Office for Disaster Risk Reduction UNISDR, 2015).

7.10 HUMAN-CENTRIC APPROACHES AND DECISION SUPPORT

When it comes to intelligently managing hazards, human knowledge and skills are
still critical, and this section discusses how experts play a key role, how machine
learning aids decision-making, and why it’s crucial to have humans overseeing auto-
mated systems to make ethical and accurate choices (Paté-Cornell, M.E., 2012).
Human experts are vital in managing hazards; they bring knowledge, experience,
and understanding of the local situation to make important decisions, interpret data,
and ensure a successful response to dangers (Kusiak, 2009). In smart hazard man-
agement, being ethical is vital. Human-in-the-loop systems make sure that people
are still in charge and keeping an eye on automated processes. This stops us from
depending too much on computer algorithms and helps avoid any unfairness or mis-
takes that might come up (Lepri ef al., 2017).
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7.11  CASE STUDIES AND APPLICATIONS

In this part, we’ll explore detailed real-life examples of how machine learning has
been used in different areas of hazard management. These case studies will showcase
where it’s worked well, the obstacles faced, and the valuable lessons we’ve gained
from these experiences. Machine learning is helping healthcare by forecasting dis-
ease outbreaks, spotting illness early, and effectively managing resources. For exam-
ple, it’s used to predict the spread of infectious diseases like COVID-19 (Bansal
et al., 2016). In the financial world, machine learning is used to evaluate risks, catch
fraudulent activities, and analyze market trends. For instance, it has greatly improved
spotting fraud in credit card transactions (Dal Pozzolo et al., 2015). Machine learning
is also used for early warnings and keeping an eye on environmental catastrophes. Case
studies might delve into how it’s used to predict and respond to things like earthquakes,
floods, and wildfires (Schmidt et al., 2018). Machine learning in hazard management
has achieved more accurate predictions, quicker responses, and better resource use.
Problems like unreliable data, understanding how the models work, and making sure
they’re fair and unbiased are challenges. We’ve learned that teamwork between differ-
ent fields is key, getting the right data and preparing it well matters, and we need to
keep checking and adjusting our models as things change (Xiong et al., 2015).

7.12 FUTURE TRENDS AND CHALLENGES

As sensors become more advanced and affordable, they will provide a broader range
of data, improving the accuracy and depth of hazard assessments in areas like envi-
ronmental monitoring, healthcare, and infrastructure. Techniques like convolutional
neural networks (CNNs) and recurrent neural networks (RNNs) are gaining traction
for handling complex spatial and temporal data. They show promise in various haz-
ard prediction and monitoring applications. Privacy concerns drive the adoption of
federated learning, where machine learning models are trained using decentralized
local data sources, without sharing raw data. This approach preserves data privacy
while supporting collaborative model training. The ongoing challenges are data pri-
vacy as the collection and sharing of sensitive data raise privacy concerns. Many
machine learning models, especially deep learning ones, are considered ‘“black
boxes” because their decision is a challenge. As datasets grow in size and complex-
ity, ensuring the efficient scalability of machine learning models becomes crucial.
Addressing biases inherited from training data in machine learning models is an
ongoing concern to prevent unfair or discriminatory outcomes. Adapting to these
emerging trends and effectively addressing these ongoing challenges is vital in shap-
ing the future of machine learning in hazard management, ensuring that intelligent
systems can efficiently and ethically protect communities from various hazards.

7.13 CONCLUSION

The marriage of machine learning and intelligent hazard management represents
a dynamic and ever-evolving partnership that holds immense potential for creating
safer, more resilient communities. By embracing these technologies, interdisciplinary
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collaboration, ethical considerations, and innovative research, we are poised to build
a future where machine learning plays a pivotal role in protecting our world from a
multitude of hazards.
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8 Optimal Dispatch of
Distributed Renewable
Energy Sources in
Isolated Microgrid
System Exploiting
Metaheuristic
Optimization Algorithms

Anirudh Kumar Verma, Prakash M and Shakila B

8.1 INTRODUCTION

Renewable energy sources are fundamentally unpredictable. The optimal utilisa-
tion of available resources to fulfil increased electricity demand showed the need
for renewable energy sources to be integrated. A microgrid is a programmable
entity made up of interlinked loads and distributed energy supplies. The differences
between conventional power networks and microgrids are significant: the yielded
abilities to generate electricity from micro-sources are substantially lower when
compared to what a conventional power plant can produce. Microgrid enterprises
are often closer to the client mass, resulting in lower transmission line damage. It is
more reasonable for a microgrid to supply energy to remote regions, while it is nearly
impractical for the national lattice. Microgrids, when adequately incorporated, can
help provide the adaptability and reliability required to fulfil the demand for a steady
supply of electricity in the foreseeable future. Most of the time, individual micro-
grids will function in a grid-tied manner, with supply flowing both ways between
the microgrid and the adjacent network. A paralleled bilateral link can help meet
functional objectives including enhanced reliability, cost savings and energy source
heterogeneity. The ability to operate independently of the grid enhances reliability
and enables a standby or emergency mode of functioning [1].

Microgrids can be run in synchrony along the electrical grid as well as with stand-
alone off-grids. Numerous research groups have undertaken extensive research to iden-
tify the significance and benefits of microgrids. Even while the underlying principles
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of microgrids are well understood, their application, particularly in the case of remote
microgrids, is not always equally understood. So much research has gone into grid-
connected microgrids that there is still a lot of room for isolated MG research.
Furthermore, the cost-effectiveness of the MG system setup is a major concern for real-
time implementation.

A battery-powered energy storage system minimises the microgrid’s fuel costs by
retaining extra power from non-conventional renewable resources and transferring
it into the electrical grid as needed. The working status of the generating units will
be defined by Unit Commitment. The appropriate allocation of power requirements
across committed generators is critical for lowering overall fuel costs associated with
meeting load demand [2].

As of now, a considerable amount of research is being performed around MGs; for
example, an overview of microgrid issues as well as research findings in areas such
as distributed generation, MG economics, power electronics applications, MG opera-
tion and control, MG clustering, and protection and communication concerns is pre-
sented by Sina Parhizi et al. [3]. Economic consideration for a PV and Energy storage
system hybrid grid connected MG using few metaheuristic algorithms has been pro-
posed in [4]. An efficient planning for isolated MGs using hybrid AC/DC topology
and metaheuristic algorithms is presented in [5]. For these purposes, biogas genera-
tors are studied alongside prominent renewable sources such as wind generators and
photovoltaics for a certain yearly load profile. PSO, ABC, CS and PSO-CS Hybrid
algorithms were implemented and investigated to acquire the minimum TCOIL.

8.2 PROPOSED MICROGRID SYSTEM DESIGN

A proposed remote MG system comprises WTs, PVs, PV controllers, batteries, BGs,
inverters and demanded load.

8.2.1 PV MobEL

Climatic conditions have a huge impact on the output of a PV system. The National
Aeronautics and Space Administration (NASA) provides data on solar radiation.
Total energy generated per year (kWh/yr) and output power (kW) from a PV array
for a specific location can be estimated by the equations (1) and (2), respectively [6]:

GIM(H »
Eps =T 2o 1 Fors M)
GF
Poys =P R_STC D, G (1+6 (T, - Tref ) (@)
F.STC

where P, is the power output from the PV array and T, represents the total hours in a
year. P, ... is the maximum capacity of the PV system (W) at standard test conditions,
D, is the degrading factor (%), G, represents solar irradiation falling on the PV system
(kW/m?) and G,. s represents solar irradiation falling on PV system (KW/m?) at stan-
dard test conditions STC, T, and T, are the PV system temperature and STC tempera-

ture (in °C) respectively and 6 is the temperature coefficient of P, and D,.
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FIGURE 8.1 Diagram of the proposed microgrid.

8.2.2 WIND GENERATION MODEL

The output of a wind generator with a known shape and scale factor can be calcu-
lated by the average wind speed for a certain location at a given height using NASA’s
surface meteorological and solar energy data. The measured wind speed must be
adjusted according to the hub height (4, ,), which can be achieved using wind data
from NASA’s database using equation (3) [7]:

V= Vrefer {:hub Jﬁ (3)

refer

where v is the wind speed at the desired height, href” is the reference height, &, , is
the hub height and S is the shear exponent coefficient. The generally used value for
B is 1/7. Total Energy generated per year (kWh/yr) from a wind generator is esti-
mated by the following equation (4): [7]

EWG = Tvrhr: Z\‘/f::vf)of(v’ l//’p) (4)

where r,,are the hoursin ayear, (v, v  )represents the minimum and maximum
wind speed, P is the power output from the wind generator and f{,, p) indicates the
Weibull probability distribution function with scale parameter ¢ and shape param-

eter p.

8.2.3 BioGas GENERATION MODEL

Animal excrement, such as that of cattle, goats, horses, donkeys and mules, can be
used to determine biogas potential. Total Energy produced per day by the biogas
generator (kWh/day) is given by [8]:

EBIO = (TG * C"/BIO * rll)ie.felEng * nbiugus ) / 860 (5)
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where T is the Total biogas produced at a location (Kg/day) considering 70% collection
efficiency potential and biogas availability as 0.019% and CV,_ is the Calorific value of
biogas (4700 kcal/m?), n Dieseliing 1S Diesel engine efficiency considered equal to 25% and

Mpiogas is biogas generator efficiency considered equal to 95% [9, 10].

8.2.4 BATTERY BANK MODEL

Due to the intermittency of solar and wind generators, energy backup storage is required
to support MG. The capacity of battery backup (Ah) required is given as (6) [11].

ACL, *N
— daily auto (6)

dis

BB

ACL A%

daily = EDaily Sys (7)

where ACL , . is the Ah utilisation of daily load demand, £ Daily daily load demand in

daily

kWh, D, is the depth of discharge and N, is the autonomous day.

8.2.5 INVERTER MODEL

For remote MGs, standalone inverters are ideal. The number of required inverters
can be evaluated using the following Eq. (12):
N = PGen,max / PIVR.maJ (8)

IVR

where P, is the maximum power (kW) generated by the DERs of MG and P

Gen,max IVR,max

is the maximum capacity that can be produced by the inverter.

8.2.6 PV CONTROLLER MODEL

The MPPT controller is employed as a PV controller in this study, and it tracks
the PV array’s maximum power point during the day to supply the maximum solar
irradiation to the system. The number of controllers (N . .) required for a PV array
system is determined by using the following equations:

CNR

Prysmax = Novs ™ Poys g ©)
Posgmas =V * Lowg (10)
Ner = Povs r ! Peng max an
where P, is the rated power of the PV system at STC, N, is the total number of

PV arrays, I ., , represents the maximum current that can be handled by the controller
from PV array to battery and N, , indicates the number of required controllers.
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8.3 OPTIMAL SIZING PROBLEM FORMULATION

The optimal dispatch problem was created to reduce the total cost of the microgrid
while satisfying all constraints.

8.3.1 OsjecTive FUNCTION

To lower TCOI, the number of wind turbines, diesel generators, PV modules, con-
troller units, batteries and inverter units should all be appropriately selected. The
techno-economic information on the commercial components are utilised in this
investigation [10].

LI Mpysk yei
Minimize TCOI = Zkz] Ny Covg + Z,:] Ny6Cua
"B1om Nppy,
+ m=1 NBIOGENmCBIOGENm + le:] NBBpCBBp (12)

Mpysq "vRr
+ Z NCNRqCCNRq + Z r=1 NlVRr CIVRr

q=1

where TCOI = total cost of Investment, Ny = number of wind turbines, Ny
= PV modules, N, = batteries, Neoy = controller units, N, = inverter units and

INV
Ny 06exn = bi0 generator units, respectively. C,, ., C,,,.., C C,,, C.pand C, rep-

. WG’ T PVS? ) BIOGEN’ ~ BB’ ~ CNR
resent the TCOISs of the wind generator, PV system, bio generator, battery, controller
and inverter units respectively, and their values can be evaluated using the following

set of equations:

Wind Generator cost: C\.=C. ..+ Cp e+ T, C,we 13)

PV system cost: C v = C cappvs + C I TL,.feConm Pys (14)

Battery Backup cost: Cyy=C., b+ C, o+ Cp o Ny 5)

COSt Oflnverter: CIVR = CCapIVR + Clm'lVR + CRepIVRNReprR + ConleRTLt_'fe (16)
COntrOller cost: CCNR = CCapCNR + CIV[A‘CNR + CRepCNR NRepCNR + CconmCNRTLife (17)
BiOgaS Generator cost: CBIOGEN = CCapBIOGEN + CIﬂSBIOGEN + TLifeCOntIOGEN (18)

8.3.2 CONSTRAINTS

The objective function’s equality constraint (energy balance equation) and inequality
constraints are shown in the following equations:

E
Dem
ZA NWGEWG + Z,NPVS EPVS +Zm NBIOGEN EBIOGEN 2 y : (19)
MG

NMuc = Mg Neon Mimy Tw 20)
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where E, = energy demand, E, . = energy generated from wind, E, = energy
generated from PV modules, E, .. = energy generated from bio-generators,
Mysem = OVerall efficiency of the MG system, 1, = efficiency of inverter, 1 g = effi-
ciency of PV controller, n = efficiency of connection wires, 7, = efficiency of bat-
tery, SOC = state of charge of the batteries, P, , = output of the inverter, P, = output

of the controller and P, = maximum energy generated in MG.

8.3.3 ARrTIFICIAL BEE COLONY ALGORITHM

Karaboga proposed the Artificial Bee Colony (ABC) in 2005, which is based on
honeybee swarms’ intelligent foraging behavior. Honeybees hunt for the ideal nest
site among many options, balancing speed and accuracy. ABC was created by
observing the behavior of real bees when looking for nectar and sharing infor-
mation about food sources with the other bees in the hive. A strong example of a
swarm-based decision procedure is the group decision-making process utilised by
bees to find the best food resources among many solutions. Algorithm steps are
mentioned here [12]:

Initialising Step: The initial sources of food are provided at random using the
equation:

z, = Ib +rand (0,1)* (ub, — Ib,) @1)

where ub, = upper bound, /b, = lower bound, rand (0, 1) = random number within
the range [0—1].

Employed Bee Phase: The neighbour food source can be evaluated as
Omi = Zmi + Gmi (Zmi ki ) (22)

where i = parametre index, z, = food source, 6 = random number ranging from
[-1, 1].

Onlooker Bee Phase: The quantity of a food source is evaluated by its profitability
and the profitability of all food sources. Prof, is determined by the formula:

Prof, = fit, (z,)1 Y, fit, (z,) (23)

where fit (z )= fitness of 7, .

Scout Phase: The new output is randomly searched by the scout bees. The new
output of z_ will be discovered by the scout by using the expression:

z,, =l +rand(0,1)*(ub, —1b,) (24)

where rand (0, 1) = random number ranging from [0, 1], ub, = upper bound and
Ib, = lower bound.
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8.3.4 Cuckoo SEARCH OPTIMISATION

Cuckoo Optimisation was created by Yang and Deb in 2009, while Rajabioun created
the Cuckoo Optimisation Algorithm in 2011. The cuckoo search was first presented
as a technique for mathematical optimisation problems and continuous problems,
based on the nesting parasitism of cuckoo birds. Studies performed this algorithm
to the test on several well-known test functions, comparing it to PSO and GA, and
found that cuckoo search outperformed PSO and GA. Since then, the algorithm’s
creators and numerous researchers have applied it to optimisation problems with
encouraging results. Algorithm implementation can be done using the equations that
follow [11]. The formation of initial nests of swarm birds:

Nzol\ = round(zkmin + rand(zk,max - Zk,min )) (25)
where Nl.(?k is the variable’s initial value for the nest, (Zi i Zhmar) AT€ the variable’s
minimum and maximum permissible values and is a variable parametre having range
[0, 1]. Due to the discrete structure of the optimisation issue, the function is used for
generation of new cuckoo nests using Lévy flight. Except for the best, all of the nests
are relocated based on the quality of new cuckoo nests established by Lévy flights
from their original locations as specified.

N =N+ Astep(N; = N,').random (26)
where N/ denotes the present position of the nest, randnum is a random number

which is normally distributed and A is the step size factor. The position of the best
nest, N/, is determined via a random walk based on Lévy flight. Step length:

Sien = 4,,3 27)
v

where {3 is a chosen between (1, 2) and (u, v) and is obtained from normal distribution:

o - I'(1+B).sin(B, -2) 178
T\ I+ By 21.p2° 1" (28)
where I'(z) represents the gamma function and S € (1,2).
For each solution, the alien eggs are discovered using a probability matrix.p, =

1; randnum < p, (29)
0; randnum = p, 30)

where the probability of discovery is p . Through random walks with the following step
size, fresh created eggs of good quality will replace existing eggs from their current places:

S, = rand (N(randp,(n),:)— N(randp,(n),:)) 3D

len

N*'=N'"+S§, *P (32)

len m
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where randp is a random permutation function used for different rows’ permutation
applied on the nests’ matrix, and P _ is the probability matrix. The steps used to
discover the alien eggs and generate new cuckoos are alternatively performed until a
termination criterion is reached.

8.3.5 PSO-CS ALGORITHM

PSO-CS is a 2019 proposed algorithm [11] that integrates a swarm-based algorithm
(particle swarm optimisation) with a bio-inspired algorithm (cuckoo search). Initial
working of the algorithm till the updating and weight factor part is based on PSO
[13, 14] using equations (29) and (31) respectively. A Lévy flight approach is used for
updation of velocity, which can be illustrated from Eq. (52):

=W, +C @ L(t)(Ib,, - X, )+C, ®L(t)(gb,,)— X, ) (33)

vi,k+1

where Vi ,,kal.ka C/, lbl.y N Xi,k, C, 817& N Xi,k represents same as equation (32) while

L(t) represents Lévy flight parametre and € represents entry wise multiplication.

8.4 RESULTS AND DISCUSSIONS

The TCOL is evaluated using a yearly load profile over a 5-year period, with a project
life of 20 years. The amount of generating components required for the estimated
loading on the units based on simulation can be determined in a way that is retained
within defined restrictions whilst also satisfying the load requirement. A collection
of batteries has also been used to store extra energy if the generation exceeds the
load, and to deliver electricity if the load exceeds the generation. Inverter capacity
is determined by the quantity of batteries, while controller capacity is determined
by the PV generation. The Artificial Bee Colony (ABC) Optimisation Algorithm,
Cuckoo Search Optimisation Algorithm, and Particle Swarm-Cuckoo Search Hybrid
Algorithm have been used in the simulation, which was conducted in MATLAB.
Following that, the outcomes for various parameters are compared. The MG compo-
nents’ techno-economic data is taken from [11].

There will only be one optimal solution, and the solution space would have more
discontinuities because of the convex character of the objective functions and con-
straints. By precisely exploring the entire solution space, it is possible to avoid local
optima stalling. Convergence graphs for the producing unit’s TCOIs are shown in the
following. In scenario 2, the ABC optimisation algorithm was applied as shown in
Figure 8.2, and the simulation results for ABC show fast convergence, as shown in
Figure 8.2, avoiding falling into local minima due to the scouting phase. The TCOI
for generating sources is $ 277,876.57, while the TCOI for the entire MG system is
$322,018.74.

Scenario 3 comprises the implementation of the CSOA approach, and unlike PSO
and ABC simulation outcomes depicted in Figure 8.2, CSOA simulation results reveal a
slower convergence rate but a larger TCOI for producing sources ($ 269,317.99), which
is slightly higher than the PSO-CS hybrid approach, while the TCOI for the entire MG
system was $ 269,317.99, which was the least of all the approaches used. The probabil-
ity matrix approach could be the reason for the slower convergence rate. ABC is fast
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FIGURE 8.2 TCOI convergence curves for generating units.

converging while CSOA was slow converging, but gave better cost results for dispatching
parameters, i.e., for generation while TCOI for the overall MG was slightly higher than
the classic CSOA. TCOI for generating sources obtained was minimum $ 267,417.35
which is slightly less than the CSOA approach whilst suggesting a slightly higher value
of TCOI than CSOA. The TCOI for the entire MG system is $ 313,919.02, indicating
that the classical CSOA approach yielded optimal results for the current study.

Table 8.1 shows that if an optimisation method has a better balance between the
exploration and exploitation phases, the outcomes are substantially better. Optimal
dispatching for such an MG system is established using the metaheuristic algorithms
approach for MG components. Four different metaheuristic algorithms were imple-
mented amongst which paper proposes CSOA to determine the optimal minimal
total cost of investment for the proposed isolated microgrid. An improvement of
2.59% in not well defined between exploration and exploitation, its performance lags
behind that of other optimisation techniques.

8.5 CONCLUSION

The current study established an isolated microgrid system incorporating various
microgrid components including wind generators, photovoltaic systems, biogas gen-
erators, batteries, controllers and inverters. All the components were modelled and
system boundaries and constraints were discovered. The loading on different gener-
ating sources in TCOI can be observed using the CSOA technique when compared

to PSO.
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TABLE 8.1
Comparison of Results for Different Algorithms
Optimization Technique PSO[1] ABC CSOA PSO-CS
Generated Energy (kWh/yr) 323642.13 351922.60 335227.92 335082.43
Surplus Energy (kWh/yr) 2038.24 30318.72 13624.03 13129.05
Wind Generation (kWh/yr) 436.99 5649.57 5166.30 5422.16
PV Generation (kWh/yr) 165525.14 188593.03 224941.61 224540.27
BG Generation (kWh/yr) 157680.00 157680.00 105120.00 105120.00
TCOI for Generating units ($) 280913.48 277876.57 269317.99 267417.35
TCOI of MG ($) 322266.41 322018.74 311811.40 313919.02
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9 Leveraging Machine
Learning Models for
Intelligent Hazard
Management

Preethi Nanjundan, George Jossy P and Karpagam C

9.1 INTRODUCTION

Over the last 15 years, people in the majority of developed nations have grown increas-
ingly aware of the risks associated with technology, established new organizations
and initiatives to regulate it, and fundamentally altered the processes involved in the
development, manufacturing, and application of technology. More subtle threats will
come our way during the next fifteen years, tensions and inconsistencies will surface
in the new institutions, and we will continue to be astounded by the bizarre ways that
our technology inadvertently harms us [1].

As the name implies, hazard identification is the process of identifying and
characterizing dangers that have affected or may affect a focal region. Numerous
techniques, such as historical research, ideation, scientific analysis, and subject area
expertise, can be used to accomplish this. The following four steps are present in
nearly all HRM approaches, regardless of the procedures employed: [2]

¢ Determine the risks.

* Analyze the hazards associated with each listed danger.
¢ Examine how the various hazards relate to one another.
¢ Handle the risk of hazards according to priority.

Create a hazard profile to evaluate and examine a hazard more thoroughly. Profiles
are brief reports that include important details about the hazard, its existence in the
region of concern, and its nature. Examples of information that is frequently investi-
gated are the following: [2]

* A summary of the hazards’ general orientation;

¢ The location of the hazards within and around the study area, as well as the
spatial extent of their effects;

¢ The length of an event that the hazards causes; seasonal or other time-based
patterns that the hazards follow;
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* The speed at which an actual hazard event begins; and
¢ The availability of warnings for the hazards

Organizations face a wide range of risks in the fast-paced, globally connected world
of today, risks that can affect their operations, reputation, and long-term perfor-
mance. With its capacity for transformation, technology is now a crucial enabler for
proactive and efficient risk management [3].

9.2 RECENT PROGRESS AND APPLICATIONS
IN MACHINE LEARNING

Various machine learning and deep learning techniques are employed to support
disaster management throughout all stages. Support vector machines (SVM), Naive
Bayes (NB) techniques, decision trees (DT), random forests (RF), logistic regres-
sion (LR), and the K-nearest neighbor (KNN) clustering algorithm are examples of
machine learning (ML) techniques. Conversely, deep learning techniques encompass
various ANN architectures, including transformer architecture, generative adversar-
ial networks (GANSs), recurrent neural networks (RNNs), long short-term memory
neural networks (LSTM), convolutional neural networks (CNNs), and multi-layer
perceptrons (MLP) [4].

Large and complicated datasets can be used with the help of machine learning and
deep learning to create systems that can anticipate disasters, aid in their reaction and
recovery, and produce useful decision-support tools. These methods make use of the
capacity to work with many forms of data from various sources and spot patterns that
can reveal intelligence that would otherwise be impossible to reveal. Unmanned aerial
vehicles (UAVs), wireless sensor networks, social media, crowdsourcing, geographic
information systems (GIS), and satellite imagery are some of the sources of big data [4].

* Nowadays, in the era of various other emerging technologies, such as
unmanned aerial vehicles (UAV), Internet of Things (IoT), and satellite-based
technology, the network is becoming more autonomous. Such systems
require several local decisions to be made, such as bandwidth selection, data
rate selection, power control, and user association to a base station. We can
use ML algorithms to address these issues and lower human intervention in
uncertain and stochastic environments. To summarize, ML algorithms have
the following advantages over other existing technologies [5].

» Large amounts of data are quickly processed by ML algorithms, which can
then be used to spot trends. Additionally, the ML algorithms make it simple
to analyze different kinds of data. The popularity of machine learning has
also grown due to its everyday applications in areas like online customer
service, video surveillance, and traffic forecasting [5].

» Fake message detection can be aided by machine learning systems that rely
on rules. ML algorithms minimize the requirement for human decision-
making and intervention. These methods aid in the suppression of rumors,
particularly in the event of man-made disasters [5].
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¢ Asthe amount of data grows, machine learning algorithms typically perform
better. For instance, the predictive power of an earthquake prediction model
rises with the amount of data [5].

* Multidimensional data may be handled by ML algorithms, and they can
identify outliers in the dataset. Outlier analysis is a crucial method when
dealing with high threats. When we are attempting to predict extremely rare
events like disasters or pandemics, we should pay particular attention to
these outliers rather than eliminating them entirely [5].

* Various machine learning techniques can be used in these situations to make
decisions quickly and accurately. This chapter’s subsequent subsections
detail how these algorithms can be used to improve the accuracy of deci-
sions. These algorithms can reduce the need for human interaction and have
a wide range of applications. Furthermore, by identifying specific tenden-
cies, more accurate projections based on historical data can be made. These
algorithms can also be used to identify and disrupt the chain of infection
transmission [5].

9.3 HAZARD IDENTIFICATION AND DETECTION IN WEB PAGES

Through improvements in information retrieval, aggregation, and discovery, Web
2.0 has completely changed the web and how people use it. Improvements have also
been made in several other areas, including web technologies, apps, communication,
marketing, and sales, as well as content management and structuring. While these
advancements offer many advantages, they also jeopardize basic security and confi-
dentiality requirements. Organizations and laypeople are increasingly facing serious
security risks due to the vulnerabilities and security risks brought about by these
enhancements [6].

Phishing is becoming increasingly common because it’s so easy to deploy. Hackers
only need to copy a genuine website and deliver it to their victims via email, using social
engineering techniques to entice them in and win their trust. Hackers take advantage
of ordinary people’s ignorance about internet browsing and the function of a web
page’s universal resource location (URL). This feature makes it possible for hackers to
craft harmful URLSs, such as ones that are extremely lengthy or contain questionable
characters [7]. One kind of fraud to obtain user credentials is phishing. For financial
gain, the attackers obtain sensitive and private user data. Phishing is a widespread
issue that impacts various industries, including digital marketing, e-commerce,
banking, and online business. It is typically executed using cloned websites and
spam emails. The phishers steal users’ personal data while they browse the targeted
website [8].

A study compares the effectiveness of stacking models and supervised learning
techniques for identifying phishing websites. This study’s primary contribution is to
increase classification accuracy by using PCA-proposed features and stacking the
best classifiers. With the suggested features N1 and N2, stacking random forest and
Neural Network bagging performed better than all other classifiers, achieving 97.4%
accuracy [8].
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The data set of phishing websites is used for the research. 11,055 site hits and 32
pre-processed attributes make up the data collection. Usually, artificially taught mod-
els are used to extract these features. The validity and consistency of the extracted
traits are critical to the investigation. To assess the suggested method’s applicability
in a real-time situation, it might be integrated with different feature extraction meth-
ods in the future [8].

By examining the provided URLSs, the author offers a deep reinforcement learn-
ing-based model for identifying phishing websites. The model is capable of auto-
matically adjusting to modifications in the URL structure. It presents an automated
method for URL-based phishing detection based on reinforcement learning. In order
to make the system more dynamic, this deep learning version of the RL algorithm is
a complementary strategy to the current phishing detection approaches [9].

9.4 UNDERSTANDING RISKS IN ONLINE PAYMENTS

Frauds involving credit cards are simple and easy to target. Online payment options
have expanded due to e-commerce and numerous other websites, raising the possi-
bility of online fraud. Due to an increase in fraud, academics have begun to examine
and detect fraud in online transactions using a variety of machine learning tech-
niques [10]. Most people around the globe are aware of frauds because they have
been in the news for a few years due to various issues, primarily credit card fraud.
The credit card dataset exhibits a significant imbalance as a result of the higher pro-
portion of valid transactions relative to fraudulent ones. While certain on-card pay-
ments are safer due to banks switching to EMV cards, which are smart cards that
store data on integrated circuits rather than magnetic stripes, card-not-present fraud
rates have not decreased [10].

The researcher proposed a novel approach to fraud detection in which each card-
holder’s profile is created by extracting behavioral patterns from consumer groups
based on transactions. Subsequently, distinct classifiers are implemented on three dis-
tinct groups, and rating scores are produced for each classifier type. The system can
promptly adjust to new cardholder transaction behaviors as a result of these dynamic
parameter modifications. Afterwards, a feedback system to address concept drift
will be implemented. It has been found that the Matthews Correlation Coefficient
was the most effective metric for handling dataset imbalance. MCC wasn’t the only
option available. The classifiers were discovered to be operating more effectively
than previously by using SMOTE to balance the dataset. Using one-class classifiers,
such as one-class SVM, is an additional method of managing imbalanced datasets.
The last finding is that the algorithms that produced superior outcomes were random
forest, decision tree, and logistic regression [10].

9.5 CYBERTHREATS ONLINE

Social Engineering: Due to its reliance on human error rather than technological
flaws, social engineering is still one of the riskiest hacking methods used by cyber-
criminals. This increases the threat of these attacks because it is far simpler to fool a
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person than to compromise a security system. And it’s obvious that hackers are aware
of this—85% of data breaches involve human involvement, according to Verizon’s
Data Breach Investigations report [11].

Social engineering techniques will be a crucial tool for gaining access to employee
credentials and data in 2023. Emails are the first step in more than 75% of targeted
intrusions. After phishing, ransomware and the use of compromised credentials
are the next two most common reasons for data breaches. Email impersonation and
phishing are always changing to include new strategies, technologies, and trends.
For instance, assaults related to cryptocurrencies increased by almost 200% between
October 2020 and April 2021, and they will probably continue to pose a serious risk
as the value and appeal of Bitcoin and other blockchain-based currencies rise [11].

Third-Party Exposure: Cybercriminals can circumvent security systems by break-
ing into networks that are less secure and belong to outside parties that have special
access to their main target. A significant instance of a third-party breach happened
at the start of 2021 when hackers exposed personal information from more than
214 million accounts on Facebook, Instagram, and LinkedIn. By hacking Socialarks,
a third-party contractor with privileged access to all three firms’ networks, the hack-
ers were able to obtain the data [11].

As businesses increasingly rely on independent contractors to finish tasks that
were formerly performed by full-time workers, third-party intrusions will pose an
even greater threat in 2023. The ability to access networks will remain a priority for
criminal groups. In April 2021, hackers gained access to the U.S. Colonial Pipeline
with hacked credentials and a VPN that did not use multi-factor authentication. As
a result, they had to pay $5 million in Bitcoin to get access back [11]. Over 50% of
organizations are more ready to hire freelancers because of the transition to remote
work brought on by COVID-19, according to a 2021 labor trends analysis. Security
issues posed by a distributed or remote workforce will persist for both large and
small organizations [11]. According to FBI reports, there has been a 300% surge
in cyberattacks after COVID-19. According to the report, 53% of respondents con-
cur that working remotely has made it simpler for hackers and other cybercriminals
to exploit people. According to a cybersecurity company called CyberArk, 96% of
businesses provide these outside companies access to vital networks, giving hackers
potentially unprotected access to their data [11].

Configuration mistakes: It’s highly likely that even professional security systems
have one or more software installation and setup errors. Rapid7, a cybersecurity soft-
ware company, conducted 268 trials and discovered exploitable misconfigurations in
80 percent of them through external penetration testing. In tests where the attacker had
inside system access (trials imitating access via a third party or penetration of a phys-
ical office), the percentage of exploitable configuration errors jumped to 96%. [11].
In 2023, the COVID-19 pandemic’s combined effects with sociopolitical unrest and
persistent financial strain are anticipated to cause more employees to make care-
less blunders at work, which will provide cybercriminals additional possibilities to
exploit. As a result of the epidemic, 81% of workers have reported mental health
problems, and 65% of workers claim that their mental health has negatively impacted
their ability to do their jobs, according to a Lyra Health report. This pressure will
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only make the problem worse: according to the Ponemon Institute, half of IT profes-
sionals acknowledge they have no idea how well the cybersecurity tools they have
installed truly function, which implies that at least half of them aren’t currently con-
ducting routine internal testing and maintenance [11].

Inadequate Cyber Hygiene: The term “cyber hygiene” describes customs and
behaviors pertaining to the use of technology, such as staying away from unsecured
WiFi networks and utilizing security measures like multi-factor authentication or a
VPN. Regretfully, studies reveal that Americans’ online safety practices might use
some improvement [11]. About 60% of organizations save passwords in their human
memory, while 42% store passwords on sticky notes. For work accounts, more than
half of IT professionals (54%) do not demand two-factor authentication, and only
37% of people utilize two-factor authentication for personal accounts. After a data
breach, less than half of Americans (45%) say they would change their password, and
just 34% say they do it on a regular basis [11].

Due to a rise in remote work, employees are using personal devices that are far
more likely to be lost or stolen, sticky note passwords are finding their way into
public coffee shops, and systems secured by weak passwords are now accessible
from unprotected home networks. Businesses and people who don’t enhance their
cybersecurity procedures now face far higher risks than they did previously [11]. It’s
surprising to see that IT pros frequently practice even worse cyber hygiene than the
general public: Only 39% of people in general report they reuse passwords across
accounts at work, compared to 50% of IT workers [11].

Vulnerabilities in Clouds: Although one may assume that as cloud security would
improve as time goes on, IBM reveals that over the past five years, cloud vulnerabili-
ties have increased by 150%. More than 90% of the 29,000 breaches examined in the
study, according to Verizon’s DBIR, were brought on by web app breaches. With a 41%
increase from $595 million in 2020 to $841 million in 2021, cloud security is now the
cybersecurity market area with the strongest rate of growth, according to Gartner [11].

Although experts initially projected a widespread return to the workplace,
increases in newly discovered COVID variants and breakthrough case rates have
made this scenario less likely [11]. As a result, there is little chance that the growing
threat of cloud security breaches will abate by 2023.

The use of “Zero Trust” cloud security architecture is one of the most recent
advancements in cloud security. Zero Trust systems are made to operate as if the
network has already been breached; rather than allowing consistent access to known
devices or devices inside the network perimeter, they enforce necessary verifications
at each stage and with each sign-in. In 2021, this security approach became well-
liked, and in the upcoming year, it is probably going to be widely used [11].

Mobile Device Vulnerabilities: An increase in the use of mobile devices was another
trend brought on by the COVID-19 pandemic. In addition to the fact that remote
workers use their mobile devices more frequently, pandemic specialists have urged
widespread usage of mobile wallets and contactless payment methods to reduce the
spread of germs. Cybercriminals have a greater target when there are more users [11].
The rise in remote work has increased the vulnerability of mobile devices, prompting
more businesses to adopt bring-your-own-device rules. A security event involving a
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malicious mobile application downloaded by an employee occurred in 46% of firms
during 2021, according to Check Point Software’s Mobile Security Report [11].

Mobile Device Management technologies, which are ironically intended to help
businesses control mobile devices in a way that protects corporate data, have also
become a target for cybercriminals. Because MDMs are linked to the company’s
whole mobile device network, hackers can utilize them to attack every employee at
once [11].

Internet of Things: With 70% of households owning at least one smart device, the
epidemic forced over 25% of American workers to relocate their job from the office
into their homes. As expected, this led to an increase in attacks against smart, or
“Internet of Things (IoT)” devices; between January and June of 2021, approximately
1.5 billion breaches occurred [11].

The lack of good cyber hygiene practices among the typical American coupled
with IoT connectivity creates a world of vulnerability for hackers. Experts predict
that a smart house with a variety of IoT gadgets may be the subject of up to 12,000
hacking attempts in a single week. The average smart device is attacked within five
minutes of connecting to the internet [11].

According to research, between 2021 and 2025, the number of smart gadgets
ordered will double, expanding the network of access points that can be used to
compromise corporate and personal networks. Around 3.5 billion cellular IoT con-
nections are anticipated by 2023, and by 2025, experts project that IoT-based cyber-
attacks will account for more than 25% of all enterprise cyberattacks.

Ransomware: Although ransomware assaults are not new, they have been much
more costly recently. The average ransom fee increased from $5,000 to $200,000
between 2018 and 2020. Businesses incur additional costs as a result of ransomware
attacks, such as lost revenue as hackers extort users for ransom (system outages fol-
lowing a ransomware attack typically last 21 days) [11].

Sixty-six percent of cybersecurity professionals surveyed in 2021 stated that a
ransomware attack caused their companies to lose a sizable amount of cash. After a
ransomware assault, 29% of respondents indicated their companies were obliged to
remove employees, and one in three reported their organization lost top leadership
due to resignation or dismissal [11].

Attacks using ransomware will continue and change as criminal groups try to get
around the OFAC blacklist and use coercive methods to get money. Actually, attack-
ers may already sign up for services called “Ransomware-as-a-Service,” which let
users utilize pre-made ransomware tools to carry out attacks in return for a cut of all
successful ransom payments [11].

Cybercriminal organizations, like respectable software businesses, are always
adding tools to their arsenal for both themselves and their clients. One such tool is
designed to facilitate and expedite the process of exfiltrating data. Threat actors also
occasionally use the technique of rebranding their ransomware, altering minor com-
ponents of it in the process. Microsoft reports that less than four hours are needed
for 96.88% of ransomware attacks to successfully infiltrate their target. Malicious
software with the fastest speed can take over a company’s system in less than 45
minutes [11].
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Important Statistics on Ransomware: In 2021, ransomware cost the global econ-
omy $20 billion. By 2031, that amount is anticipated to increase to $265 billion.
Ransomware affected 37% of all enterprises and organizations in 2021. An average
of $1.85 million was spent by firms in 2021 recovering from a ransomware attack.
Only 65% of ransomware victims receive their data recovered after paying the ran-
som, making up 32% of all victims [11].

Just 57% of companies are able to successfully restore their data from a backup.

9.6 CYBER ATTACKS IN SOCIAL MEDIA

Social networks have developed into an online gathering spot for the public in recent
years. Regrettably, phishing assaults occur when users interact via social networks [8].
Most businesses use event management and security information systems to keep an eye
on their infrastructures and be prepared for cyberattacks. These systems rely on cyber-
threat intelligence streams to supply them with up-to-date and pertinent information on
threats, updates, and patches. Social media sites like Twitter/X are examples of open-
source intelligence platforms that may compile a large number of cybersecurity-related
sources. We need scalable and effective systems that can find and summarize pertinent
information for specific assets in order to process such information streams [12].

Deep neural network designs were suggested by the study team to carry out
the essential functions of a processing pipeline that gathers timely, pertinent, and
focused security-related data from Twitter/X. The recommended system can collect
tweets from a range of accounts, filter them using a list of keywords that define the
infrastructure it will watch, choose the tweets that include pertinent information, and
find important information within these tweets [12].

Convolutional and bidirectional long short-term memory neural networks are
implemented in the model. It confirms that deep neural network architectures per-
form better than established approaches by comparing the performance of the pro-
posed methodology to those methodologies. To validate the approach, three case
studies provided by two global and one national private organizations were employed.
The named entity recognition BiLSTM model achieved an average F1-score of 92%
in recognizing specified labels, while the convolutional neural network binary clas-
sifier scored an average TPR and TNR of 92% throughout the three case studies [12].

The important study [13] assesses how sentiment variables affect social media
bot identification algorithms, as well as how they could affect confirmation bias
and the backfire effect. Model accuracy in identifying social bots is enhanced by a
new collection of sentiment variables derived from postings made by online users.
Additionally, using a new set of attributes yields outstanding results for Dutch tweets
in addition to English tweets. For Twitter bot detection, the suggested strategy con-
siders both an account-level approach (using a fresh set of emotion features) and a
group-level approach (using existing network features).

9.7 CHALLENGES AND SOLUTIONS

In order to fully utilize technology for risk management, organizations may want to
think about using the following strategies: [3].
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Platforms for Integrated Risk Management: Adopt integrated risk management sys-
tems with the capacity to centralize risk data, facilitate thorough risk assessments,
and offer real-time risk monitoring. These platforms enable an organization to han-
dle risks proactively and with a holistic perspective.

Advanced Analytics and Al: To find hidden trends, anticipate future hazards, and
aid in decision-making, apply advanced analytics approaches like predictive ana-
lytics and machine learning. Risk management solutions with AI capabilities can
automate risk assessments and offer insightful data.

Cybersecurity Solutions: To guard against online risks and guarantee data privacy,
invest in strong cybersecurity solutions. To protect important assets, use technologies such
as vulnerability screening tools, endpoint protection, and intrusion detection systems.

Tools for Risk Visualization and Reporting: Make use of data visualization tools to
convey risk information in an understandable and straightforward way. Stakeholders
can comprehend risks, keep an eye on important risk indicators, and make data-
driven decisions with the help of dashboards and reporting tools.

Continuous Monitoring and Alerts: Put in place automatic monitoring systems that
help with real-time response, alerts for anomalies, and ongoing risk assessment. This
makes it possible for organizations to minimize any effects and act immediately [3].

9.7.1 UNLOCKING THE POWER OF TECHNOLOGY IN RISk MANAGEMENT

Organizations can achieve incredible advantages by integrating technology into their
risk management procedures:

1. Better Risk Insights: Data-driven strategies and advanced analytics offer
more in-depth understanding of risks, empowering businesses to take pre-
ventive measures and make wise choices.

2. Rapid Risk Response: To minimize possible harm and guarantee company
continuity, real-time monitoring, alarms, and automated workflows enable
quick risk response.

3. Enhanced Efficiency: Tasks related to risk management can be automated
to cut down on manual labor, simplify procedures, and raise overall opera-
tional effectiveness.

4. Making strategic decisions: Organizations are empowered to make strategic
decisions based on precise and current risk information thanks to technolo-
gy-enabled risk management.

5. Resilience and Business Continuity: Organizations can improve their resil-
ience, adjust to new hazards, and maintain business continuity during diffi-
cult times by utilizing technology [3].

9.8 RISK PREDICTIONS IN FUTURE

When speculating about the future of cybersecurity, one important thing to remember
is that anything can happen at any time. The industry changes every year. As cyber
dangers develop, so do the defenses against them; these tools are always improving
to better protect ever-more-complex networks [14].
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The cybersecurity business, even for the bad guys, has seen significant trans-
formation in the previous several years. The swift digital revolution resulting from
evolving office settings has expanded the window of opportunity for attackers to
select targets. Attackers can now purchase or rent the tools they need for an assault,
thanks to the expanding cybercrime-as-a-service (CaaS) market. Time can now be
better spent researching and strategically focusing on businesses that are more likely
to pay a ransom or otherwise offer a higher return on investment [14].

With laws like the California Consumer Privacy Act (CCPA), the General Data
Privacy Regulation (GDPR), and the Personal Information Protection and Electronic
Documents Act (PIPEDA) now in effect, victims of data breaches risk fines in the
event that private information is revealed. Attackers are taking advantage of this and
changing their ransom demands to make it more desirable to pay up than to pay the
fine imposed by the law [14].

Misuse of legal and open-source tools: Dual-use tools are regularly developed and
maintained by legal penetration testing communities, which makes them useful for a
range of sophisticated assaults that would take years to create and test. Off-the-shelf
technologies are frequently more affordable and easier to conceal in the commotion
of network activity, as demonstrated by a number of recent releases of significant
viruses that required years and millions of dollars to build [14].

New and developing cybersecurity trends: Regardless of size or sector, organizations
should continue to be aware of the increasing number of trends and possible risks [14].

1. The first is cybercrime-as-a-service, or CaaS. A lone attacker has access to
the tools and expertise amassed by thousands, if not millions, of hackers
and cybercriminals thanks to the cybercrime-as-a-service economy. This
makes it simple for novice hackers to launch sophisticated assaults quickly.
Because malicious actors modify their strategies to remain undetected,
CaaS markets persist in their operations even after being taken down by law
enforcement on multiple occasions [14].

2. Malware automation: As a result of current trends compelling the cyberse-
curity sector to catch up, malware attacks are becoming more automated.
Security professionals no longer have to cope with lone hackers trying their
mettle with difficult-to-perform attacks. Hackers can now automate thou-
sands of attacks every day by using a machine to carry out cybercrime activ-
ities. Because ransomware is so widespread, media attention appears to be
limited to the biggest incidents [14].

3. Polymorphic malware: An increasing amount of malware variants now
exhibit polymorphic traits, which means they modify their distinguishing
characteristics on a regular basis to better evade detection by security teams
and standard procedures. Numerous cloud-based application services use
mutable code to enable them to remain hidden [14].

4. Risks and dangers posed by third parties: As businesses continue to expand
their reach and integrate digital technologies, many outsource parts of their
IT and security support requirements to outside parties. As previously
noted, depending on outside parties raises cybersecurity risks, particularly
for businesses without a risk management strategy in place [14].
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Long-term worries about cybersecurity: A few risks and developments that could
shape cybersecurity after 2023 include the following: [14]

1. An increase in the usage of the internet of things (IoT): As more individuals
incorporate IoT technology into their daily lives, its usage will rise over the
next five years. IoT analytics research indicates that there were 10 billion
connected devices in 2019; by 2025, that number might triple to 30.9 bil-
lion. For further background, it should be noted that IoT connections sur-
passed non-IoT connections in 2019. IoT devices continue to have relatively
lax security safeguards even though they link to networks and other devices
that access extremely sensitive data. The extra security precautions required
to keep these devices—as well as everything they’re connected to—secure
are already difficult for many firms to offer [14].

2. Pay attention to social engineering strategies: In five years, internet com-
munications should be more secure, especially with the possible emergence
of quantum networks that will reduce the significance of network-based
threats. The persistent problem of human error is one. Whether on purpose
or not, workers will continue to facilitate data loss, and hackers will con-
tinue to use social engineering techniques like phishing and business email
compromise [14].

3. The evolving nature of financial fraud: As a result of payment modern-
ization, financial transactions may soon be conducted nearly exclusively
online, needing the assistance of numerous platforms and techniques. Reg-
ulations will take time to catch up with these platforms, which are probably
going to be less centralized. Financial institutions will face a wider range of
threats as a result, leading to an increase in fraud-related security solutions
that concentrate on blockchain technology, digital currencies, and real-time
payment security [14].

4. Difficulty prosecuting cybercrime: Although an increasing number of
nations are placing a high priority on cybersecurity, law enforcement will
find it challenging to bring cybercriminals to justice due to a lack of sub-
stantiable evidence for crimes committed online. It will also be more dif-
ficult to proactively identify cyber risks due to a shortage of cybersecurity
experts [14].

9.8.1 CONCLUSION

Technology also makes it possible to monitor the risk landscape in real time.
Organizations may minimize interruptions and capitalize on opportunities amid
uncertainty by anticipating new risks and acting quickly with the support of auto-
mated alerts and advanced monitoring systems. Technology has also revolutionized
risk assessment by providing a comprehensive perspective that takes into account
external and internal elements that affect the risk profile of an organization. With
this thorough knowledge, companies may create risk mitigation plans that are more
successful and promote long-term resilience. To sum up, companies that incorporate
technology innovations into their risk management strategies set themselves up for
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long-term success by improving flexibility and protecting their resources. To succeed
in a changing company environment, it is strategically necessary to combine technol-
ogy with risk management.
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’I O Practical and Innovative
Applications of loT and
loT Networks (Smart
Cities, Smart Mobility,
Smart Home, Smart
Health, Smart Grid, etc.)

Shaik Salma, Asiya Begum, and Hussain Syed

10.1 WHAT DOES “INTERNET OF THINGS” MEAN?

The “Internet of Things” (IoT) refers to a system of interconnected items such as pro-
cessors, mobile phones, automobiles, and other commonplace objects that are out-
fitted with sensors, processing power, and network access. Everything from “smart
home” devices like smart thermostats to “smart wearables” like smartwatches and
RFID-enabled garments to intricate pieces of industrial machinery and transporta-
tion networks can be deemed “smart.” In fact, some experts are contemplating con-
structing entire “smart cities” on top of existing IoT networks.

All of these cutting-edge gadgets may be able to communicate with gateways
and other internet-connected devices, as well as with one another, thanks to the
Internet of Things, potentially creating a vast, self-sufficient network. This can
include managing equipment and operations in businesses, keeping an eye on the
environment in farms and other places, and tracking products and shipments in
warehouses.

IoT is already impacting a wide range of industries, including manufacturing,
transportation, healthcare, and agriculture. As the number of internet-connected
devices keeps increasing, the Internet of Things is predicted to play a bigger role in
changing our world and how we live, work, and interact with each other.

Temperature, humidity, air quality, energy usage, and machine performance
are just a few of the characteristics that may be tracked with the use of IoT devices
in an industrial setting. Businesses may enhance their processes and boost their
bottom line by analyzing this data in real time to spot patterns, trends, and
anomalies.
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10.2 WHY IS 10T IMPORTANT?

10.2.1 ENHANCED EFFECTIVENESS

Companies have the opportunity to enhance their operational efficiency and pro-
ductivity through the implementation of Internet of Things devices for process
automation and optimization. Utilizing IoT sensors, for instance, enables real-time
monitoring of equipment health, which can lead to increased uptime and reduced
maintenance expenses.

10.2.2 DEecisioN-MAKING BASED ON DATA

The massive volumes of data generated by Internet of Things devices can serve as
valuable guides for numerous business decisions and even the creation of entirely
novel business models. By scrutinizing this data, businesses can enhance their strat-
egies, refine product development, and optimize resource allocation. This analysis
provides insights into customer behaviour, market dynamics, and operational effi-
ciency, driving informed decision-making.

10.2.3 CosT-SAVINGS

The Internet of Things can help organizations cut expenses and boost profits by elim-
inating redundant manual operations. To cut expenses and increase sustainability,
IoT devices can be used to track and adjust energy consumption.

10.2.4 BEeTTER INTERACTIONS WITH CUSTOMERS

By using information collected from IoT devices, companies may better understand
their consumers’ habits and tailor their offerings to them. Using IoT sensors, shops
can monitor customers’ foot traffic and tailor promotions to their preferences.

10.3 THE INTERNET OF THINGS (10T)

The IoT can create significant human value by enhancing convenience, safety, sus-
tainability, and efficiency in several spheres of our lives. Here’s how IoT connectivity
can translate into human value:

a) Convenience and Efficiency:

Smart Homes: IoT devices in homes can automate routine tasks, such as
adjusting the thermostat, turning off lights, and even reordering house-
hold supplies when they run low. This automation reduces the burden
of mundane chores, allowing people to focus on more meaningful
activities.

Smart Assistants: Voice-controlled IoT devices like Amazon Echo and
Google Home make it easier to access information, control smart devices,
and perform tasks like setting reminders and making shopping lists.
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b) Well-being and Health:

Wearable Health Devices: IoT wearables like fitness trackers and smart-
watches can monitor vital health metrics, track fitness goals, and provide
early warnings for health issues, promoting healthier lifestyles and time-
ly medical interventions.

Remote Patient Monitoring: IoT enables doctors to remotely monitor
their patients’ health, decreasing the need for frequent hospital visits and
enhancing the quality of care for people suffering from chronic illnesses.

¢) Safety and Security:

Smart Security Systems: [oT-connected security cameras, doorbell cam-
eras, and motion detectors provide real-time monitoring and alerts, en-
hancing home and business security.

Emergency Response: IoT can be integrated with emergency services to
provide faster response times during accidents or medical emergencies.

d) Energy Efficiency and Sustainability:

Smart Energy Management: IoT enables better control of energy con-
sumption by optimizing heating, cooling, and lighting systems. This not
only reduces energy bills but also contributes to a more sustainable envi-
ronment by conserving resources.

Environmental Monitoring: IoT sensors can help track air and water qual-
ity, detect pollution, and monitor climate changes, leading to improved
environmental stewardship.

e) Transportation and Mobility:

Connected Vehicles: [oT connectivity in cars can improve traffic manage-
ment, reduce accidents through real-time safety alerts, and enable auton-
omous driving, making transportation safer and more efficient.

Public Transportation: IoT has the potential to improve public transpor-
tation systems by increasing their dependability and usability, which
would ultimately reduce air pollution and traffic congestion.

f) Accessibility and Inclusivity:

IoT technology can assist individuals with disabilities by enabling
voice-controlled devices, smart home automation, and wearable devices
that enhance accessibility and independence.

g) Business and Industry:

Supply Chain Optimization: IoT helps businesses improve supply chain
efficiency, reduce waste, and ensure the timely delivery of goods and
services.

Employee Productivity: IoT applications in the workplace can enhance
employee productivity through smart office environments and process
automation.
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FIGURE 10.1 Transforming the internet of things into human value through connectivity.

h) Education and Learning:

IoT can transform education by providing personalized learning experiences
through connected devices and tools, making education more engaging
and effective.

i) Agriculture and Food Production:

IoT in agriculture optimizes resource usage, increases crop yields, and
ensures food safety, contributing to food security and sustainable farming
practices.

Jj) Social Connectivity:

IoT-connected social platforms and devices enable people to stay connected
with friends and family, fostering social well-being and reducing feel-
ings of isolation.

In summary, the IoT has the potential to greatly improve the quality of life by
enhancing convenience, safety, health, and sustainability across various aspects of
society. Its ability to collect and analyze data in real time allows for more informed
decision-making, leading to better outcomes for individuals and communities.

10.4 WHAT IS THE HISTORY OF IO0T?

The IoT has a rich history spanning several decades, marked by various phases of
technological advancement. Below is an overview of this evolution:

Conceptual Origins (Late 20th Century): The roots of IoT can be traced
back to the late 20th century, when the idea of connecting physical
objects to the internet began to take shape. Notably, in 1982, a modified
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Coca-Cola vending machine at Carnegie Mellon University became one
of the earliest internet-connected devices, allowing remote monitoring of
its contents.

Early Internet-Connected Devices (1990s): The 1990s witnessed the nascent
stages of connecting devices to the internet. Innovations like webcams
and early home automation systems started emerging, enabling remote
surveillance and control. The term “Internet of Things” was coined by
Kevin Ashton in 1999 during his tenure at Procter & Gamble, specifi-
cally to describe the concept of Radio-Frequency Identification (RFID)
technology.

Proliferation of Wireless Technologies (2000s): The 2000s brought about a
proliferation of wireless technologies like Wi-Fi and Bluetooth. These tech-
nologies made it easier to connect devices without the constraints of wired
connections, fostering the growth of IoT applications, particularly in areas
such as home automation and industrial monitoring.

Emergence of IoT Platforms (2010s): The 2010s marked a significant expan-
sion of IoT applications and platforms. Companies like Google, Apple,
and Amazon introduced smart home ecosystems, while various industrial
sectors adopted IoT for purposes such as asset tracking, predictive mainte-
nance, and supply chain optimization.

Standardization Efforts (2010s): To ensure interoperability and bolster secu-
rity, various standardization initiatives emerged. Key organizations such
as the IETF, the IEEE, and industry consortia like the Industrial Internet
Consortium (IIC) actively worked on developing standards and protocols
for IoT.

5G and Edge Computing (2020s): The 2020s have seen the deployment of
5G networks and significant advancements in edge computing, further
accelerating the growth of IoT. These technologies offer lower latency and
enhanced data processing capabilities, making real-time IoT applications
increasingly viable.

Privacy and Security Concerns: As IoT adoption has surged, so have con-
cerns regarding privacy and security. The vast amount of data collected
and shared by IoT devices has raised important questions surrounding data
protection and cybersecurity.

Current and Future Trends: Today, IoT is deeply integrated into various indus-
tries, including healthcare, agriculture, transportation, and smart cities.
The ongoing evolution of IoT is characterized by developments in artifi-
cial intelligence (AI) and machine learning, which enhance its capabilities.
Emerging trends include edge computing, IoT analytics, and heightened
security measures, all of which are poised to shape the future of IoT.

In summary, the history of IoT illustrates the continuous advancement of technology
and connectivity, leading to a world where an ever-expanding array of devices are
interconnected, offering enhanced convenience and efficiency across diverse aspects
of life and industry.
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10.5 THETOOLS THAT MAKE THE INTERNET OF THINGS POSSIBLE

10.5.1 THere ARe A Lot oF TECHNOLOGIES THAT WORK
ToGETHER TO MAKE 10T POSSIBLE

Sensors and actuators: Environment-changing factors including tempera-
ture, humidity, light, motion, and pressure can all be detected by sensors.
Actuators are machines that can trigger a certain action, such as the activa-
tion of a motor or the opening of a valve. In order for technologies and other
devices to interact with the real world, these components are essential to
the IoT. When sensors and actuators cooperate to find solutions to problems
without human intervention, we have automation.

Connectivity technologies: Connectivity to the internet is required for IoT
devices for transmitting data from sensors and actuators to cloud-based
platforms. Within the realm of the Internet of Things, various communi-
cation technologies are employed, including Wi-Fi, Bluetooth, cellular net-
works, Zigbee, and LoORaWAN, among others.

Cloud computing: The massive amounts of data produced by Internet of
Things devices are sent to the cloud where they may be stored, processed,
and analyzed. When it comes to storing and analyzing this data, as well as
developing and deploying Internet of Things. Cloud computing platforms
and apps provide the necessary infrastructure and capabilities.

Big data analytics: Businesses require sophisticated analytics tools to sift
through the mountains of data produced by IoT devices and draw useful
conclusions. Some examples of such instruments are data visualization pro-
grams, predictive analytics models, and machine learning algorithms.

Security and privacy technologies: [oT security and privacy are becoming
more crucial as IoT deployments proliferate. Intrusion detection systems,
access controls, and encryption are some of the technologies used to safe-
guard IoT devices and the data they produce against online attacks.

10.5.2 THe HARDWARE, SENSORS, CONNECTIVITY, AND SOFTWARE THAT
Make Up THE 10T MAKE IT PossiBLE TO Do WHAT IT DOEs.
Here Is A BREAkDOWN OF How THE 10T FuNCTIONS

Sensors and Devices: The IoT starts with physical devices and sensors. Simple
sensors (e.g., temperature sensors, motion detectors) to more complicated
devices (e.g., smart thermostats, wearable fitness trackers) are examples of
these devices. These sensors collect data from the surroundings or the thing
being monitored.

Data Collection: IoT sensors are always gathering information from the out-
side environment. For instance, a fitness tracker tracks your steps and heart
rate, while a smart thermostat measures the temperature and humidity in a
house.
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10.5.3 CoNNEcTIVITY: THE INFORMATION GATHERED BY 10T DEVICES
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10.6

Is RouTep 10 A CENTRAL HuB OR CLOUD-BASED PLATFORM.
THis CoNNECTIVITY CAN BE DONE IN A VARIETY OF WAYS

Wi-Fi: Many IoT devices connect to the internet via home or business Wi-Fi
networks.

Bluetooth: Certain gadgets link to adjacent smartphones or other devices
via Bluetooth.

Cellular Networks: Cellular networks can be used by devices to send data
when they must be mobile or in remote locations.

Low-Power Wide-Area Networks (LPWANSs): These networks are
designed for IoT devices that require low-power, long-range communication.
Ethernet: Wired Ethernet connections are typical for Internet of Things
devices in industrial settings.

Data Processing: The data is processed after it is sent to the cloud platform
or central hub. Data analysis, storage, and occasionally machine learning
techniques are involved in this. The processing’s goal is to draw insightful
conclusions from the unprocessed data.

Decision-Making and Control: Based on the processed data, the IoT sys-
tem can make decisions automatically, depending on the application. For
example, a smart thermostat may change the temperature according to the
homeowner’s preferences and the weather prediction.

User Interface: A user interface is a feature of many IoT applications; they
are either web dashboards or smartphone apps. Through these interfaces,
users can communicate with their [oT devices, view data, and adjust settings
from a distance.

Feedback Loop: IoT devices frequently give consumers feedback or alerts
in response to the data they gather. For instance, if a security camera notices
movement while the homeowner is gone, it may sound an alert.
Continuous Operation: IoT devices, as long as they are powered and con-
nected, work nonstop, gathering and sending data. Monitoring and control
in real time are made possible by this continuous operation.

Security and Privacy: Ensuring Internet of Things data security and pri-
vacy is essential. Access controls, encryption, and authentication are put in
place to safeguard data and stop illegal access.

Scalability: IoT systems can be made more capable by adding additional
devices and sensors to the network as needed because they are frequently
scalable.

10T EMERGENCE

127

To put it briefly, the Internet of Things functions by gathering data from sensors and
physical devices, sending it to a central platform, processing it to help with deci-
sion-making and insights, and enabling interfaces that let users communicate with



128 Al for Climate Change and Environmental Sustainability

and manage an IoT apparatus. Optimizing convenience, efficiency, safety, and other
facets of human existence is the aim of using data from IoT devices.

The emergence of the IoT is a significant technological development that has
transformed various industries and aspects of daily life. Here is an overview of the
key factors contributing to the Internet of Things emergence:

Advancements in Connectivity: The IoT has its roots in the widespread use of
high-speed internet, wireless networks (such as 4G and 5G), and low-power
communication technologies (like Bluetooth and Zigbee). Devices and the
internet can communicate seamlessly thanks to these technologies.

Miniaturization of Hardware: It is now affordable to integrate computing
power into commonplace things thanks to the shrinking of sensors, CPUs,
and other hardware components. These compact, energy-efficient parts are
essential to Internet of Things devices.

Cost Reduction: IoT devices are now more reasonably priced and available
to both consumers and enterprises thanks to the declining cost of hardware
components, especially microcontrollers and sensors.

Data Analytics and Cloud Computing: The infrastructure to switch and
retain the large capacities of data produced by Internet of Things devices
has been made possible by developments in cloud computing and data ana-
lytics. Cloud platforms provide scalable and reasonably priced ways to man-
age IoT data.

Machine Learning and AlI: Intelligent decision-making can be facilitated by
combining IoT data with ML and AT algorithms, which can yield important
insights. Al improves IoT device operation by increasing predictability and
adaptability.

Standardization: The integration of various IoT devices and ecosystems has
been made easier by the creation of industry standards and protocols for IoT
communication and interoperability.

Security Improvements: The emphasis on security has increased along with
the proliferation of IoT. Best practices and standards for IoT security have
developed to shield data and devices from online attacks.

Consumer Demand: IoT devices are being used by consumers more frequently
due to their efficiency, safety, and convenience. IoT technology innovation
and investment have been spurred by this demand.

Industry Applications: Numerous sectors, including industry, healthcare,
agriculture, and transportation, have realized how the IoT can boost pro-
ductivity, cut expenses, and increase safety. This has prompted large invest-
ments in [oT solutions designed to meet the demands of industries.

Government Initiatives: Numerous nations have started initiatives and poli-
cies to encourage the adoption of IoT, especially in areas like smart cities
where IoT may enhance services and infrastructure.

Environmental and Sustainability Goals: IoT is essential for controlling and
keeping an eye on environmental resources, advancing sustainability objec-
tives, and tackling climate change issues.
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Startups and Innovation Ecosystems: IoT innovation has been greatly aided
by the startup ecosystem, which has produced new gadgets, software, and
business models.

Global Connectivity: IoT is a worldwide phenomenon since it is not restricted
by geographical borders. It makes it possible to remotely monitor and man-
age assets and devices from anywhere in the globe.

Consumer Education: Customers are now better equipped to make decisions
about adopting IoT devices thanks to increased knowledge and education on
the advantages and risks of IoT.

The IoT is a technological model shift that offers new prospects for efficiency, auto-
mation, and data-driven decision-making across a variety of businesses and daily life.
It represents the convergence of the physical and digital worlds. Looking ahead, it is
anticipated that IoT will become even more important as technology develops.

10.7 CHARACTERISTICS OF 10T

The IoT is characterized by several key features and attributes that distinguish it from
other technological paradigms. These features contain:

Connectivity: IoT devices can communicate and share data with other sys-
tems & devices because they are connected to the internet or other net-
works. Both physical (like Ethernet) and wireless (like Wi-Fi, cellular, and
Bluetooth) communication is possible.

Sensing and Data Collection: IoT devices can collect data from the physi-
cal environment because they have sensors and data gathering capabilities
built into them. Numerous characteristics, including temperature, humidity,
motion, and location, can be measured using these sensors.

Data Processing: Microcontrollers and embedded processors are used in
Internet of Things (IoT) devices. These devices can process and analyze
data locally before sending it to a central system or the cloud. By using local
processing, latency may be decreased and bandwidth can be preserved.

Remote Monitoring and Control: Internet of Things enables remote system
and device control and monitoring. IoT devices can be accessed and man-
aged by users via web interfaces or smartphone apps from any location with
an internet connection.

Interoperability: IoT systems and devices are made to function together without
any issues, irrespective of the connection protocol or manufacturer. To achieve
this compatibility, interoperability standards and protocols are essential.

Scalability: IoT ecosystems and networks are scalable, allowing for a high
volume of users and devices. For applications ranging from smart homes to
smart cities, this scalability is crucial.

Real-Time Operation: Many Internet of Things applications require real-time
or near-real-time operation, especially in scenarios like industrial automa-
tion, healthcare monitoring, and autonomous vehicles.
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FIGURE 10.2 Characteristics of internet of things.

Security and Privacy: IoT devices and data are vulnerable to security threats
[1-3], so robust security measures are essential. Encryption, authentication,
and access controls are used to protect IoT systems and data. Privacy con-
cerns, especially regarding the collection and use of personal data, also play
a significant role in IoT development.

Energy Efficiency: Many IoT devices operate on battery power or have lim-
ited energy resources. Therefore, they are designed to be energy-efficient,
often using low-power components and sleep modes to extend battery life.

Location Awareness: [0T devices often have location awareness through tech-
nologies like GPS or triangulation methods. This enables applications like
asset tracking, navigation, and location-based services.

Data Analytics and Insights: I0T generates vast amounts of data. Analytics &
ML are used to extract actionable insights from this data, enabling data-driven
decision-making and predictive maintenance, among other applications.

Diversity of Applications: IoT is incredibly versatile and finds applications in
various industries, including healthcare, agriculture, transportation, manu-
facturing, smart cities, and consumer electronics. Its adaptability to differ-
ent use cases is a defining characteristic.

Continuous Evolution: IoT is an evolving field with ongoing technological
advancements. New sensors, connectivity options, and standards continue
to shape the IoT landscape, leading to innovative applications and solutions.

Cost Efficiency: Over time, the cost of [oT hardware has decreased, making it
more accessible to businesses and consumers alike. This cost efficiency has
contributed to the widespread adoption of IoT.

These characteristics collectively define the nature of IoT and its potential to trans-
form industries, improve efficiency, enhance convenience, and address various soci-
etal challenges.
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10.8 ADVANTAGES OF 10T

Many businesses and applications can benefit from the many advantages that the
Internet of Things offers. The following are some of the main benefits of IoT:

a. Efficiency Improvement:

Operational Efficiency: IoT enables businesses and organizations to stream-
line operations, automate tasks, and reduce manual processes, leading to
increased efficiency and productivity.

Resource Optimization: IoT sensors and data analytics help enhance resource
usage, such as energy, water, and raw materials, reducing waste and costs.

Supply Chain Efficiency: Enhanced logistics, fewer errors, and overall sup-
ply chain efficiency are achieved by real-time tracking and monitoring of
commodities in the supply chain.

b. Cost Savings:

Reduced Maintenance Costs: Predictive maintenance powered by Internet of
Things can significantly reduce equipment downtime and maintenance
costs by identifying and addressing issues before they lead to failures.

Energy Savings: loT-based energy management systems help organizations
cut energy consumption and costs by optimizing heating, cooling, light-
ing, and other systems.

Inventory Management: IoT-enabled inventory tracking reduces overstock-
ing and understocking, minimizing carrying costs and lost sales oppor-
tunities.

c. Enhanced Safety and Security:

Workplace Safety: IoT sensors and wearables can monitor workplace condi-
tions and employee safety, reducing accidents and ensuring compliance
with safety regulations.

Home Security: Smart home security systems with IoT capabilities provide
real-time monitoring and alerts to homeowners, enhancing residential
security.

d. Improved Decision-Making:

Data-Driven Insights: A multitude of data is produced by IoT, which can be
analyzed to provide insightful information. Businesses and organizations
are better able to respond to changing circumstances and make well-
informed decisions thanks to data-driven decision-making.

Predictive Analytics: IoT allows for predictive analytics, helping organiza-
tions anticipate trends and issues and proactively address them.

e. Convenience and Quality of Life:

Smart Homes: IoT devices in homes offer convenience and comfort by auto-
mating tasks like controlling lighting, thermostats, and appliances. They
also enhance security and entertainment options.
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Health and Wellness: 1oT health devices and wearables enable individuals to
monitor their health and fitness, leading to healthier lifestyles and better
overall well-being.

f. Environmental Benefits:

Sustainability: IoT supports sustainability efforts by monitoring and man-
aging environmental resources, reducing energy consumption, and min-
imizing waste.

Conservation: IoT sensors are used for wildlife conservation and habitat
monitoring, contributing to the preservation of endangered species.

g. Healthcare Advancements:

Remote Patient Monitoring: IoT devices enable remote patient monitoring,
decreasing the frequency of hospital stays and enhancing the quality of
care, particularly for patients with long-term illnesses.

Telemedicine: IoT facilitates telehealth services, providing access to medi-
cal expertise for individuals in remote or underserved areas.

h. Smart Cities:

Urban Efficiency: IoT technologies in smart cities improve traffic manage-
ment, waste management, and public services, making cities more liva-
ble and sustainable.

Safety: IoT-enabled surveillance and public safety systems enhance urban
safety and emergency response.

i. Competitive Advantage:

Innovation: Early adoption of IoT can provide a competitive edge by offer-
ing innovative products, services, and business models.

Customer Engagement: IoT-driven personalization and enhanced customer
experiences can build customer loyalty and satisfaction.

J- Accessibility and Inclusivity: IoT solutions can make technology more
accessible to individuals with disabilities, improving their quality of life
and participation in society.

These benefits demonstrate the transformative power of IoT across various domains,
contributing to increased efficiency, sustainability, safety, and quality of life for indi-
viduals and organizations alike.

10.9 PRACTICAL AND INNOVATIVE APPLICATIONS OF 10T
AND 10T NETWORKS ACROSS VARIOUS DOMAINS,
INCLUDING SMART CITIES, SMART MOBILITY, SMART
HOME, SMART HEALTH, AND SMART GRID

The Internet of Things is the next phase of industrial development. We can now dig-

italize once-physical artifacts thanks to technology. The IoT is the fusion of the “real
world” with the “digital world,” enabling smooth communication between people,
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machines, and objects. The Internet of Things enables remote activation and control
of items using an internet network architecture, creating secure interaction between
the physical world and digital processes. Every facet of contemporary life is being
revolutionized by the IoT. Now, as opposed to earlier, IoT is a genuine phenome-
non. The effects of widespread internet access extend well beyond mobile gadgets.
Physical objects may now automatically record, monitor, and exchange data instead
of needing a human to do so in the past thanks to the internet.

A list of possible IoT applications has been developed by the IoT European
Research Cluster (IERC) using scientific research, publications, and expert com-
ments. The Internet of Things can be used in a wide range of applications, includ-
ing smart cities, smart industries, smart transit, smart buildings, smart energy, smart
manufacturing, smart environment monitoring, smart living, smart health, and smart
food and water monitoring. The short life cycle of manufacturing puts pressure on
output and industrial automation, and in many industries, short-term marketing is
crucial. Future production techniques will place a higher priority on design flexibility
and adaptation. This updated list of IoT appliances shows how IoT can be used in a
variety of contexts and explains why it is one of the main trends that will likely be
popular over the next five years.

Smart industry

Appliances that communicate with other machines: asset management and
automated machine diagnostics.

The tank or vessel’s liquid level: keeping an eye on the water and fuel levels
in wells and storage containers.

Volume calculator for silos: weight of the goods and the measure of emptiness.

Air quality within and outside building constructions and buildings: In
order to ensure the security of both employees and goods, hazardous gas
and oxygen concentrations must be closely monitored in an industrial pro-
cessing facility that produces chemicals [4, 5].

Ozone monitoring: throughout the dry meat processing phase in the food sec-
tor, ozone is present.

Temperature measurement and monitoring: managing the temperature of
critical components within

10.9.1 SmarT CITIES

Enhancing efficiency can lead to more resource and energy efficiency in cities. This
can be achieved by utilizing a range of sensors that are dispersed across the city and
serve different purposes. These sensors can be used for a variety of tasks, including
optimizing streetlights, managing waste, managing traffic, and creating smart build-
ings. Many cities throughout the world, like Oslo, Singapore, Geneva, Zurich, and
others, are trying to incorporate IoT and become smarter. The Smart Nation Sensor
Platform is used by Singapore, which is recognized as the smartest city in the world,
as an example of how to develop smart cities. This platform integrates several areas
of public safety, transit, streetlights, urban planning, etc. by using sensors in conjunc-
tion with IoT.
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Smart Traffic Management: Sensors and cameras connected to the Internet
of Things track traffic conditions in real time, enabling adaptive signal tim-
ing and optimizing traffic patterns to lessen congestion.

Waste Management: Garbage collection routes can be optimized and costs
reduced with the help of smart trash cans that use sensors to provide alerts
when they are full.

Environmental Monitoring: By monitoring things like noise and air pollu-
tion in real time, IoT networks might help cities become more sustainable.

Smart Parking: When Internet of Things (IoT) sensors are installed in park-
ing lots, they can alert cars to open spots and direct them there.

Public Safety: By giving police access to real-time data, IoT-enabled security
cameras and gunshot detection devices make communities safer.

City noise mapping: Real-time monitoring of noise levels within the concen-
trical zone, with bar areas.

Construction health: Monitoring vibration and material conditions in land-
mark structures including sculptures, bridges, and monuments [6].

Traffic jam: Pathway improvements based on monitoring pedestrian and vehi-
cle traffic.

Safer cities: Control and prevention systems for fires, as well as video surveil-
lance and public address systems.

Intelligent lighting: Raise lighting sources on the side of the road that are both
smart and weather-responsive.

The uses for the Internet of Things vary, and some uses may not be suitable for all
users. The needs of various customer subsets behind the wheel vary widely. There are
three primary types of consumers to consider from an Internet of Things perspective:

* people as individuals; ¢ citizens as groupings (citizens of a country, state, or
city); * businesses.

10.9.2 SMART MOBILITY

Autonomous vehicles, also referred to as smart cars, are a product of the IoT. Modern
cars come with a lot of interconnected parts that need to communicate with each
other. Examples of these parts include speed and brake controls, antennae, naviga-
tion sensors, and more. Internet of Things technology is essential for self-driving
cars because it allows for smooth communication between moving parts and pre-
cision down to the millisecond. Tesla is creating self-driving vehicles, which are
becoming quite well-liked. Tesla Motors is at the vanguard of automotive innovation
with its vehicles, which use cutting-edge Al and IoT technologies. They’re also quite
well-liked! With almost 140,000 sold in the US in 2018, the Tesla Model 3 is the most
well-liked plug-in electric car in the nation.

Connected Vehicles: Safety is increased and traffic is decreased because to the
Internet of Things connectivity in cars allowing for connectivity between
vehicles, remote diagnostics, and traffic updates in real time.
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Ride-Sharing and Autonomous Vehicles: Ride-sharing apps and autonomous
vehicles are made possible by the Internet of Things, which is transforming
urban transportation and making automobile ownership less necessary.

Public Transportation: Public transportation can be improved with the use of
Internet of Things technologies, which provide real-time updates on sched-
ules, occupancy levels, and maintenance needs.

Shipment Quality: Monitoring for insurance purposes any damage, vibra-
tions, impacts, or openings in containers.

NFC Payment: Merchants can take online credit card and debit card payments
by connecting with a merchant bank or acquirer based on the location or
time needed to complete the operations of public transit, museums, galler-
ies, and so on.

Object Location: Examine specific items in big places like ports or repositories.

Keep tabs on the movement of your fleet’s cars and equipment: Managing
the flow of precious materials such as diamonds, pharmaceuticals, and other
potentially dangerous goods.

Detection of incompatible storage conditions: Notifying when containers
emit easily flammable substances near others containing explosives.

Vehicle management: Car-sharing companies oversee vehicle usage via
smartphones equipped with internet connectivity installed in any vehicle.

Automated automobile diagnostics: Gathering data from the CAN Bus to send
real-time alerts about potential risks or provide driving tips to vehicle operators.

10.9.3 SMART BuILDINGS

Liquid presence monitoring: Detecting the presence of liquids in data cen-
ters, storage facilities, and critical underground structures to prevent struc-
tural damage and chemical deterioration.

Perimeter access management: Implementing controlled access to secure
areas and identifying unauthorized individuals in restricted zones.

Indoor climate regulation: Monitoring and regulating temperature, lighting,
and indoor air quality parameters such as carbon dioxide levels.

Art and culture preservation: Conducting condition monitoring within
museums and art galleries to safeguard cultural artifacts.

Intrusion detection system: Identifying openings in doors and windows and
breaches to prevent unauthorized entry, particularly in structures with mali-
cious intent.

Irrigation for homes: The use of an intelligent irrigation and monitoring sys-
tem in private residences.

10.9.4 SMART ENERGY

Photovoltaic system setup: Overseeing and optimizing the performance of
solar power installations [7].

Grid enhancement: Monitoring and managing electricity consumption within
the power grid.
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Wind turbine power generation: By monitoring and evaluating the power
output from wind turbines and establishing bidirectional communication,
clients can analyze their usage habits with smart meters.

Radiation levels: Collaborative calculation of radiation levels around nuclear
power plants to generate alerts for potential leaks.

Flow measurement: Gauging the water pressure propelling water through
pipelines within water distribution systems.

10.9.5 SmarT PRODUCTION

Compost Management: Regulating the temperature and humidity of materi-
als like hay, alfalfa, and straw to prevent fungal and microbial contamina-
tion during composting.

Automated Manufacturing Oversight: Implementing automation for replen-
ishing supplies and managing product rotation in warehouses and storage
areas, following the FIFO (First-IN, First-OUT) principle.

Progeny Supervision: Implementing controlled reproduction strategies in
agricultural animals to ensure their well-being and survival [6].

Toxic Gas Monitoring: Conducting investigations to monitor air
pollution within agricultural structures and detect hazardous chemicals in
stables [4, 5].

Animal Tracking: Utilizing systems for locating and categorizing animals
that graze within extensive stables or open pastures.

Telecommuting: By equipping employees with the necessary equipment to
work from home, employers can cut expenses, boost output, and create more
jobs. They can also eliminate daily office travel, staff housing, and office
maintenance and cleaning.

Production-line Monitoring: Production-line information can be changed to
suit company needs using cloud-based solutions, RFID, sensors, video sur-
veillance, remote data exchange, & other technologies.

10.9.6 SMART ENVIRONMENT MONITORING

Air Pollution Reduction: Efforts to minimize the emissions of CO2 from
vehicles, factories, and the release of hazardous gases in agricultural regions
[4, 8].

Forest Fire Detection: Utilizing preventive fire condition monitoring and flue
gas analysis to identify potential fire hazard zones [9].

Avalanche and Landslide Mitigation: Monitoring soil moisture, Earth’s den-
sity, and vibrations to identify trends that could lead to hazardous avalanche
and landslide conditions.

Wildlife Conservation: Tracking and locating wildlife using GSM/GPS mod-
ules, then relaying their locations via SMS for conservation efforts.

Early Earthquake Detection: Implementing distributed control systems in
earthquake-prone areas to detect seismic activity in advance.
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Ocean and Coastal Monitoring: Deploying an array of sensors on satellites,
ships, aircraft, and other platforms for purposes such as tracking fishing
vessels, ensuring marine security, and identifying potential oil spills.

Weather Station Networks: Establishing networks of weather stations in
agricultural areas to study meteorological conditions, enabling forecasts for
changes in air patterns, droughts, and ice formation.

10.9.7 SMArT LivING

Monitoring Water and Energy Usage: Tracking water and energy consump-
tion to receive recommendations for reducing resource usage and costs.
Intelligent Shopping System: Identifying ideal shopping locations based on
factors such as product expiration dates, consumer preferences, purchasing

habits, and allergy considerations.

Remote Device Control: Enabling the remote activation and deactivation of
devices to enhance safety and save energy.

Smart Home Appliances: Examples include transparent LCD display refrig-
erators that show contents, alert about spoiled food, suggest kitchen sup-
plies, and provide access via a smartphone app [10]. Washing machines
can be operated remotely and set to run during low-power cost periods.
Smart cooking apps allow temperature adjustments and remote monitoring
of oven cleaning features.

Weather Monitoring Station: Utilizing meters capable of transmitting data
over long distances to provide real-time information on outdoor conditions
like humidity, temperature, atmospheric pressure, wind speed, and rainfall.

Safety Compliance Monitoring: Employing baby monitors, optical tools for
capturing images, and home security systems to enhance daily safety and
peace of mind at home.

Gas Detection System: Connecting local gas meters to the Internet Protocol
(IP) network to provide real-time information about gas usage and the con-
dition of gas pipelines. This can potentially lead to reduced labor and repair
costs, improved accuracy, more affordable meter readings, and potentially
lower gas consumption when monitoring and assessing water quality.

10.9.8 Smart HOME

Smart homes represent one of the most popular and widely recognized applications
of the IoT. The concept involves integrating various home appliances and systems,
such as locks, lights, air conditioners, and thermostats, into a unified system that can
be controlled conveniently from a smartphone. Many people are drawn to these IoT
devices because they offer the flexibility to customize and personalize the appear-
ance and functionality of their homes.

The market for IoT gadgets is rapidly expanding, with approximately 127 new
internet-connected devices being introduced every second. Some of the most notable
and well-known examples of these devices include Google Home, Amazon Echo
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Plus, the Philips Hue Lighting System, and numerous others. It’s quite likely that
you have either heard of or have already integrated some of these devices into your
own home. Additionally, there are several other innovative products available for
home automation, such as the Nest Smoke Alarm and Thermostat, the Foobot Air
Quality Monitor, and the August Smart Lock, to name just a few. These devices pro-
vide homeowners with an array of options for enhancing convenience, security, and
energy efficiency within their living spaces.

Home Automation: Smart thermostats, lights, and locks are examples of IoT
devices that let users control and improve their energy use and safety from afar.

Voice Assistants: Voice-activated assistants like Alexa and Google Assistant
can connect to IoT networks and be used with them. This lets you handle
smart home features with your voice.

Health and Wellness: IoT-powered health devices keep an eye on vital signs,
remind people to take their medications, and allow for remote consultations,
all of which are good for everyone’s health.

10.9.9 SMART HEALTH

IoT technology has found numerous valuable applications in the healthcare sector.
For instance, it enables physicians to remotely monitor their patients using an inter-
connected network of tools and devices, eliminating the need for constant physical
presence [11]. This remote monitoring is especially beneficial for patients with minor
health concerns or those suffering from contagious illnesses like COVID-19.

One prominent application of Internet of Things in healthcare is the utilization
of robots. Surgical robots, for example, have become increasingly prevalent. These
robots assist surgeons in performing procedures more efficiently, accurately, and
with greater precision. Additionally, they offer enhanced control during surgeries.

Cleaning robots equipped with high-intensity ultraviolet light have also gained
popularity in healthcare settings. These robots effectively and rapidly sanitize sur-
faces, a capability that is particularly valuable in current times.

Furthermore, nursing robots have emerged as another category of IoT-powered
devices. These robots are capable of handling routine and repetitive tasks that nurses
typically perform for numerous patients. This automation reduces the workload on
healthcare professionals and minimizes the risk to patients.

In summary, IoT applications in healthcare extend to remote patient monitoring,
surgical assistance, sanitization, and task automation through robotic technology,
ultimately contributing to improved patient care and healthcare system efficiency.

Remote Patient Monitoring: IoT devices provide constant tracking of
patients’ health, which helps find problems early and lowers the number of
hospitals stays.

Medical Wearables: IoT wearables keep track of vital signs, fitness metrics,
and sleep habits, giving people the tools they need to live a healthier life.
Telemedicine: IoT networks support telehealth services, which are helpful in
rural or underserved areas because they allow for virtual consultations and

medical evaluations from a distance.
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Activity Tracking for Elderly Individuals: Utilizing a wireless body area
network to measure movement, vital signs, visual acuity, and cellular con-
nectivity, gathering, displaying, and storing activity data to support physical
activity in older individuals.

Fall Detection System: Implementing a system designed to promote indepen-
dent living for seniors or those with disabilities by identifying falls and
providing necessary assistance.

Pharmacy Refrigeration Monitoring: Continuously monitoring and con-
trolling storage conditions within cold storage units dedicated to storing
medicines, vaccines, and organic materials.

Continuous Patient Monitoring: Providing continuous surveillance of
patients’ health conditions within healthcare facilities such as hospitals and
nursing homes.

Athlete Personal Care: Monitoring vital signs in high-performance environ-
ments and sports camps, with fitness and health devices available to mea-
sure various metrics, including fitness levels, step counts, weight, and blood
pressure.

Chronic Illness Management: Offering remote patient monitoring programs
that collect comprehensive patient data, resulting in advantages such as
reduced healthcare expenses and temporary hospital stays.

Hand Hygiene Oversight: Employing RFID wristbands integrated with
Bluetooth LE tags to track and alert individuals during handwashing, while
also collecting data for analyzing patient health outcomes among specific
healthcare staff [6].

Ultraviolet Light Measurement: Assessing UV sunlight levels to provide
warnings about potential exposure during specific periods.

Oral Care Management: Introducing Bluetooth-enabled toothbrushes paired
with smartphone apps to evaluate brushing habits and offer data for per-
sonal use or sharing with a dentist.

Sleep Monitoring: Implementing IoT devices placed on or near the bed to
monitor typical sleep movements, including breathing, heart rate, and
significant body movements, with data accessible through a smartphone
app.

Smart Water and Food Monitoring: Utilizing IoT technology for monitor-
ing water quality, detecting leaks, controlling supply chains, and enhancing
wine quality through vineyard management [12].

Water Leak Detection: Identifying the presence of water in external tanks
and monitoring pressure fluctuations in pipelines.

Water Quality Assessment: Analysing water suitability in natural water-
courses and oceans for regional wildlife and human consumption.

Flood Monitoring: Observing changes in river, reservoir, and dam flow rates
for flood prediction and management.

Supply Chain Management: Monitoring storage conditions and tracing man-
ufacturing processes to enhance supply chain control and tracking.

Water Resource Management: Collecting real-time water condition and
usage data by connecting water meters to an IP network, aiding in efficient
resource management.
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Wine Quality Enhancement: Improving wine quality by monitoring soil
moisture and vine trunk width in vineyards to regulate grape sugar levels
and ensure vine health.

Golf Course Irrigation: Implementing selective irrigation in arid areas on
golf courses to conserve essential water resources.

Greenhouse Microclimate Control: Regulating microclimatic conditions to
boost the production and quality of vegetables and fruits in greenhouses.
Monitoring Water Quality in Agricultural Fields: Enhancing the preser-
vation of food products by implementing thorough monitoring, continuous
data collection, statistical analysis, and efficient crop field management
practices. This encompasses precise control over factors such as fertiliza-

tion, irrigation, and electricity consumption.

10.9.10 SMmART GRID

Energy Management: Smart meters and grid systems that are connected to
the IoT make it easier to distribute energy, cut down on power outages, and
encourage the use of renewable energy sources.

Demand Response: During times of high demand, IoT networks let utilities
talk to and control connected products, which lowers energy use and costs.

Grid Security: IoT devices and analytics make the power grid safer by finding
problems and possible cyber threats.

10.9.11 SMART RETAIL

Retailers may use cutting-edge technology, particularly the Internet of Things (IoT),
to give customers a better shopping experience. Retail businesses may improve the
shopping experiences of their employees and customers in a number of ways by uti-
lizing IoT. It can cut down on theft, improve in-store interactions, optimize inventory
management, and do away with long lines at the checkout. The Amazon Go stores,
which provide an IoT-enabled shopping experience, are a great illustration of this.
Customers may choose their purchases and leave the store without having to wait in
line at the cash register thanks to these retailers’ use of IoT to monitor each product.
After the customer leaves the business, the entire bill is then automatically paid to
their card that is linked to Amazon.

10.9.12 SMART PoLLutioN CONTROL

One of the main issues facing most cities worldwide is pollution. It is unclear at times
whether we are breathing in smoke or oxygen! IoT can significantly aid in such a sce-
nario; efforts aimed at reducing pollution levels to a more tolerable and sustainable
range have become crucial.

This can be accomplished by deploying an array of sensors in conjunction with
the IoT to collect data on urban pollutants, including vehicle emissions, pollen lev-
els, wind patterns, weather conditions, traffic volumes, and more. Leveraging this
data, machine learning algorithms can generate pollution forecasts for different areas
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within the city, providing advance notifications to local authorities about potential
problem areas. Subsequently, these authorities can take proactive measures to miti-
gate pollution levels and create a safer environment. IBM’s Green Horizons initiative
from its China Research Lab serves as an exemplary illustration of this approach.

10.9.13 SMART AGRICULTURE

Food is an essential element of human life, and its absence can lead to dire conse-
quences. Unfortunately, while people in less developed nations like Chad and Sudan
suffer from hunger, a significant amount of food goes to waste in affluent countries
such as the United States. Leveraging IoT technology is one approach to address this
issue and ensure food security for all.

This can be accomplished by initially gathering farm-specific data from a vari-
ety of sources, including farm sensors, satellites, and local weather stations. This
data encompasses critical factors like soil quality, sunlight levels, seed varieties, and
rainfall patterns. Subsequently, by employing machine learning and IoT technology,
personalized recommendations can be generated for each farm. These recommen-
dations optimize planting methods, irrigation schedules, fertilizer application, and
other variables, ultimately leading to increased crop yields and a significant reduc-
tion in global hunger.

SunCulture, a participant in the Microsoft Al for Earth program, exemplifies this
efficient approach to improving agricultural operations and addressing food security
challenges.

These useful and creative uses of IoT and IoT networks are revolutionizing energy
management, houses, transportation, urban life, and healthcare. They raise people’s
and communities’ general standards of living while increasing effectiveness, conve-
nience, and sustainability.

10.10 RISKS AND CHALLENGES IN 10T

IoT has a lot to offer, but there are hazards and difficulties as well. The following are
some of the more noteworthy ones:

Risks to privacy and security: Security and privacy are becoming more cru-
cial as IoT devices proliferate. Hackers and other cyberthreats can under-
mine the security and privacy of sensitive data by targeting many IoT
devices. Large volumes of personal data can be collected by Internet of
Things devices, which raises privacy and data protection issues.

Interoperability problems: It can be challenging for IoT devices made by var-
ious manufacturers to communicate with one another since they frequently
employ multiple standards and protocols. This may result in data silos that
are challenging to combine and analyze, as well as interoperability problems.

Data overload: Businesses unprepared to handle the huge amounts of data
generated by Internet of Things devices may find themselves inundated. It
can be quite difficult to analyze this data and derive useful insights, particu-
larly for companies without the required analytics knowledge and resources.
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Cost and complexity: Setting up an Internet of Things system can be expen-
sive and complicated, involving large infrastructure, software, and hardware
investments. It might be difficult to manage and maintain an IoT system, as
it requires specific knowledge and abilities.

Legal and regulatory issues: As IoT devices proliferate, new legal and reg-
ulatory issues are arising. Companies must abide by several cybersecurity,
privacy, and data protection laws, which differ from nation to nation.

10.11 THE FUTURE OF IOT

The IoT has a bright future ahead of it, with lots of exciting changes coming for com-
panies. Here are some IoT trends and what people think will happen in the future:

Growth: It is thought that there will be tens of billions of Internet of Things
devices in use in the next few decades. The number of IoT devices is
expected to keep growing quickly. It will grow because more businesses
will start to use it and because new use cases and applications will be made.

Computing at the edge: Edge computing is becoming more important for IoT
because it lets data be handled and analyzed closer to where it comes from,
instead of in a central data center. These changes can speed up responses,
lower delays, and cut down on the quantity of data that needs to be sent over
IoT networks.

Al and machine learning: Al and ML are becoming more and more important
for IoT because they can look at the huge amounts of data that IoT devices
produce and draw useful conclusions. This can help companies make better
choices and run their businesses more efficiently.

Blockchain: Blockchain technology is being investigated as a way to make the
Internet of Things safer and more private. IoT devices can connect to safe,
open networks made with blockchain, which can reduce the risk of data
security breaches.

Sustainability: As companies look for ways to have less of an effect on the
world, sustainability is becoming more important for IoT. IoT can help
many different types of businesses use energy more efficiently, cut down on
waste, and become more environmentally friendly.

The future of IoT is exciting, with lots of new developments and innovations on the
way. Device makers are also giving good deals, since it is getting cheaper to make
IoT devices. As more IoT devices are added, companies will need to be ready to
switch to new technologies and accept new uses and scenarios. People who can do
this will be in a good situation to benefit from this important new technology.

Here are some examples of IoT applications that cater to the needs and prefer-
ences of individual citizens:

Home Security Enhancement: IoT-powered security systems that enable
remote control and monitoring of alarm systems. These systems provide
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real-time alerts and notifications, contributing to the safety and security of
the individual and their family members.

Activity Recognition for Elderly Care: IoT-based solutions that use sensors to
recognize the activities and movements of older individuals in their homes.
This technology can detect falls or unusual patterns of behavior, allowing
for timely assistance and care.

Home Inventory Management Reminder: IoT applications that assist in
managing household inventories. They can send reminders about expiring
items, track usage, and even facilitate online shopping to replenish supplies
when needed, making daily tasks more convenient.

These IoT applications are designed to enhance security, provide assistance, and
simplify everyday tasks, ultimately improving the quality of life for individual
citizens.

10.12 SUMMARY

In this chapter, we learned about the basics of the IoT, including its definition, archi-
tecture, and evolution over time. We also provide specific suggestions for the IoT’s
future uses. The IoT has the potential to improve a wide range of manufacturing,
logistics, and food service appliances. Today’s startups encounter increased diffi-
culty in adapting to changing market conditions, regulatory frameworks, distribu-
tion channels, and consumer preferences. Therefore, many organizations rely on
Industrial Internet of Things (IloT).The term for any action taken by firms to model,
monitor, and enhance their business operations by leveraging insights derived from
a vast network of interconnected machines to enhance their economic profitability is
commonly referred to as “IloT.”
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11.1  INTRODUCTION

The anthropogenically driven climate change began with the inception of the
Industrial era with its rampant use of machines (Oreskes, 2013; Vila-Traver et al.,
2021) and heavy reliance on fossil fuels (Hook & Tang, 2013; Harnowo et al., 2021).
Over the decades, climate change has accelerated (United Nations, 2020), resulting
into the world viewing it as one of the biggest global challenges (Wagner, 2023;
Uchiyama et al., 2020; Asadieh & Krakauer, 2017). According to the 2023 report
of the United Nations’ Intergovernmental Panel on Climate Change (IPCC), there
is no doubt that human activities, particularly the emissions of greenhouse gases,
are to blame for the increase in global surface temperature to 1.1°C higher during
2011-2020 than temperatures between 1850 and 1900. The IPCC concludes that,
under all examined scenarios, there is a greater than 50% chance that the global tem-
perature will rise by 1.5 degrees Celsius (2.7 degrees Fahrenheit) or more between
2021 and 2040. Under such a high-emissions trajectory, the globe may approach this
threshold even sooner—between 2018 and 2037. This will in turn lead to disrupt-
ing ecological systems, diminishing habituality of earth, extinction of many spe-
cies, economic losses, threat to peace and stability and spike in poverty (IPCC AR6
Synthesis report, 2023). Over the years, scientists, researchers and policy makers
have developed many lofty goals, policies, adaptation and mitigation strategies to
combat climate change. But all of these have failed to check its unprecedented rise.
This epic fail gives the clarion call for the adoption of new technology to mitigate
the transformational challenges induced by climate change. As the world has navi-
gated its way into the Fourth Industrial Revolution (4IR) or digital revolution (World
Economic Forum, 2016), innovative technologies like Artificial Intelligence (AI)
hold immense potential to address the transformational challenges posed by climate
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change. The 4IR marks the upsurge of many technologies like Al (Jain et al., 2023),
machine learning (Ravindiran et al., 2023), data analytics (Bhardwaj & Khaiter,
2023), blockchain (Cali et al., 2023), the Internet of things (IoT) (Alshahrani et al.,
2023), cloud computing (Singh et al., 2021), quantum computing, advanced wire-
less communications and 3D printing. Among all these emerging technologies, Al
has become ubiquitous in the contemporary world (Kurian et al., 2023; Cowls et al.,
2023; Kovalishin et al., 2023). It has come a long way from conferences, debates and
research with data scientists in the 1950s (Moor, 2006) to becoming a cutting-edge
technology in today’s society (Chatterjee et al., 2022). It can be defined as the sci-
ence and engineering of creating intelligent devices, particularly intelligent computer
programs (McCarthy, 2004; Kulkarni et al., 2023). It is a rapidly evolving field of
computer science that deals with developing intelligent systems and deriving solu-
tions to problems resembling human intelligence (Dignum, 2017). AI primarily aims
to accelerate computer capabilities that are related to human understanding, reason-
ing, learning, problem-solving and predicting (Paschen et al., 2019; Osipov & Skryl,
2022). Along with the rapid developments in the field of Al, its subset, machine
learning (ML) (Helm et al., 2020), has shown drastic advancements and is triggering
breakthroughs in many research sectors, including climate change (Reichstein, 2019;
Dijkstra et al., 2019). ML can be defined as an amalgamation of myriad technologies
that depend on massive amounts of data to train an algorithm that can enable its con-
tinuous self-improvement (Meserole, 2018). With the data provided by the scientists
and researchers, an educated guess can be made using ML, which can be further
updated with more data feeding. Hence, the intersection of Al and ML holds tremen-
dous potential in mitigating climate change.

However, mitigating climate change isn’t a one-step process. It is a complex sys-
tem of multiple variables like GHGs concentration, carbon dioxide level, precipi-
tation level, wind pattern, fluctuating temperature and humidity level that makes
it difficult to collect as well as analyze data and predict mitigation strategies. In
such a scenario, Al seems particularly fit to address massive data challenges and
face all queries in this field. Al holds paramount importance in making right deci-
sions, framing apt government policies, programs and action plans (Kaack et al.,
2021). By using large data, learning algorithms and sensing devices, Al has robust
potential to evaluate weather change, forecast approaching catastrophes and reduce
the magnitude of loss that might be created by such disasters. Additionally, using
Al can also aid in establishing possibilities to escape undesired natural cataclysms
and assist humans to make the right decision in such tough times. There are a pleth-
ora of papers that highlight the role of Al in almost every aspect of human life
(Mohammad, 2020; Biswal, 2023; Cioffi et al., 2020; West & Allen, 2018) and the
potential it holds in transforming every walk of life (Christakis, 2019). But there
is a lacunae of research papers in understanding role of Al exclusively in climate
change. Further, there are certain gaps and difficulties that prevent Al from reaching
its full potential. Moreover, there is also a gap in literature regarding the numerous
applications of Al in predicting and mitigating climate change. Given this scenario,
this chapter attempts to draw attention towards (i) how Al can enhance our current
knowledge and understanding of climate change, (ii) how Al can pose as an effective
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tool to speed up adaptation and mitigation strategies for climate change, (iii) how
Al can provide sustainable and effective solutions to prevent undesired natural cata-
clysms and (iv) how Al plays a significant role in overcoming challenges in climatic
risk management.

11.2 RESEARCH METHODOLOGY

This chapter has considered a systematic review methodology for the review con-
duction. In this review process, various steps have been incorporated, such as plan-
ning of review, search string and search criteria for artificial intelligence in climate
change. After the completion of the search, the research articles are considered for
review using inclusion and exclusion criteria. This section offers details on how the
review is carried out.

11.2.1 Review PLAN

In recent years, Al in climate change has come along substantially. Despite extensive
study efforts, the prospective outcomes for each field have not been uncovered yet.
This chapter has tried to conduct in-depth research and an overview of Al in the
climate change domain. Further, this study has explored the implications of Al in
various sub-categorical domains of climate change, including enhancing knowledge
regarding climate change, adaptation and mitigation strategies of climate change,
solutions in the prevention of undesired natural cataclysms and overcoming chal-
lenges in climatic risk management.

11.2.2 SEARCH STRING

In the extraction articles related to Al and climate change, several keywords are iden-
tified, such as Al, Al in climate change management, Al in the prediction of climatic
variation and Al in the prevention and mitigation of climate change. However, the
final data are extracted by applying specific keywords, which are “artificial intelli-
gence”, and “climate change”. For data extraction, WOS and Scopus online data-
bases are preferred, which are considered wide-ranging citation databases with the
maximum number of peer-reviewed influential core, interdisciplinary and multidis-
ciplinary journals. A total of 3783 articles (Scopus n=2091 and WOS n=1692) are
extracted from the two online databases. However, some related articles may not
have been considered because of the mismatch in title with the identified keywords.
Figure 11.1 depicts the search string.

11.2.3  SeLecTioN CRITERIA

The review process opted for pre-specified selection criteria to include and exclude
the papers. In the exclusion process, 222 papers from the Scopus database and 152
papers from the WOS database are excluded because of the unavailability of the DOI
number of the papers. Further, 251 review papers and 780 duplicates are excluded.
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FIGURE 11.1 Search string.

Out of the remaining 2378 research articles, after thorough study 2346 articles are
excluded as they are not relevant to the concerned categories mentioned in the earlier
section, and a total of 32 articles are taken into consideration for the literature review
presented in the figure.

11.3 DISCUSSION AND RESULTS

11.3.1 Rote oF Al IN ENHANCING CURRENT KNOWLEDGE
AND UNDERSTANDING OF CLIMATE CHANGE

Climate change is a complex problem. It is one of the greatest challenges faced by all
of humanity (Rolnick et al., 2019). According to the 2023 IPCC Report, we are living
in a climate emergency (IPCC AR6 Synthesis report, 2023). With its catastrophic
effects on ecosystems, human civilizations and economic activity, climate change
continues to rank among the most urgent global issues. Earlier discussions on climate
change focused primarily on its physical aspects, like temperature rise, carbon diox-
ide levels, amount of rainfall, GHGs level and wind patterns. But no significant atten-
tion was being paid to it past these physical aspects. Behind these physical aspects
lies the constantly changing data sets that determine the climate change. These data
sets bring forth the role of Al in understanding climate change. Data is the primary
source from which Al algorithms learn. They make decisions based on the data they
are given, forecast relationships between variables, make predictions and assess their
performance (Kaack et al., 2022). The performance of the algorithm improves with
the quality of the data it learns from. Data is processed in a variety of ways for each
individual application. It may be produced, assembled, pooled with other data, saved,
labelled and deleted. A multitude of other technologies, inputs and procedures are
used in conjunction with ATl algorithms to ensure its success. These span from raw
data to big data processing tools and platforms to computational infrastructure and a
variety of more niche digital infrastructure.
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FIGURE 11.2 Al in enhancing current knowledge and understanding of climate change.

Although the full potential of AI in understanding and management of climate
change is not fully explored yet, this developing area definitely has shown promis-
ing results (Sharifi & Amir Reza Khavarian-Garmsir, 2023). Climate change data
sets are enormous and take significant time to collect, analyze and apply the data
toward creating informed decisions, apt mitigation strategies and climate change pol-
icies (Ferreira et al., 2020). There has been a significant increase of carbon dioxide
emission, rise in sea level, diminished crop productivity, constant biodiversity loss,
increased frequency of natural disasters, changing weather patterns and amount of
rainfall (Shivanna, 2022). As climate change is happening at a faster rate and the
severity is rising, it is high time to implement innovative technology like Al in the
climate change domain. With promising solutions posed by Al, it can be a pana-
cea to mitigate climate change (Huntingford et al., 2019). Based on this, Figure 11.2
shows Al in Enhancing Current Knowledge and Understanding of Climate Change.
The ability of artificial intelligence to interpret and gather data greatly reduces the
discrepancy between forecasts made by digital models and actual circumstances,
leading to more precise predictions of future outcomes (McGovern et al., 2017).
Artificial intelligence is commonly utilized to search for all information and find
new climate models, lowering forecast bias and enhancing accuracy (Jones, 2017).
In recent years, Al has becoming more important in weather forecasting due to the
vast amount of data provided by observation satellites and the complexity of climate
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models. Additionally, Al can help with the detection of regions that are particularly
vulnerable to climate-related risks, the creation of adaption plans for businesses and
communities, the forecasting of floods and wildfires and the detection of regions
vulnerable to landslides (Sirmacek & Vinuesa, 2022; Bag et al., 2023). Al can also
aid in the creation of early warning systems that can warn of imminent calamities,
giving communities vital time to get prepared and evacuate faster (Rutenberg et al.,
2021). Hence AI complements better understanding of climate change.

11.3.2 Rote oF Al As AN EFrecTiVE TooL TO SPEED UP ADAPTATION
AND MITIGATION STRATEGIES FOR CLIMATE CHANGE

Climatic distortions take place due to dynamic global phenomenon of climatic alter-
ation from changes in temperature, precipitation and wind pattern. These rampant
changes are caused due to man-made activities that result in global warming. The
unprecedented rise in Earth’s temperature caused by the greenhouse effect is one of
the reasons for the increase in temperature and risk in climatic distortions. These issues
remain unaddressed due to ever-growing urbanization and industrialization, which
increase energy demand and production by burning of fossil fuels and over-utilization
of non-renewable resources and can destruct the food chain and economic resources.
Considering these possible devastations, Al plays a significant role in mitigating the
impact of climate change distortions by predicting, analyzing, monitoring and miti-
gating climate change impacts with efficient use of data sets, learning algorithms and
sensing devices (Chen et al., 2019). AT follows adaptation strategies such as data anal-
ysis and modelling, predictive modelling, risk assessment and vulnerability mapping,
natural resource management, infrastructure mapping and design and follows mitiga-
tion strategies such as energy efficiency and optimization, renewable energy integra-
tion, smart grid management, emission monitoring and reporting, carbon pricing and
market analysis, as represented in Figure 11.3. Al has already depicted its success in
weather forecasting as well as environmental monitoring in several spatial locations.
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FIGURE 11.3 Al tool to speed up adaptation and mitigation strategies for climate change.
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Al interprets daily weather events, climatic conditions and climatic data related to tem-
perature and precipitation, and based on the technical mapping it predicts any possible
distortions in the form of extreme weather. Along with predicting any distortion, it
also alerts the enormous sources of carbon emissions so that the levels can be con-
trolled beforehand (Sahil et al., 2023). This is intended to enable the policy makers to
take steps to control the rising sea level, as well as extreme temperature and imposing
carbon tax on the emitters. The Earth’s hazards, like hurricanes, typhoons, species
extinction, cyclone, drought and disruption of natural habitats, can also be predicted
through AI operations. Climatic informatics has remained very helpful for the scien-
tists and research experts in using Al paradigms in this approach. Unfortunately, the
Al models used to date for prediction and interpretation are reliable for short-term
forecasting but have diverged significantly from long-term prediction, assessment and
mitigation. Thus, to mitigate climatic distortions, more advanced research is needed.

11.3.3 RoLE oF Al IN PROVIDING SUSTAINABLE AND EFFECTIVE
SoLuTIONS TO PREVENT UNDESIRED NATURAL CATACLYSMS

Al is well-known for its ability to complete those tasks that were previously solely
accomplished by humans. There would not be any question in considering climate
change to be one of the most scientific complications that mankind has ever faced,
as changes in climatic conditions are subjected to a complex system comprising an
enormous number of variables, such as release of excessive carbon dioxide to the
atmosphere (Fawzy et al., 2020), change in temperature and precipitation levels and
wind patterns (Chen et al., 2019). As these climatic changes are not subjected to a
fixed phenomenal pattern and keep constantly changing, it gets difficult for Al to
predict any changes in the climatic condition beforehand. Al requires data sets of
fixed patterns strategically collected in a specific time zone to reach valid conclu-
sions to enact related policy changes. Al predicts upcoming climate changes based
on prior data collected on particular trends and patterns. This requires designing Al
models that would come up with the early warning systems, geo-spatial analysis,
infrastructure resilience, disaster response and relief, ecosystem restoration, emer-
gency communication (Yang et al., 2023), risk management and mitigation strategies
and public awareness and education, as presented in Figure 11.4. These sustainable
and effective solutions to prevent undesired natural cataclysms via Al can give the
scientists better feedback about their running programmes, thereby improving the
results of the existing models in predicting uncertainties in climate change (Sahil
et al., 2023). AT has predominantly come up with tangible results. However, it has not
come up with significant solutions in terms of water bodies, especially oceans. The
ocean is one of the least predictable and understandable parts of the planet as it both
transfers and absorbs heat. Furthermore, it is unknown how ocean bodies react to the
changes occurring in the environment or in the climate. Additionally, to understand
these changes, Al makes use of satellites revolving round the planet to make certain
observations regarding climatic changes, such as monitoring forest fires and sources
of carbon emission. With the growing and urgent need to predict climatic changes,
a greater number of satellites are now in space to collect enormous information. For



152 Al for Climate Change and Environmental Sustainability

SUSTAINABLE & EFFECTIVE SOLUTIONS ]

EARLY
WARNING
SYSTEMS

EMERGENCY
COMMUNICATION

GEOSPATIAL

RESEARCH ANALYSIS

&
SCIENTIFIC

ADVANCEMENT DISASTER

RESPONSE
RISK

ASSESSMENT
&
MITIGATION
STRATEGIES

&
RELIEF

INFRASTRUCTURE
RESILIENCE
PUBLIC
AWARENESS

&EDUCATION
ECOSYSTEM

RESTORATION

mAZmMA—rrm=Z2— rrp=—N—M—-3>

FIGURE 11.4 AI in sustainable and effective solutions to prevent undesired natural
cataclysms.

instance, the Arctic Ocean is dramatically changing with the global warming touch-
ing unprecedented heights. To understand these changes, in summer and spring when
the temperature is high, ships in the Arctic Ocean can collect the required data for
Al to predict ocean data and make relevant changes in the policies for sustainable
changes. But unfortunately, during winters as the temperature turns negative and the
oceans turns to ice, the ships fail to enter the Arctic to conduct the operations, result-
ing in a data collection gap. In these situations, Al can be helpful in assimilating the
required data to maintain continuity of data collection and predict the changes based
on the given trends and patterns. This can be very helpful in predicting and analyzing
the climatic distortions, if any, beforehand for sustainable and effective solutions.

11.3.4 Rote oF Al IN OVERCOMING CHALLENGES
IN CLIMATIC RISk MANAGEMENT

Al plays a significant role in risk management in the context of global climate change
by leveraging cutting-edge algorithms and machine learning techniques in order to
detect, investigate and mitigate risks more effectively and efficiently with the help of
patterns and correlations. These patterns and correlations can be helpful in prioritiz-
ing risks and allocating resources accordingly (Galaz et al., 2021).

11.3.4.1 Al and Climate Change Risk Identification

Al plays a crucial role in identifying possible risks associated with climate change
by analyzing and interpreting enormous records of data from diverse sources. Al is
widely used in augmented environmental monitoring (Hino et al., 2018) for effective
climate mitigation action and robust farming practices, but it has yet to be developed
prominently in terms of identifying potential risks. However, the converging trends
in AT have come up with development and deployment of Al and associated technol-
ogies that can mitigate risks related to climate change from a sustainable perspective
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(Dauvergne, 2020). Al can analyze troublemaking weather to identify any possible
climatic disruption beforehand. For instance, Al algorithms can predict relation-
ships between the unnatural behavior of any disaster such as a cyclone, hurricane or
tsunami with climate factors like heat stored within the ocean, wind speed and air
temperature to forecast any potential risk. Additionally, AI can interpret data from
temperature and tectonics sensors to detect anomalies that could indicate a potential
safety risk (Creutzig et al., 2019). In today’s techno-world, a cyclone or storm land-
fall is usually predicted 48 hours beforehand. The Al-augmented model can be run
before the disaster to determine probability so that warning can be issued to citizens
who are at maximum risk and they can be moved to safer sites. The observational
data collected from newly emerging Al, especially from automatic meteorological
stations, radars and satellites has a very broad application in the context of meteoro-
logical big data (Zhou et al., 2022). The newly augmented Al tools, including deep
learning, can understand complex structures to efficiently figure out disruptions in
the meteorological field. Furthermore, AI’s image recognition capability can come
up with innovative ideas and directions for problematic climate monitoring and fore-
casting. Ultimately, the data collected by Al tools can be helpful not just for the
organizations to trace potential risks to protect citizens from disaster, but also by
providing valuable insights that can aid in undertaking hands-on measures to miti-
gate risks. Thus, it can be said that Al insights combined with human expertise can
identify and mitigate climate-orientated disruptions by analyzing images and video
data to identify potential risks.

11.3.4.2 Al and Climate Change Risk Assessment

Use of a convolutional neural network to estimate climatic disruption inten-
sity based on satellite cloud pictures (Wimmers et al.,2019), use of an Artificial
Neural Network in predicting tropical cyclones, use of a back-propagation (BP)
algorithm to optimize the multilayer perceptron Multi-layer Perceptron (MLP) net-
work for assessing climatic disruption (Baik & Paek, 2000) and use of a Multi-layer
Perceptron to predict typhoon intensities (Chaudhuri et al., 2013) are some of the
recent unique steps taken in Al approach to predict and mitigate climatic risks. The
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aforementioned works made use of variables such as central pressure, maximum
sustained surface wind speed, pressure drop, total atmospheric ozone column and
sea surface temperature as the input matrix of the model to determine the mini-
mum prediction error of the model. Furthermore, in a similar context, recursive
neural networks (RNN) can be used to demonstrate of temporal dynamic behav-
ior. In order to develop an Al-based cyclonic disruption monitoring and forecasting
system, automated and objective localization, intensity determination and inten-
sity trend discrimination of cyclonic disruptions needs to be achieved, for which
a vortex identification model based on deep image target detection, an intelligent
intensity determination model based on image classification and retrieval and a
fast enhancement discrimination model incorporating spatial-temporal sequence
features are essential.

Al can be useful in analyzing risks by interpreting data and recognizing the pat-
terns and correlations to predict the severity and probability of potential risks. For
instance, the predictive models under Al augmented models can estimate the proba-
bility of the RNN based on prior data on previous breaches. Al can analyze risks by
interpreting data and recognizing patterns and correlations by focussing on various
risk scenarios. It can simulate the influence of a natural disaster on supply chain
operations to help non-profit Sustainable Environment and Ecological Development
Society (SEED) organizations prepare for and mitigate the risk. Further, Al can also
help SEED organizations to assess the severity and likelihood of risks more precisely
and proficiently by interpreting vast data and identify patterns and trends in prior
existing data. Al plays a significant role in risk assessment, but it should not be the
sole handler of the assessment. It should be accompanied by human expertise and
judgement for effective risk management decisions.

11.4 PRACTICAL IMPLICATIONS

The aim of the research is not just to conduct a systematic literature review, but also
to join the poorly connected strands in prior research domains that are widely related
to the application of Al and implication of machine learning and robotics in sustain-
ability climatic sciences, thereby guiding future researchers and policy makers to
accelerate Al-based climate actions efficiently in terms of current policy debates to
govern Al. The massive loss of life and property has remained a concern of mankind
for more than 1,000 years. Voluminous in-depth research work has been conducted
on major approaches for Al in climate disruptive domains, such as structure, dynam-
ics and forecasting techniques that require large-scale data for detection, analysis
and prediction. An innovative way of understanding how to address the bottlenecks
in the field of climatic disruption via Al is the need of the hour. Technologies based
on a purely data-driven approach will be difficult due to limited data availability
for providing huge contributions to improving cyclonic disruption predictions. Even
if the prior literature has made significant progress in genesis forecasts, path pre-
diction, intensity prediction, weather prediction and improving numerical forecast
models by integrating machine learning in Al, practical implication of these meth-
odologies has stayed back and needs to be operated in the practical field, which
can be regarded as both an opportunity and a challenge. Further, AI’s potential in a
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climatic-oriented approach has been exploited only to a limited extent in the practical
world due to unavailability or underutilization of the existing data. It is evident that
the role of Al in leveraging a climatic-oriented approach is promising and challeng-
ing, which demands researchers and meteorologists have better knowledge and hand
over climate-oriented dynamics to identifying key issues and solve them by devel-
oping suitable Al tools. The current research work can lay a foundation for further
analysis and future studies related to Al tools in leveraging Artificial Intelligence in
climate change interpretation.

11.5 CONCLUSION

The never-ending techno-driven human activity has substantially shaped the bio-
sphere and climate system and thus the expectations of Al, and its tools, such as
machine learning, deep learning, Internet of Things and robotics, have improved
to detect, adapt and respond to climatic distortions beforehand in order to save
lives and property. The vast diffusing urbanization of the 21st century has a sig-
nificant impact on environmental changes, especially on the climate creating risk
for Sustainable Development Goal 11, which centred on making human settlements
more inclusive, safe, resilient and sustainable. As the data is unavailable or limited,
usage of Al is restricted. It will be helpful if organizations such as Future Earth, the
Global Carbon Project, International Council for Local Environmental Initiatives
(ICLEI), Carbon Disclosure Project (CDP), Integrated Global Greenhouse Gas
Information System (IG3IS), World Urban Database and Access Portal Tools
(WUDAPT) and the C40 Network will come up with plenty of information to
increase Al functionality. The aforementioned organizations can collaborate to
create and curate a combined podium for financial data analysts, who can analyze
and interpret all the data for effortless and effective Al functioning of. However,
it is noteworthy that the existing models are learning methods, and the extreme
climatic distortions cannot be predicted with 100% accuracy in the practical world.
The need of the hour is to find the answers for how to build training datasets and
build supervised Al tools to achieve predictive goals of climatic distortion predic-
tion and mitigation.
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