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This book lays a systematic foundation for professionals, researchers, and indus-
try readers who are interested in the applications and implications of generative 
AI for cybersecurity. It covers the latest advances in generative AI and its applica-
tions, risks, and opportunities in cybersecurity.

The authors first introduce the fundamental background of generative AI, the lat-
est cybersecurity issues, and related potential applications in cybersecurity sys-
tems. Following this, they comprehensively review the state-of-the-art research 
and development, covering various aspects of generative AI applications in this 
area and related challenges and issues, such as training data availability, compu-
tational complexity, generalization to different scenarios, AI governance, quan-
tum-empowered AI and many more. These discussions provide a strong under-
standing of recent advances in the two fields of generative AI and cybersecurity 
and the convergence of these domains, which will help readers to shape the field 
as it matures. Hands-on experiments presented throughout will also give them 
the practical skills for success. By leveraging its capabilities, readers can over-
come challenges, understand the risks, enhance performance, and unlock new 
opportunities for handling the challenges of cybersecurity with generative AI. 
Consequently, they will be able to apply their knowledge to utilize generative AI 
in cybersecurity applications to prevent economic and other losses due to cyber 
risks such as phishing, fake news, deepfake-based fraud, and other cyberattacks.

The contents of this book are appropriate for a wide range of readers from general 
readers to industry experts and scientists. Because it bridges the gap between 
generative AI and cybersecurity, experts from both fields will benefit from the 
information presented within. Students with a background in either area will also 
benefit from the approach that leads from general to specific applications.
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Foreword
In our increasingly interconnected world, cybersecurity stands as a critical pillar sup-
porting global stability, economic resilience, and national security. As technologies
rapidly evolve, so too do the threats that challenge our digital infrastructures. In this
context, the publication of Generative AI for Cybersecurity: Fundamentals, Appli-
cations, Risks, and Opportunities is both timely and significant.

Generative AI, particularly since the remarkable emergence of tools such as Chat-
GPT, has captured global attention, thanks to its profound capability to generate
sophisticated content/data. Such a capability not only promises revolutionary ad-
vancements in cybersecurity but also highlights critical vulnerabilities that malicious
actors might exploit. Navigating this dual potential requires a deep and nuanced un-
derstanding of Generative AI as well as its applications/implications and even risks
to cybersecurity.

Authored by renowned experts in the fields of artificial intelligence and cyberse-
curity, this book systematically offers essential insights into how Generative AI can
proactively address and mitigate complex cybersecurity threats, from malware detec-
tion and phishing prevention to safeguarding cyber-physical systems, including IoT
and cloud computing platforms. At the same time, the authors responsibly acknowl-
edge and explore the significant risks posed by Generative AI, emphasizing the need
for vigilant and innovative defensive strategies as well as governance.

By providing rich case studies, practical implementations, and discussions on eth-
ical and practical challenges, this book serves as an invaluable resource not only for
researchers and industry professionals but also policymakers and global leaders. It
equips readers with the necessary knowledge to harness Generative AI’s potential se-
curely, fostering international cooperation to enhance cybersecurity at a global scale.

Australia remains deeply committed to promoting a secure and resilient cy-
berspace through international collaboration and innovation in critical technology.
I commend the authors for their significant contribution, offering clarity, vision, and
practical guidance in harnessing the transformative power of Generative AI safely
and effectively. It is my privilege to endorse this timely publication. May it inspire
continued global cooperation and proactive advancement in securing our shared dig-
ital future.

Foreword by Ambassador Dowling
Australia’s Ambassador for Cyber Affairs and Critical Technology

https://www.dfat.gov.au/about-us/our-people/homs/ambassador-for-cyber-affairs
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Preface
The release of ChatGPT by OpenAI in 2022 drew paramount attention to Genera-
tive AI due to its enormous potential in different practical applications. For cyber-
physical systems and digital infrastructures, Generative AI has been seen as a pow-
erful solution to cybersecurity. Cybersecurity threats have reached alarming propor-
tions on a global scale, with devastating social and economic impacts. In fact, the
global annual cost of cybercrime exceeded $1 trillion, as reported by Cybersecu-
rity Ventures. The fallout from cyber threats extends far beyond financial burdens,
affecting critical infrastructure, national security, and personal privacy. The World
Economic Forum’s Global Risks Report highlighted cyberattacks as one of the top
five global risks in terms of likelihood, ahead of pandemics and environmental dis-
asters, underscoring an urgent need for robust cybersecurity measures on a global
scale.

GenAI, thanks to its exceptional “creative/generative” ability, has been emerg-
ing as a promising solution to effectively address various cybersecurity issues, e.g.,
detecting unknown attacks, malware, phishing, adversarial attacks, deepfakes, and
identity theft, as well as visualizing network traffic, security logs, and testing the ef-
fectiveness of security policies and response strategies. These potentials of GenAI,
including vulnerability assessment/scanning, allow organizations to proactively iden-
tify and address security weaknesses. Moreover, GenAI also empowers different
types of AI, such as deep learning and deep reinforcement learning, by generating
high-quality training data. This capability becomes particularly valuable when data
acquisition in cybersecurity is costly or limited. However, the idea of implementa-
tion of Generative AI in cybersecurity is still at an early stage. Remaining key chal-
lenges, such as training data availability, computational complexity, generalization
to different scenarios, robustness to noisy and incomplete data, new/unknown cyber-
attacks, ethical and privacy concerns, and real-time adaptation and learning, must be
addressed. Overcoming these challenges is crucial to enabling practical applications
of Generative AI in this domain.

While holding the above immense promise, GenAI also introduces significant cy-
bersecurity risks. For instance, attackers can harness Generative AI to craft convinc-
ing deepfake content for identity theft, misinformation campaigns, or impersonation.
It also enables the automated generation of sophisticated phishing emails that bypass
traditional email filters, making users more vulnerable to social engineering attacks.
Moreover, GenAI can create novel and evasive malware variants that challenge tra-
ditional antivirus detection methods. Adversarial attacks, exploiting GenAI-created
adversarial examples can undermine the accuracy of machine learning-based secu-
rity systems. The misuse of GenAI in cyberattacks underscores the imperative to
bolster defenses against these emerging threats, necessitating ongoing innovation in
cybersecurity to counteract the capabilities it bestows upon malicious actors.

xv
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Given the above, this book, titled Generative AI for Cybersecurity: Fundamen-
tals, Applications, Risks, and Opportunities, aims to lay a systematic foundation for
the research community and industry that are interested in Generative AI and its
applications, as well as implications/risks to cybersecurity. To this end, we first pro-
vide a fundamental background of Generative AI, the tutorial on the latest issues in
cybersecurity, and their state-of-the-art solutions. We then provide an overview of
potential applications of Generative AI to address problems in cybersecurity, as well
as the risks to cyberspace brought up by Generative AI. After that, the book delves
into specific challenges of cybersecurity, e.g., imbalanced training dataset, lack of at-
tacks/training data, and deepfakes, and discusses how Generative AI can potentially
tackle them. To provide readers with hands-on experience, the book also presents
typical study cases where Generative AI can be used to secure cyber-physical sys-
tems, e.g., Internet of Things, Blockchains, and Cloud Computing platforms. Finally,
we highlight the latest research and emerging interests in applying Generative AI to
safeguard future cyberspace. The book concludes by detailing challenges and open
issues related to Generative AI in the global cybersecurity landscape. To summarize,
the key features of this book are:

• Provides fundamental background, tutorial of Generative AI and its appli-
cations, implications to cybersecurity

• Provides the latest advances in applying Generative AI to tackle practical
challenges in cybersecurity

• Provides case studies together with detailed programming implementation
to help the readers learn and practice Generative AI to safeguard specific
scenarios (e.g., for intrusion detection in IoT networks, threats/attack detec-
tion in cloud computing, blockchains)

• Discusses potential risks caused by Generative AI to cyber systems and
potential mitigations, especially for emerging applications/issues

• Highlights challenges, open issues, and future research directions of Gener-
ative AI in the global cybersecurity landscape
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Part I

Fundamental Background

Part I first provides a fundamental background of Generative AI and a tutorial on
cybersecurity, different types of attacks/vulnerabilities, key challenges, and research
trends in this domain. We then provide an overview of potential applications of Gen-
erative AI to address challenges in cybersecurity, as well as the risks to cyberspace
brought up by Generative AI. Part I has three chapters as follows.
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1 Generative AI and Its
Related Components

Generative AI is defined as a class of AI models used to create data that is similar to
the data in our real world. Specifically, Generative AI models can create data in forms
like text, images, audio, videos, 3D models, etc. Since the booming of ChatGPT in
2023, generative AI has received a paramount interest from the community. It is
believed that generative AI will be the most influential AI technology in the next
decade.

The reinvention of Generative AI is mainly thanks to the development and ad-
vancement of deep learning, a class of multiple-layer neural networks that are specif-
ically designed and trained to solve many complex problems. In this chapter, we will
discuss different components of deep learning and generative AI. This chapter is the
foundation for the next chapters in the book.

1.1 DEEP NEURAL NETWORK
Deep learning is a branch of machine learning that utilizes neural networks, typi-
cally characterized by numerous layers, to identify patterns and make informed de-
cisions based on data [1]. This approach draws inspiration from the human brain’s
architecture, consisting of various interconnected nodes that handle and interpret in-
formation. Deep learning algorithms can be trained for diverse applications, such
as recognizing images and speech, translating languages, detecting anomalies, and
playing games. They are especially effective in tasks that demand high precision, like
object recognition in images or language translation.

A major advantage of deep learning is its capacity for ongoing learning and adap-
tation. As it ingests increasing volumes of data, a deep learning model can progres-
sively enhance its accuracy and effectiveness. This makes it particularly suitable for
tasks that involve large datasets, especially when it’s challenging to establish ex-
plicit decision-making rules. Deep learning has already made a substantial impact
across various sectors, including healthcare, finance, transportation, retail, and enter-
tainment [2]. Its influence is anticipated to expand even further in the future as data
availability continues to rise and more organizations seek to harness deep learning’s
capabilities for improved decision-making and operational efficiency.

In a more specific definition, deep learning can be understood as the extension of
traditional neural networks with some new advancements. The three most important
improvements of deep learning compared to the traditional neural network include
the network structure, the activation function, and the optimization algorithms for
training models.

DOI: 10.1201/9781003502531-1 3
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4 Generative AI for Cybersecurity

First, there have been many new network structures developed in the last decade.
Some of the most popular deep network structures include Convolutional Neural
Networks, Recurrent Neural Networks, Autoencoders, Encoder-Decoder, Attention,
and Transformer.

Second, due to the limitations of sigmoid and tanh functions relating to the gra-
dient vanishing problems, there have been a large number of new active functions
proposed for deep learning. Some of the most popular activation functions consist of
Relu, LeakyRelu, Exponential Relu etc.

Last but not least, there have been many improvements from the traditional
stochastic gradient descent (SGD) algorithm. The most effective algorithms include
SGD with momentum, Nesterov Accelerated Gradient (NAG), Adaptive Gradient
(AdaGrad), AdaDelta, RMSprop, and Adam.

In the following subsections, we will further study the popular deep network
architectures (convolutional neural network, recurrent neural network, and autoen-
coder) and optimization algorithms. Other deep network architectures will be dis-
cussed and presented in the coming chapters.

1.1.1 CONVOLUTIONAL NEURAL NETWORKS

Perhaps, the most popular deep network structure is Convolutional Neural Network
(CNN) [3]. CNN is very popular and widely applied to a wide range of problems,
particularly in image and video processing. Compared to the traditional neural net-
works, i.e., Multi-layer Perceptron (MLP), CNN has two main differences. The first
difference is that the input to MLP is a vector of features, while the input to CNN
is often the whole/raw image in two or three dimensions. In other words, MLP only
works with features extracted from the original data, while CNN can perform di-
rectly on the raw data. Thus, CNNs are powerful tools for feature or representation
learning [4]. The second difference between CNN and MLP is the objective of trans-
forming the feature in each layer. While MLP aims to extract the global features,
CNN, on the other hand, focuses on extracting the local features in images.

Generally, a CNN consists of three main components: Convolution layers, Pooling
layers, and Dense networks. The convolution layers are used to extract the local
features from the input data. In other words, the convolution layer maps the input
data into a new feature using a local convolution operator. For a single channel input
image, I[i, j], a convolution operator of size [W,H] can be defined by K[x,y] where x =
1, ...W and y = 1, ..,H. The output feature map f when applying K on I is calculated
as follows:

F [i, j] = (I ∗K)[i, j] =
w

∑
x=1

h

∑
y=1

K[x,y].I[i−x, j−y] (1.1)

The pooling layers are used to extract the abstract/general features from the input.
They are often implemented by creating/selecting a smaller number of important
features from a greater number of input features. There are two popular pooling
operators in CNN. The first pooling operator is the Max-Pooling, where the max
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operator is applied to calculate the output from the input. For a feature map F[i, j],
the output of applying a Max-Pooling Px,y with kernel size of (W,H) on this feature
is calculated as follows:

Max−Pooling[i, j] = maxW,H
x=1,y=1(F[i−x, j−y]) (1.2)

The second pooling operator is Average-Pooling, where the average operator is
used to calculate the output from the input. Average-Pooling is often used at the last
layer of the Convolution block in CNN, in which a large number of feature maps are
flattened into a single vector before inputting into the dense layers.

For a feature map F[i, j], the output of applying a Max-Pooling Px,y with kernel size
of (W,H) on this feature is calculated as follows:

Average−Pooling[i, j] =
∑

W,H
x=1,y=1(F[i−x, j−y])

W +H
(1.3)

The dense layers are often used at the end of a CNN to map the output to the
target problem. The dense layers often include a number of layers in an MLP. The
intuition is that after a number of convolution and pooling layers, the raw data has
been projected to more general/abstract features. Thus, the target problem can be
easily solved using a few dense layers. A typical CNN often consists of a dozen to a
hundred convolutional and pooling layers with only one or a few dense layers.

Since the development of Alexnet [5], there have been many CNN networks de-
veloped for image, video processing, and other problems. Following, we will discuss
some of the most popular CNN models.

AlexNet: AlexNet [5] was proposed by Alex and his co-workers in 2012. Com-
paring to the traditional MLP, Alexnet has three important improvements. The first
improvement is that it has a deeper structure (more layers) than the traditional MLP.
Traditionally, MLP has only one or a few layers. Alexnet improves this by success-
fully trains a network of 8 layers. This is the first time researchers have successfully
train such a deep network. The second improvement is the replacement of the Sig-
moid activation function by the Relu function. Using the ReLU function helps to
mitigate the vanishing gradient problem, thus allowing for the training of networks
with more layers. The last improvement of Alexnet is the use of the Dropout layer
to regularize the network. The Dropout layer is implemented by randomly removing
some connections in one or some layers of the network during the training process.
This technique, thus, helps to prevent the over-fitting problem.

The performance of Alexnet is very impressive. This model achieves top five error
of 15.3% vs 26.2% of second place in the 2012 Imagenet challenge. Moreover, since
Alexnet has much deeper structure than the conventional MLP, this model is called
a deep network. Until now, Alexnet is still considered the most influential research
paper in the field of computer vision. The success of Alexnet has inspired the birth
and development of the field of deep learning.

VGG: VGG was developed by the Visual Geometry Group at the University of
Oxford in 2014 [6]. It won second place in the 2014 Imagenet challenge. Compared
to Alexnet, VGG has two major improvements. The first improvement is that VGG
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uses a smaller kernel size compared to Alexnet. Specifically, VGG uses only a 3x3
kernel while Alexnet uses 11x11, 5x5, 3x3 kernels. Using the smaller size helps
VGG reduce the model size and the computational time compared to Alexnet. More-
over, the authors also demonstrate that we can achieve the same result of the larger
kernel size by using multiple smaller-sized kernels. The second improvement is that
VGG uses a deeper architecture (double or more) than Alexnet. In fact, there are two
versions of VGG: VGG16 and VGG19, which have 16 and 19 convolutional layers,
respectively. Another interesting property of VGG is that it has a very standard struc-
ture: VGG is simply the stacking of convolutional layers. Thus, VGG has been the
foundation for many following convolutional neural networks. VGG achieves a top
5 error of 10.2% on the Imagenet dataset.

GoogLeNet: Googlenet [7], also known as Inception-v1, was proposed by Google
researchers at the Asia Center in 2015. It won first place in the 2015 Imagenet chal-
lenge. The novelties of Googlenet compared to the previous models include four
folds. First, this network is built by combining many modules/blocks instead of
stacking convolutional layers. In other words, the authors proposed the idea of using
building blocks for developing deep convolutional neural networks. This idea is very
important and it is used by many researchers for developing the following deep net-
work models. Second, 1x1 kernels are used for dimensionality reduction to remove
computational bottlenecks. This is the first research that used such a small kernel
size in CNN. Third, the model has a parallel architecture that includes a convolu-
tion layer with filters of different sizes, 1×1, 3×3, and 5×5. After that, the paralleled
branches are concatenated. Using multiple kernel sizes in parallel allows Googlenet
to extract features of different-grained levels. Last, the model is designed to have one
main classifier and two auxiliary classifiers. The main classifier is used as the final
one during testing/inferencing. The two auxiliary classifiers are used to encourage
the discrimination between different classes in the lower stages. Moreover, the aux-
iliary classifiers also help to directly transform the gradients of the error samples to
the lower layers in the model. Thus, they mitigate the gradient vanishing problem.

Googlenet achieved top-1 accuracy on the Imagenet dataset of 78.2% and top-5
accuracy of 94.1%. This is the first deep network model that achieves the accuracy
as competitive as human performance on Imagenet. In fact, the top-5 accuracy of
human beings on the Imagenet dataset is about 95% [8].

ResNet: Restnet [9] is perhaps the most influential CNN model until date. Resnet
was presented at the 2016 IEEE Conference on Computer Vision and Pattern Recog-
nition (CVPR), and it won first place in the Imagenet competition in 2016. The nov-
elties of Restnet include three folds. First, this model uses skip connect (residual
connect) to address the gradient vanishing problem. Although this is not the first
time the skip connection is used in neural networks. However, the success of Rest-
net has inspired the popularization of skip connections in designing many subse-
quent CNN architectures. Second, Restnet has a much deeper architecture (up to
152 layers) compared to the previous CNN models. The interesting thing is that
even though Restnet has a much deeper architecture, it does not suffer from gra-
dient vanishing problems. Thus, its generalisation power is significantly improved.
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This improvement is generally thanks to the skip connection used in the model. Last,
Restnet is one of the first models that use batch normalisation to combat the dis-
tribution shifting problem. Batch normalization is a technique used to improve the
training process of deep network models through normalization of the input of some
layers by re-centering and re-scaling [10].

Resnet achieved the top-1 accuracy of 87.0% and the top-5 accuracy of 96.3%.
This is the first deep learning model that achieved higher accuracy on the Ima-
genet dataset compared to the human performance. Due to the highly effective per-
formance, Resnet has been widely used in many recently developed deep network
models. In fact, the Resnet paper is the most cited paper among the deep network
publications to date.

MobileNet: After the success of Resnet in achieving higher accuracy than human
beings, the focus of the research community has moved to applications of CNN mod-
els instead of designing more sophisticated models to achieve higher accuracy on the
Imagenet dataset. One of the most desired objectives is to develop lightweight deep
network models that can be deployed on mobile devices. This leads to the introduc-
tion of Mobilenet [11] in CVPR 2017. MobileNet brings two key innovations. First,
it introduces a novel convolutional operator known as depthwise separable convo-
lution. This type of convolution is specifically engineered to extract features from
individual channels, leading to a significant reduction in both the model’s parameter
count and computational expense. Second, MobileNet incorporates two hyperparam-
eters that allow for a balance between latency and accuracy. The first is the width
multiplier, which uniformly reduces the number of channels across each layer, while
the second is the resolution multiplier, which decreases the size of the model’s input.

Mobilenet achieved the top-1 accuracy of 70.6% on the Imagenet dataset. This is
even better than Googlenet and VGG although the number of operators and the num-
ber of parameters in Mobilenet are much less than Googlenet and, VGG. Mobilenet
and its variants are perhaps the most popular models applied to edge and embedded
systems today [12].

EfficientNet: EfficientNet [13] was introduced at the ICML in 2019 and remains
one of the top convolutional neural network (CNN) models for image classification
today. A notable feature of EfficientNet is that it was created using a search algo-
rithm rather than through manual design by researchers. Additionally, EfficientNet
employs an innovative scaling approach that uniformly adjusts the network’s depth,
width, and resolution, rather than scaling each dimension separately. This enables
the model to be adapted to various sizes based on available computational resources
and specific tasks. Consequently, there exists a series of eight models, ranging from
B0 to B7, each offering increasing levels of complexity.

EfficientNet models deliver cutting-edge performance across various computer
vision tasks, such as image classification, object detection, and semantic segmen-
tation, all while keeping model size and computational costs relatively low. This
efficiency makes them ideal for deployment on diverse devices, including mobile
and embedded systems, where computational resources and memory are constrained.
Overall, EfficientNet models signify a major breakthrough in efficient deep learning,
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providing an impressive balance between performance and resource efficiency, mak-
ing them an invaluable asset for numerous computer vision applications.

After the introduction of EfficientNet models, the field of Convolutional Neural
Networks (CNNs) has continued to evolve, with researchers and engineers exploring
new ways to enhance the performance, efficiency, and versatility of these powerful
deep learning architectures. One of the objectives is to design a new network ar-
chitecture that leverages the performance of CNNs to compete with the transformer
models [20]. Another approach is to combine the strengths of CNNs and transform-
ers, leveraging the spatial locality of convolutions and the global context modeling
capabilities of transformers [15]. Furthermore, researchers also pay attention to de-
signing specialized CNN architectures like structured sparsity, dynamic kernel invo-
cation, and hardware-aware neural architecture search to create more compact and
efficient CNN models that are suitable for edge and mobile applications [16].

1.1.2 AUTOENCODERS

Autoencoders are unsupervised neural network architectures designed to uncover the
fundamental features of input data while compressing it into a lower-dimensional
representation. Essentially, an autoencoder is a neural network that learns to recon-
struct its input at the output [17]. This architecture consists of two primary compo-
nents: an encoder and a decoder, as illustrated in Figure 1.1.

Figure 1.1 Autoencoder Architecture

The encoder converts the input into a latent representation, known as the bottle-
neck layer, while the decoder reconstructs the original input from this representation.
The parameters for both the encoder and decoder are optimized using a reconstruc-
tion loss function, which measures the difference between the input and the output,
as shown in Equation 1.4. Here, xi and x′i represent the data samples at the input
and output of the autoencoder, respectively. The bottleneck layer typically has a
lower dimensionality than the original data, which helps prevent trivial mappings
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and compels the model to focus on retaining essential information necessary for ac-
curately reconstructing the data at the output.

LAE =
N

∑
i=1

(xi− x′i)
2 (1.4)

To date, there have been a large number of AE models developed and applied to
various application domains [18]. In general, these AEs can be divided into two cat-
egories: regularized AEs and generative AEs. The regularized AEs aim to drive the
model to learn a richer and more expressive representation while still reconstructing
the input well (i.e., reducing the reconstruction error). This is achieved by imposing
a constraint on the structure of the AEs to trade off between the bias and the variance.
Several types of regularized AEs have been introduced [19, 20].

The generative AEs aim to train an AE model for generating new data samples.
A typical generative AE model is Variational AE (VAE) [21]. A VAE attempts to
project the input data into a Gaussian distribution in the latent space and then sam-
ples from this distribution to reconstruct the input. The KL-divergence loss is used
to force the latent representation to follow the standard normal distribution. After
training, new data samples are generated by sampling from the latent vector and then
inputting this vector to the decoder. The more detailed discussion about VAE will be
presented in the next section.

1.1.3 RECURRENT NEURAL NETWORKS

A Recurrent Neural Network (RNN)[22] is a type of neural network that utilizes the
output from the previous time step as input for the current step. RNNs are partic-
ularly effective for addressing problems involving temporal dependencies. For in-
stance, when predicting the next word in a sentence, the context provided by the
preceding words is crucial. The key element of an RNN is the hidden state, which re-
tains information from earlier steps in the sequence, often referred to as the memory
state. A typical unfolded structure of an RNN is illustrated in Figure 1.2.

Figure 1.2 An unfold RNN.

Let us consider the sentence classification problem, and xt be the input at time
step t (xt could be a one-hot vector corresponding to the word at step t); let st be the
hidden state at time step t, then st is calculated based on the previous hidden state
and the input at the current step as follows:

st = f (U.xt +W.st−1) (1.5)
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where U is a matrix containing the connection weights for the inputs of the current
timestep. W is a matrix containing the connection weights for the outputs of the
previous time step. f is the activation function (tanh or Relu, etc) and s0 is typically
initialized to zeros.

Let ot be the output at step t. For example, ot is a vector of probabilities across
our vocabulary in case we want to predict the next word in a sentence. ot can be
calculated as following:

ot = so f tmax(V.st) (1.6)

A RNN can be thought of as multiple copies of the same network, each passing
a message to a successor. An unrolled recurrent neural network is presented in the
Figure 1.2.

An RNN is trained using the Backpropagation Through Time (BPTT) algorithm.
BPTT is the adaptation of the backpropagation algorithm for RNNs to train recurrent
models. This approach trains an RNN by passing the gradient through an unfold
RNN. Using the chain rule of derivatives, it is proven that the gradient of one step is
calculated by power of the weight matrix of hidden neurons [23].

Although RNNs are specifically designed for temporal dependent problems, they
often suffer from two issues: vanishing or exploding gradients. This is because the
gradient of the output of RNN with respect to its hyper-parameters is calculated
by multiplying the hidden matrix over time steps. Thus, if there are small values
(< 1), then the gradient will be diminished after some steps. Conversely, if we have
large values (> 1), then the gradient will be explored over time. Although these
issues can be softened by using truncate methods, they can not be solved completely.
Thus, RNNs are not able to learn the long relationship in the sequence data. This
problem motivated the introduction of the long short term memory units (LSTMs)
to particularly handle the vanishing gradient problem. The detailed discussion about
LSTMs and other RNN variants will be presented in Chapter 6.

1.1.4 OPTIMIZATION ALGORITHMS

Optimization is also one of the heart components of deep learning. Optimization
refers to the process of minimizing the loss function by systematically updating the
network weights. Mathematically, this is expressed as finding the optimal weight w∗

given a loss function L(w). There have been a large number of optimization algo-
rithms developed recently. These algorithms are all based on the stochastic gradient
descent technique. Following, we will discuss the stochastic gradient descent algo-
rithms and its improvements for training deep network models.

Gradient Descent: The first and most popular optimization algorithm for neural
networks is gradient descent. This algorithm is developed based on a strong analytic
foundation: For a given differential function, starting at any initial point P0 and trav-
eling in the opposite direction to the derivation, we will reach the local optimum. For
a neural network with w weights and L loss function, the formula for updating its
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weights using gradient is follows:

w = w−α.
∂L
∂w

(1.7)

where α is the learning rate that determines the step size of updating the weights in
each step.

It should be noted that there are three versions of the gradient descent algorithm.
The first version is batch gradient descent (BGD). In batch gradient descent, the gra-
dient is calculated for the entire dataset on each training step. After that, the weight
matrices are updated one per epoch. The limitation of batch gradient descent is that it
is very expensive for large datasets. The second version is stochastic gradient descent
(SGD) that aims to address the issue of batch gradient descent. Instead of calculating
the gradient over all training examples, SGD updates the weights for each training
example. Thus, SGD is much faster and more computationally efficient than BGD.
However, since SGD updates the weights frequently, it can lead to the oscillation of
the loss function, which makes the training process highly unstable. The third version
is mini-batch stochastic gradient descent (MSGD). MSGD attempts to combine the
best of both BGD and SGD. It randomly selects N training examples, thus called a
mini batch, from the whole dataset and computes the gradients only from the selected
samples and then updates the weights.

It should be noted that MSGD is the general version of both BGD and SGD. If
the mini-batch size N is equal to one, then MSGD becomes SGD. Conversely, if this
value is set to the size of the whole dataset, then MSGD becomes BGD. In many
deep learning frameworks, such as Tensorflow, Pytorch, MSGD is implemented, and
this version is named as SGD in these frameworks.

In practice, the mini-batch version of SGD is the most frequently used version
because it is both computationally effective and results in more robust convergence.
However, this algorithm still contains the following three main limitations.

• Oscillation problem: If the loss function changes quickly in one direction
and slowly in another, the optimization process using SGD is often highly
oscillatory resulting in a very slow training process.

• Local optimum: SGD is often trapped into the local optimum if the loss
function has a local minimum or a saddle point. In these scenarios, SGD is
often not able to “jump out” and proceed in finding a better minimum.

• Fixed learning rate: In SGD, the same learning rate is used for all parame-
ters during the training process. This is not suitable in many problems, like
the sparse datasets, where the features have different frequencies or signifi-
cance.

Due to the limitations of SGD, there have been many improvements proposed
to leverage its effectiveness. Following, we will discuss some of the most popular
improvements of SGD.

SGD with Momentum: The first improvement of SGD comes from adding mo-
mentum to the updating equation. The motivation is to increase the optimization
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updating size if the gradient and the momentum sign are the same. Conversely, if
the momentum and the gradient have opposite signs, then the momentum will cancel
the gradient, and the loss function will move back to the optimal. The equation of
updating model weights as follows: gt =

∂J(θ)
θ

mt = γmt−1 +αgt
θt+1 = θt −mt

(1.8)

Momentum also helps to diminish the noise of the gradients and follows a more
direct walk down the optimal value. Moreover, it also helps to reduce the oscillation
of the gradients because the velocity vectors can smooth out the highly changed
gradient.

Nesterov momentum: Another version of momentum is Nesterov momentum
which calculates the gradient in the future position instead of the current position. In
other words, we attempt to predict the gradient vector if we move according to the
previously built-up velocity. The equation of updating model weights is as follows: gt =

∂J(θ−γmt−1)
θ

mt = γmt−1 +αgt
θt+1 = θt −mt

(1.9)

The Nesterov momentum helps to avoid going too fast and results in increasing con-
vergence speed.

Adagrad: Adagrad, introduced in 2011 [24], is designed to adjust the learning rate
for each parameter individually. This algorithm applies smaller updates to parame-
ters corresponding to frequently occurring features while providing larger updates to
those associated with less common features. As a result, Adagrad is particularly ef-
fective for sparse datasets. The formal equation for updating parameters in Adagrad
is as follows:

θt+1,i = θt,i−
α√

Gt,ii + ε
.gt,i (1.10)

where θt,i is the parameter ith at time step t, and Gt,ii is a diagonal matrix in which
each diagonal element t, ii is the sum of the squares of the gradients with respect to
θi up to time step t.

The advantage of AdaGrad is that it eliminates the necessity for manual adjust-
ment of the learning rate, allowing us to keep it at the default value of 0.01. How-
ever, a significant drawback of Adagrad is its accumulation of squared gradients in
the denominator. Because each new term is positive, this accumulated sum continues
to increase throughout training, resulting in a very small learning rate in the later
epochs.

Adadelta: Adadelta [25] was proposed in 2012 by Matthew D. Zeiler. Its objec-
tive is to address the shrinking learning rate in Adagrad. In other words, Adadelta
attempts to reduce the aggressive, monotonically decreasing learning rate. Adadelta
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is implemented using an exponentially decaying average of the squared gradients as
follows:

E[g2]t,i = γ.E[g2]t−1,i +(1− γ).g2
t,i (1.11)

The update rule in Adadelta now becomes:

θt+1,i = θt,i−
α√

E[g2]t,i + ε
.gt,i (1.12)

Since Adadelta is able to adjust the learning rate on a per-parameter basis, this
algorithm often leads to faster convergence and better overall performance.

RMSprop: RMSprop [26] was independently proposed by Geoff Hinton in 2012.
The objective of RMSprop is similar to that of Adadelta, that is to modify Adagrad
to address the decay of the learning rate. In fact, the updating equation of RMSprop
is mostly identical to that of Adadelta. The only difference is that the value of the
hyperparameters γ and α is pre-determined. Specifically, the updating equation of
RMSprop is as follows:{

E[g2]t,i = 0.9.E[g2]t−1,i +0.1.g2
t,i

θt+1,i = θt,i− 0.001√
E[g2]t,i+ε

.gt,i
(1.13)

Adam: Adam (Adaptive moment estimation) [27] is perhaps the most popular op-
timizer nowadays. It has been used extensively in both research and business applica-
tions. The motivation of Adam is to combine the two best previous ideas: Momentum
and adaptive learning rate. Specifically, Adam combines the idea of SGD with Mo-
mentum, Adagrad and Adadelta. Adam first estimates the first moment (the mean)
and the second moment (the uncentered variance) of the gradients, respectively:{

mt = β1.mt−1 +(1−β1).gt
vt = β2.vt−1 +(1−β2).g2

t
(1.14)

where m0 and v0 are initialized as vectors of 0.
However, the above equation often causes the value of mt and vt to be biased

towards zero. Thus, the author proposes the bias-corrected first and second moment
to avoid that problem as follows: {

m′t =
mt

1−β t
1

v′t =
vt

1−β t
2

(1.15)

After that, the update rule in Adam becomes:

θt+1,i = θt,i−
α√

v′t + ε
.m′t (1.16)

Since there have been a large number of optimization algorithms developed for
deep network models, this leads to an important question of selecting an appropriate
optimization algorithm for a specific problem. In fact, there is no obvious answer to
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this question. In other words, there is no technique/approach to determine the best
optimizer for training a specific neural network. In a recent publication [28], the
author compares a large number of optimizers for three well-known bench-marking
problems in computer vision. The experiment results in evidence for the effectiveness
of adaptive learning methods like Adam and its variants.

1.2 GENERATIVE MODELS
Generative AI is regarded as one of the most groundbreaking innovations of the
2020s, poised to change how we live, work, and engage with technology. This field
has sparked extensive discussions, debates, and forecasts in recent times. As shown
in Figure 1.3, which outlines the evolution of AI along with key technological ad-
vancements over the decades, generative AI is anticipated to emerge as the most
significant development in the AI landscape following the rise of deep learning.

Figure 1.3 History of AI and its breakthrough technologies

Generative AI encompasses a branch of artificial intelligence dedicated to training
machine learning models that can produce new data similar to an existing dataset. For
example, by using a collection of cat images, we can develop a generative model that
learns the underlying characteristics of these images. This model can then generate
entirely new, realistic cat pictures that were not included in the original dataset. To
build an effective generative model, it is crucial to compile a comprehensive dataset
with a large number of samples, known as training data, where each individual sam-
ple is termed an observation. Figure 1.4 depicts the workflow involved in generative
models.

Figure 1.4 A generative model generates photos of cats

A generative model is a probabilistic model rather than a deterministic one. This
type of model enables us to produce various outputs instead of yielding the same



Generative AI and Its Related Components 15

result every time. Consequently, a generative model must incorporate a random el-
ement that affects the individual samples it generates. Formally, generative models
can be defined mathematically as follows: Generative modeling aims to represent the
probability of observing an observation X and then sampling from this distribution
to create new observations.

This is different from the discriminative models that attempt to model the prob-
ability of a label y given some observations X . In other words, generative models
attempt to estimate the data distribution while discriminative models aim to estimate
the conditional distribution.

We can imagine that there is some unknown probabilistic distribution that gen-
erates samples in the training dataset. A generative model attempts to present that
unknown probabilistic distribution by learning from the samples in the datasets. Af-
ter learning/training, the new, distinct observation can be created by sampling from
the model. The new observations look similar to the observations in the dataset, as if
they could have been included in the original training set. Formally, the framework
of building a generative model includes the following four steps:

1. We have a dataset of samples X.
2. We assume that the samples in the dataset have been generated from some

unknown distribution Pdata.
3. We want to construct a generative model Pmodel to estimate Pdata.
4. We sample from Pmodel to create new data samples that are similar to the

samples in the original dataset.

To effectively generate data samples, the generative model Pmodel should have the
following properties:

• Accuracy: This is, the Pmodel should have high value (close to 1) for the
generated samples that are similar to the original samples and low value
(close to 0) for those that are dissimilar.

• Generation: This should be easy for us to sample from Pmodel to generate
new data samples.

• Representation: This generated data should be sampled from a new repre-
sentation space that is easier to understand/analyze than the original space.

Generally, discriminative models have been the main technology used in many ap-
plication domains. The reason is that it is often easier to build a deep network model
to solve a discriminative problem than a generative problem. For example, it is of-
ten easier to classify between a poem and a story than generating a poem or a story.
However, as the deep learning technologies have matured, generative problems are
becoming more comfortable to address. Subsequently, there have been many inter-
esting applications of generative models such as ChatGPT, AlphaCode, and Dall-E2
emerged recently. In the following section, we will present a taxonomy of generative
models and the principles of various generative models.
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1.3 TAXONOMY OF GENERATIVE MODEL
There are several approaches to classify generative models such as based on their ap-
plications (LLMs, VLMs, etc). In this book, we categorize generative models, based
on the probability density function assumed to generate the training data. The prob-
ability density function (PDF), or simply density function, is a function p(x) that
indicates the relative likelihood that x would be equal to that output. More precisely,
the PDF is used to define the probability of a random variable falling within a certain
range of values, rather than assuming a single value.

For a specific dataset that is generated by an unknown true density function
Pdata(x), there are infinitely many density functions Pmodel(x) available to estimate
Pdata(x) to estimate Pdata(x). The goal of a generative model is to identify a suitable
Pmodel(x) that closely matches the true density function Pdata(x). Generally, there are
three possible approaches to approximate Pdata(x).

1. Explicitly model the predefined form of the density function: This approach
assumes the true density function has a certain form that can be presented
by a set of parameters θ and then attempt to find the optimal parameters θ∗
using the training dataset. Variational Autoencoders, Energy-based models,
and Diffusion models are the generative model in this class.

2. Constrain the model structure to estimate the density function: This method
involves imposing restrictions on the model architecture to facilitate the
calculation of the density function. For instance, autoregressive models ar-
range the input features are in a specific order, allowing the output to be
generated sequentially—such as word by word or pixel by pixel. Another
example in this category is the Normalizing flow model, which uses a se-
quence of manageable, invertible functions applied to a simple distribution
to create more complex distributions.

3. Implicitly model the density function: This method involves a different ap-
proach that doesn’t aim to estimate the probability density directly. Instead,
it focuses on developing a stochastic process that generates data samples.
A prominent example of this type of generative model is the generative
adversarial network (GAN).

The taxonomy of generative models can be presented as Figure 1.5. It’s important
to note that these categories are not mutually exclusive, as there are models that
combine elements from two different above approaches.

1.3.1 VARIATIONAL AUTOENCODERS

Variational Autoencoder (VAE) was introduced by Diederik P. Kingma and Max
Welling in 2013 [21]. This network is among the most essential and recognized deep
learning architectures used for generative modeling. A VAE is an extension of an Au-
toencoder (AE) to leverage the generative capability of an AE. Although an AE can
be used to generate data samples using its latent vector, this vector is deterministic.
Thus, AE can not generate diverse data samples, and it is rarely used as a generative
model.
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Figure 1.5 Taxonomy of generative models

VAE is proposed to improve AE and create a more sophisticated generative model.
VAE also consists of two subnetworks, i.e., an encoder and a decoder, as in Fig-
ure 1.6. However, it is different from AE in two folds. First, the encoder of VAE maps
each input to a multivariate normal distribution in the latent space instead of a latent
vector. Second, the decoder of VAE generates a new data sample by stochastically
sampling from the normal distribution in the latent space instead of a deterministic
latent vector.

Figure 1.6 Variational Autoencoder architecture

In probability theory, a multivariate normal distribution is characterized by a mean
vector and a covariance matrix. However, in the context of Variational Autoencoders
(VAEs), it is assumed that the dimensions in the latent space are uncorrelated. As a
result, the covariance matrix simplifies to a vector. Additionally, since variance val-
ues must always be positive, the VAE encoder aims to map the input to the logarithm
of the variance, which can represent any real number. Specifically, if we denote the
mean as µ and the logarithm of the variance as zlog in the latent space of the VAE,
we can sample a point z from the distribution defined by these parameters using the
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following equation:
z = µ +σ ∗ ε (1.17)

where σ = ezlog∗0.5 and ε ∼ N(0,1).
The VAE’s loss function consists of two components. The first component is

the reconstruction loss, which measures the discrepancy between the input and
the output, similar to that in an Autoencoder. The second component is the Kull-
back–Leibler (KL) divergence, which quantifies the difference between the normal
distribution in the latent space and the standard normal distribution. This term en-
courages the distribution defined by µ and σ to approximate the standard normal
distribution closely. The KL divergence between these two distributions can be ex-
pressed in closed form as follows:

KLloss = DKL[N(µ,σ)||N(0,1)] =−1
2 ∑(1+ log(σ2)−µ

2−σ
2) (1.18)

The sum is calculated across all dimensions in the latent space. The KLloss reaches
its minimum value of 0 when both µ and zlog are equal to 0 for all dimensions.
If either of these values deviates from 0, the KLloss increases. After the training
process, new data samples are generated by sampling z according to Equation 1.17,
which is then passed to the decoder. Because these samples originate from a Gaussian
distribution, the output from the VAE tends to exhibit greater diversity compared to
that of an Autoencoder. However, a notable drawback of VAEs is that they can be
more challenging to implement and train than traditional Autoencoders.

1.3.2 GENERATIVE ADVERSARIAL NETWORKS

Generative Adversarial Networks (GANs) [5] were introduced by Ian Goodfellow
and his colleagues in 2014. This innovation marked a significant milestone in the
evolution of generative modeling. The concept behind GANs has sparked the cre-
ation of numerous successful and remarkable generative models.

The core concept of GANs is to create a model that features two competing com-
ponents throughout the training phase. These components are the Generator (Ge)
and the Discriminator (Di). The generator’s role is to transform random noise z into
new data samples x̂ that resemble those in the original dataset x. Meanwhile, the dis-
criminator’s task is to determine whether a given sample is from the original dataset
(real) or produced by the generator (fake). The structure of a GAN is illustrated in
Figure 1.7.

At the beginning of the training, the generator produces noisy outputs while the
discriminator makes random predictions. Throughout training, we alternate between
training the two subnetworks, allowing the generator to adjust in order to deceive the
discriminator, while the discriminator improves its ability to differentiate between
real and fake samples. This ongoing process encourages the generator to discover
new methods to trick the discriminator, and the cycle repeats. Once training is com-
plete, the generator is utilized to create new data samples by sampling noise (typi-
cally from a Gaussian distribution) and feeding it into the generator’s input.
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Figure 1.7 Generative Adversarial Network architecture

The loss function of GAN also includes two terms as Equation 1.19.

LGAN =−[Ex[logD(x)]+Ez[log(1−D(G(z)))]] (1.19)

where D(x) represents the likelihood that the discriminator Di identifies a real data
instance x as authentic, G(z) denotes the output produced by the generator Ge when
given random noise z, D(G(z)) indicates the probability that the discriminator pre-
dicts the generated instance G(z) to be real. Ex and Ez are the expected values
across all real and generated instances, respectively. The discriminator aims to mini-
mize this equation, while the generator focuses on minimizing the second term, i.e.,
Ez[log(1−D(G(z)))].

While GANs represent a significant advancement in generative modeling, they
face the challenge of having a training process that can be hard to stabilize. Typically,
there are four key obstacles encountered during the training of GANs:

1. Discriminator dominates the generator: During training, the discriminator
might become overly strong, causing the signal from the loss function to
weaken and fail to enhance the generator. In the worst-case scenario, the
discriminator perfectly distinguishes between real and fake images, result-
ing in vanishing gradients and no further training progress for the generator.

2. Generator dominates the discriminator: If the discriminator lacks sufficient
strength, the generator will easily deceive it with a limited set of samples.
This phenomenon is referred to as mode collapse. In this situation, the gra-
dients of the generator’s loss function will drop to 0, preventing any further
improvement. This often occurs when the generator is trained for multiple
epochs without simultaneously updating the discriminator.

3. Uninformative loss: Another challenge in training GANs is the weak corre-
lation between the generator’s loss and the quality of its outputs. There are
instances when the generator’s loss increases even as the quality of its out-
puts improves. This complicates the monitoring and analysis of the GAN
training process.

4. Hyperparameter sensitivity: GANs have numerous hyperparameters and are
highly sensitive to even minor adjustments in these values. As a result, iden-
tifying a suitable set of parameters often demands significant trial and error.
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Due to the above limitations of the canonical GAN model, researchers have pro-
posed a large number of its improvements. Some of the most popular improve-
ments of GANs include Wasserstein GAN [30], StypeGAN [31], and Self-Attention
GAN [50].

1.3.3 AUTOREGRESSIVE MODELS

Autoregressive models represent a category of models that streamline the generative
modeling process by treating it as a sequential task. They generate new data samples
based on the conditional dependencies of prior values in the sequence. This method
contrasts with earlier models like variational autoencoders (VAEs) and generative
adversarial networks (GANs), which create new data from a latent random variable.
Essentially, autoregressive models focus on directly estimating the data distribution
through structured constraints.

The foundational autoregressive model is the recurrent neural network (RNN), as
mentioned in Subsection 1.1.3. Among these, the Long Short-Term Memory network
(LSTM) is perhaps the most well-known autoregressive model. In recent years, many
new autoregressive models have been introduced across different application areas.
A selection of the most commonly utilized autoregressive models will be explored
further in Chapter 6.

1.3.4 NORMALIZING FLOW MODELS

In this subsection, we explore into a new category of generative models known as
normalizing flow models [34]. These models exhibit characteristics of both varia-
tional autoencoders (VAEs) and autoregressive models. Normalizing flows can ef-
fectively and explicitly capture the data distribution similar to autoregressive mod-
els. They also convert data into a simpler distribution, akin to VAEs. However, a
key distinction lies in the fact that normalizing flows enforce an invertible constraint
on the transformation function, meaning that the decoder functions as the inverse of
the encoder. This structure facilitates straightforward decoder computation and helps
maintain the tractability of normalizing flows.

Developing normalizing flows is challenging because standard neural networks
are not inherently invertible. To overcome this limitation, coupling layers have been
introduced as a specialized type of neural network. For each input element, a cou-
pling layer outputs a scale factor and a translation factor. For any given input x, it
produces two tensors of identical size: one representing the scale factors and the
other representing the translation factors. These tensors facilitate invertibility and
ensure efficient transformations within normalizing flow architectures. The process
of passing an input x1:D through a coupling layer is presented in Figure 1.8.

The first d dimension of x is split into two branches. In the first branch, they are
kept the same. In the second branch, they go through two neural networks, i.e., s
and t. The results of two branches are then applied element-wise to the rest, i.e.,
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Figure 1.8 Process of passing the input x through a coupling layer

the D− d dimensions, of the input. In summary, the output of the coupling layer is
updated using the following equation.

z1:d = x1:dzd+1:D = xd+1:D⊗ exp(s(x1:d))+ t(x1:d) (1.20)

where s(.) and t(.) are two subnetworks that are named as the scale and translation
function, and the ⊗ operator is the element-wise product.

The log likelihood loss function is used to train normalization flows. Let x be the
random variable at the input and z be the random variable at the output, and x = g(z);
the log likelihood loss function of the density function of x is calculated as following:

log(px(x)) = log[Pz(g−1(x))|det(
∂g−1(x)

∂x
)|] (1.21)

In other words, we can train normalization flows by minimizing the negative func-
tion of the log likelihood loss as follows:

−log(px(x)) =−log[Pz(g−1(x))]− log[|det(
∂g−1(x)

∂x
)|] (1.22)

where J = ∂g−1(x)
∂x is the Jacobian matrix of nxn volume. During the training, the

target output distribution Pz(z) is selected to be a standard Gaussian. Therefore, sam-
pling from this distribution becomes easy. Moreover, since the function g is invert-
ible, the determinant of the Jacobian matrix can be calculated as following:

det(J) = exp(
D−d

∑
j=1

(s(x1:d) j)) (1.23)
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1.3.5 ENERGY-BASED MODELS

These classes of models seek to capture the true distribution of data by employing a
Boltzmann distribution. This involves defining an energy function, denoted as E(x),
which represents the energy or score of a sample x. The Boltzmann distribution is
then computed using this energy function.

p(x) =
e−E(x)∫
x e−E(x)

(1.24)

In essence, we aim to train a neural network E(x) that assigns low scores to data
samples from the training set and high scores to unknown data samples. However, the
normalizing denominator in the equation involves an intractable integral. To circum-
vent this issue, energy-based models employ approximation methods to eliminate the
need for calculating this denominator. Specifically, to address the problem of the in-
tractable denominator, energy-based models use the contrastive divergence function
for training, and they use the Langevin dynamics technique for sampling.

The gradient of the energy function with respect to its input is determined us-
ing the Langevin dynamics method. This process begins at a random location within
the sample space and progresses in the direction opposite to the calculated gradient,
leading to a gradual reduction of the energy function. As a result, if the neural net-
work is trained properly, initiating with random noise and following this procedure
will yield a data sample that closely mirrors those in the training set.

It is important to emphasize that we maintain the neural network weights fixed
while calculating the gradient of the output in relation to the input. The input is
subsequently modified slightly in the opposite direction of the gradient, which helps
in reducing the output (the energy score). This procedure is iterated several times.
The formal update rule for the input is defined as follows:

xk = xk+1−α
∂E(x)

∂x
+w (1.25)

where w∼N(0,1) and w is the hyperparameter that needs to be tuned. This is similar
to the learning rate in stochastic gradient descent. Moreover, at the beginning, x0 is
drawn from U [−1,1].

To train Energy-Based Models, we will apply a technique by Geoffrey Hinton
called contrastive divergence. Specifically, we attempt to minimize the negative func-
tion of the log-likelihood loss.

LEBM =−Ex∼data[logpθ (x)] (1.26)

Where pθ (x) is the Boltzmann distribution with energy function Eθ (x) and this
loss is calculated as follows [35].

∂LEBM

∂θ
= Ex∼data[

∂E0(x)
∂θ

]−Ex∼model [
∂E0(x)

∂θ
] (1.27)
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Thus, the parameter θ of the energy function is updated as following:

θt+1 = θk−α ∗ [Ex∼data[
∂E0(x)

∂θ
]−Ex∼model [

∂E0(x)
∂θ

]] (1.28)

Once the training is complete, new data samples are produced from the energy-
based model (EBM) by running the Langevin sampler for numerous iterations, start-
ing from a point of random noise.

1.3.6 DIFFUSION MODELS

Diffusion models have emerged as one of the leading and most effective genera-
tive models for creating images. They frequently outperform GANs in producing
visual samples. The term “diffusion” is derived from the concept of thermodynamic
diffusion in physics. A prominent example is the Denoising Diffusion Probabilistic
Model (DDPM), introduced by Ho et al. in 2020, which integrates diffusion models
with score-based generative techniques.

The idea of these models is to train a neural network to progressively denoise
an image through a sequence of very small steps. The new data samples are then
generated by starting with random noise and iteratively applying the model over
multiple steps, as illustrated in Figure 1.9.

Figure 1.9 Process of passing the input x through Diffusion Model

Assume we have a data sample x0 that we wish to gradually corrupt into Gaussian
noise over many steps. This is achieved by adding a small amount of noise with
variance bt to produce a new data sample xt at each step. The update process for this
transformation can be expressed as follows:

xt = xt−1.
√

1−bt + εt .
√

bt (1.29)

where εt represents a standard Gaussian distribution. Moreover, we will scale the
input, i.e., xt−1 so that the variance of the output, i.e., xt is constant. Therefore, if we
normalize the initial sample x0 to have zero mean and unit variance, then for a suffi-
ciently large number of steps T , xT will converge to a standard Gaussian distribution.
In other words, the process for noising q can be described as follows:

q(xt |xt−1) = N(xt ;xt−1.
√

1−bt , I.bt) (1.30)

Furthermore, a reparameterization trick allows us to directly transition from the
original sample x0 to any intermediate sample xt , bypassing the need for sequential
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steps. Let at = 1− bt and at = ∏
t
i=1 ai, then xt can be rewritten as the following

equation:

xt = xt−1.
√

at + εt .
√

1−at

= xt−2.
√

at .at−1 ++ε.
√

1−at .at−1

= .....

= x0.
√

at + ε.
√

1−at

(1.31)

Therefore, the diffusion process q can be written as follows:

q(xt |xt−1) = N(xt ;x0.
√

at , I.(1−at))) (1.32)

One important thing is that we can choose different values of bt and at at each
step. In other words, we can set up a diffusion schedule to update the value of bt and
at . In the original paper, the authors selected a linear diffusion schedule for bt from
0.0001 to 0.02. In a later paper [37], the cosine diffusion schedule was proposed
that outperformed the linear schedule. In the cosine schedule, the values of at is
calculated as follows:

at = cos2(
t
T
.
π

2
) (1.33)

Thus, xt is updated as follows:

xt = x0.cos(
t
T
.
π

2
)+ ε.sin(

t
T
.
π

2
) (1.34)

In the process of reverse diffusion, the neural network model is trained to undo
the noising process. Specifically, we sample an example x0 and transform it by t step
to get the noise xt = x0.

√
at + ε.

√
1−at . We then input the noise xt and the noise

rate at to the model and ask it to predict the added noise εt . Thus, the loss function
is defined as the squared difference between the prediction noise εθ (xt) and the true
noise ε .

After training, we can generate random noise and then input to the model to gen-
erate a new data sample. However, it is very hard to generate a data sample from
only one shot. Therefore, we will simulate the forward process in reverse, gradually
removing the predicted noise over multiple small steps. Particularly, we will estimate
xt−1 from xt using the following two steps:

• First, using the predicted noise to estimate x0.
• Second, apply the forward diffusion for t−1 time to estimate xt−1

This process is presented by the below equation [36]:

xt−1 =
√

at −1.(
xt −
√

1−atεθ (xt)√
at

)+

√
1−at−1−σ2

t .εθ (xt)+σt .εt (1.35)
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We repeat the two above steps over a number of times until we get a good estimation
of x0.

1.4 EVALUATION OF GENERATIVE MODELS
Although generative AI is useful for many tasks such as content (text, image, video,
etc.) synthesis, data augmentation, or anomaly detection, etc., evaluating and com-
paring the results of generative models are complex tasks. This is because there
are many challenges and trade-offs to consider. First, choosing the right evalua-
tion method and metrics depends on the specific generative model and task. Second,
during the generating process, we must adjust hyperparameters to balance between
realism, diversity, and consistency of generated data. Third, the high-dimensional,
multimodal, and complex nature of the data and the generative models add further
challenges to the evaluation process. Moreover, the results of generative AI depend
on human perception and preference. Thus, it is important to compare results from
different evaluation methods and metrics across different generative models and tasks
to avoid bias in evaluation.

Some popular approaches to evaluate the generative models will be discussed in
this subsection.

1.4.1 QUANTITATIVE METHODS

Quantitative methods attempt to quantify the performance of generative models by
numerical scores. Following are some popular evaluation metrics for generative mod-
els in generating visual and text data.

Inception Score (IS): IS is a mathematical algorithm designed to assess the qual-
ity of images produced by generative AI. Introduced in [38], this metric is based on
Google’s “Inception” image classification network. The IS algorithm evaluates two
key aspects: the quality of the generated images and their diversity. The calculation
of IS involves three main steps:

• First, the generated images are input to a pre-trained Inception model (or
any good quality pre-trained model) to get the conditional distribution
p(y|x). This value determines whether the generated image contains one
well-defined thing, thus it presents the quality of the generated samples.

• Second, the marginal probability p(y) is calculated as the mean of the con-
ditional probabilities for the samples in the group of label y.

• The (KLd) divergence between the conditional probability and the marginal
probability is computed as:

KLd = p(y|x)∗ (log(p(y|x))− log(p(y))) (1.36)

The final IS score is calculated by summing over all images in KL diver-
gence, averaged over all classes, and then takes the exponent.



26 Generative AI for Cybersecurity

The IS score can range from zero (worst) to infinity (best). When the IS value is
high, there is a strong probability distribution and an even (flat) marginal distribution,
meaning that each image has a distinct label, but the overall set of generated images
has many different labels. Thus, the generated data is both high quality and diverse.

Frechet Inception Distance (FID): Another important metric for assessing gen-
erative models in image production is the Fréchet Inception Distance (FID). Intro-
duced in 2017 [39], FID is frequently more effective than IS in measuring the per-
formance of generative image models. Unlike IS, FID is computed using a reference
dataset of real images. The process for calculating FID involves the following steps:

• Input the real and generated samples to the pre-trained Inception-v3 model.
This results in the set of output vectors of the same size (2048).

• Calculate the mean (µ1 and µ2) and the covariance matrix (C1 and C2) of
the features in the generated and real datasets.

• Compute the Fréchet distance using the following equation:

FID = (µ1−µ2)
2 +Tr(C1 +C2−2∗ sqrt(C1 ∗C2)) (1.37)

where Tr refers to the trace linear algebra operation that summarizes the
elements along the main diagonal of the square matrix.

BLEU (Bilingual Evaluation Understudy): While IS and FID are often used for
quantifying the images generated by AI models, BLUE is usually used for NLP mod-
els, particularly for machine translation. This metric calculates the similarity between
a generated sentence and reference sentences. Formally, this score is calculated as:

BLEU = BP · exp
( N

∑
n=1

wn log pn

)
(1.38)

where pn is the modified precision for nGram, wn is weight between 0 and 1 for
log(pn) that is usually set at 1

N , and N is number different of ngram length and BP is
the brevity penalty to penalize short machine translations.

BP =

{
1 if c > r
exp
(
1− r

c

)
if c≤ r

(1.39)

where c is the number of unigrams (length) in all the candidate sentences, and is the
best match length for each candidate sentence in the corpus. A perfect match yields
a bleu score of 1.0.

Generally, quantitative methods can provide objective and standardized measures
of generative model performance. However, they also have some limitations, such as
requiring a reference dataset, being sensitive to model architecture, or being hard to
interpret.
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1.4.2 QUALITATIVE METHODS

Qualitative methods are based on involving humans to inspect/evaluate the gener-
ated images, text, or audio. For example, human beings are asked to conduct vi-
sual inspection, pairwise comparison, or preference ranking to assess how realistic,
coherent, and appealing the generated data is. Other methods, such as latent space
exploration, interpolation, and conditional generation are also used by humans to
evaluate how the generative model reacts to different inputs or parameters. Some
popular qualitative metrics to evaluate generative models include:

Human perceptual metric: Human perceptual metrics are often used in the field
of computer vision to evaluate the quality of data generated by generative AI. This
metric measures the image quality and visual features based on the understanding
of humans with colors, shapes, patterns in images. Specifically, a set of synthesized
images is created from generative models. After that, a group of humans is asked to
distinguish between the original and the synthesized ones. The percentage of mis-
classification between the synthesized and the real data is reported as the final re-
sult [40].

Although qualitative methods can provide intuitive and subjective feedback on
generative model performance. The limitation of these metrics is that they are time
and resource-consuming, biased, or inconsistent.

1.4.3 HYBRID METHODS

Hybrid methods use both quantitative and qualitative methods to evaluate the quality
of generative models. For example, humans are asked to judge the generative models
using human-in-the-loop evaluation, adversarial evaluation, or the Turing test. After
that, quantitative metrics such as the structural similarity index, or word error rate
are used to compare the generated data with the real data labeled by humans [43].

Hybrid methods can harness the strengths of both quantitative and qualitative ap-
proaches, offering a more holistic view of a model’s capabilities and reducing bias
in human assessments. However, they also face challenges, including the difficulty
of achieving the right balance between the two methods for a thorough and effective
evaluation, as well as potential issues related to cost, complexity, or task and domain
specificity [44].

1.5 SUMMARY
In this chapter, we explored the fundamental concepts of deep learning and gener-
ative models and the approaches to evaluate the generative models. We began by
discussing important deep learning models, including Convolutional Neural Net-
works, Autoencoders, Recurrent Neural Networks. Various algorithms used for train-
ing deep network models are then analyzed. The most important content in this chap-
ter is the definition of generative models and the six prominent generative models.
There are methods to evaluate generative models, including quantitative, qualitative,
and hybrid methods are highlighted at the end of the chapter.
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2 Cybersecurity
Fundamentals: Threats,
Impacts, and
Countermeasures

This chapter presents a comprehensive overview of the evolving cybersecurity land-
scape, highlighting traditional and emerging cyber threats and their broad impacts
on organizations and national security. It classifies major threat types, such as mal-
ware, phishing, DDoS, MitM, and zero-day attacks, and examines the growing role
of AI-powered attacks, including deepfakes, adversarial AI, and generative malware.
The chapter also introduces a multi-layered defense framework that includes pre-
ventive, detective, responsive, and recovery measures. It also highlights the transfor-
mative role of Generative AI (GenAI) in modern cybersecurity, both as a powerful
defense enabler and a new vector for advanced threats. Through real-world examples
and strategic insights, the chapter provides readers with foundational knowledge and
forward-looking approaches for securing systems in the AI-driven digital era.

2.0.1 THE EVOLUTION OF CYBERSECURITY AND THE RISE OF AI-DRIVEN
DEFENSES

Cybersecurity is the practice of protecting systems, networks, and data from a variety
of cyber threats, including unauthorized access, disruption, and destruction. Its foun-
dation is based on the CIA triad (i.e., Confidentiality, Integrity, and Availability) [1].
First, the “Confidentiality” principle ensures that sensitive information can only be
accessed by authorized individuals. Second, the “Integrity” principle maintains the
accuracy and consistency of data throughout its lifecycle. Third, the “Availability”
principle ensures that systems, networks, and data can be accessed by authorized
users whenever needed. The scope of cybersecurity has expanded significantly with
the advent of modern connected systems. Technologies such as cloud computing en-
able scalable storage and processing but create new attack surfaces. The Internet of
Things (IoT) connect billions of devices, increasing vulnerabilities, while edge net-
works enable low-latency data processing closer to endpoints, but further complicate
security management. This expanding reach requires innovative solutions to mitigate
the evolving cyber risks of a connected digital world.

The field of cybersecurity has evolved significantly over the past few decades to
cope with emerging technological advances and, in particular, the increasing and
dangerous threats of cyber attacks. In the early stages, threats were limited to ba-
sic malware such as viruses and worms, targeting personal computers, e.g., Morris
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Worm in 1998 and the ILOVEYOU virus in 2000 [2]. In 1990s, the focus shifted to
network security, as organizations became interconnected via the Internet, leading to
the development of firewalls and intrusion detection systems [3, 4, 5]. In the 2000s,
the increasing prevalence of data breaches and financial cybercrime prompted a shift
towards information security and proactive cybercrime prevention strategies [6, 7, 8].
With the advent of cloud computing, IoT, and AI-driven systems in the 2010s and
beyond, cybersecurity has faced challenges such as ransomware attacks, advanced
persistent threats (APTs), and zero-day exploits [9, 10]. For example, the Wan-
naCry ransomware attack in 2017 [11] and the SolarWinds supply chain attack in
2020 [12, 13], which caused huge losses, underscore the urgent need for robust and
timely cybersecurity measures that can effectively detect, prevent, and secure critical
data systems in the future.

The rapid development of science and technology has led to breakthroughs in net-
work technology, and thus formed important factors that strongly impact the com-
plexity of cybersecurity in the era of innovation. First, the increase in data across in-
dustries has led to a huge increase in the volume of sensitive information that needs to
be protected. Second, the rise of advanced threats such as ransomware, advanced per-
sistent threats (APTs), and zero-day vulnerabilities giũ’ nguyên has made traditional
security mechanisms inadequate [9, 10]. Third, the growth of connectivity through
IoT devices, mobile networks, and emerging technologies such as 5G has expanded
the attack surface, making networks vulnerable to new vulnerabilities [14]. Fourth,
the sophistication of cybercrime has increased, as attackers leverage AI and automa-
tion to carry out highly targeted, large-scale attacks with high precision [15, 16].
Key cyber attack surfaces in this context include endpoints, edge devices, and even
cloud computing platforms. As these challenges continue to grow, we need to de-
velop smart, effective, and sustainable cybersecurity strategies to protect critical as-
sets.

Artificial intelligence (AI) is revolutionizing cybersecurity by enhancing the abil-
ity to detect, respond to, and mitigate cyber threats more effectively [17]. Specifi-
cally, AI can improve threat detection by identifying anomalies and recognizing pat-
terns in large data sets, making it highly effective in detecting malware, intrusions,
and other malicious activities. Additionally, AI can enhance the ability to respond
more quickly and efficiently to cybersecurity incidents through automated decision-
making, avoiding inefficient manual work. Additionally, AI can significantly reduce
response times to detecting threats, helping organizations avoid economic losses.
Recently, GenAI has been an emerging technique that plays a dual role in cybersecu-
rity [18]. On the defensive side, GenAI can generate synthetic data to train models,
simulate complex threat scenarios, and develop advanced detection algorithms. On
the attack side, however, GenAI poses risks such as enabling highly realistic phish-
ing campaigns, automated malware generation, and sophisticated social engineering
attacks. This dual nature of GenAI highlights the need for ethical and responsible
application of AI within cybersecurity frameworks.

Traditional cybersecurity approaches face significant limitations in addressing
modern cyber threats. In particular, current solutions rely heavily on signature-based
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detection, which is ineffective against zero-day attacks and emerging threats [19, 20].
Furthermore, traditional systems struggle to handle large-scale data and complex at-
tacks that are constantly evolving due to IoT, cloud computing, and AI-driven ad-
versaries. Additionally, manual analysis of cybersecurity threats is labor-intensive,
time-consuming, and often too slow to respond to real-time attacks. These challenges
create a significant gap in cybersecurity defenses, highlighting the growing need for
automation and intelligent solutions. AI and machine learning can bridge this gap by
automating threat detection, analyzing large data sets in real time, and adapting to
new attack patterns [17]. As cyber threats become more dangerous and sophisticated,
adopting AI-driven techniques is essential to overcome the limitations of traditional
approaches.

GenAI is emerging as a new disruptive technology in addressing modern cyberse-
curity challenges [18]. Specifically, GenAI can be used for threat simulation, where
realistic cyberattack scenarios can be created to test and improve the defense mecha-
nisms of intrusion detection systems (IDSs). Additionally, GenAI can generate new
data for learning when real-world data is limited. This is especially important for
IDSs because data on cyberattacks is often very limited, and many attacks are new
and have never been recorded before. Therefore, the combined use of GenAI with
IDSs is expected to bring breakthroughs in the timely detection and prevention of
future attacks.

2.1 TYPES OF CYBERSECURITY THREATS AND IMPACTS
2.1.1 CLASSIFICATION OF CYBERSECURITY THREATS

In a rapidly evolving digital landscape, cyber threats are becoming increasingly so-
phisticated and diverse. These threats exploit vulnerabilities in systems, networks,
and human behavior to compromise security, causing significant financial, opera-
tional, and reputational impacts. To understand and mitigate these risks effectively, it
is essential to classify cyber threats into structured categories. The following subsec-
tions provide an overview of common cyber threats, highlighting their mechanisms,
impacts, and real-world examples.

Malware: Malware is malicious software designed to infiltrate, damage, or dis-
rupt systems, steal data, or gain unauthorized access to networks. It encompasses
various forms, including:

• Virus: a type of malicious software that attaches itself to legitimate pro-
grams or files, replicates, and spreads to other systems, often causing dam-
age or disruption.

• Worm: a self-replicating malicious software program that spreads indepen-
dently across networks, exploiting vulnerabilities without needing to attach
to a host file or program.

• Ransomware: a type of malicious software that encrypts a victim’s data or
locks their system, demanding a ransom payment to restore access.

• Spyware: a malicious software designed to secretly gather and transmit in-
formation about a user or their activities without their consent.
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• Trojan: a malicious software disguised as legitimate or harmless, designed
to deceive users and enable unauthorized access or cause harm to their sys-
tems.

The WannaCry ransomware attack of 2017 is a notable example of a cyberattack
that caused widespread disruption by encrypting critical files on infected computers
and demanding ransom payments in Bitcoin to decrypt them [21]. For instance, the
attack affected the UK’s National Health Service (NHS), leading to the cancellation
of thousands of medical appointments and surgeries [21]. Malware remains one of
the most pervasive and damaging cybersecurity threats today.

Phishing and Social Engineering: Phishing and social engineering attacks rely
primarily on the psychological manipulation of people (especially those with lim-
ited or no knowledge of cybersecurity) to exploit their personal information, thereby
stealing sensitive information or gaining unauthorized access. Phishing often in-
volves linking to credible phishing emails or websites to steal credentials or key data.
A notable real-world example of phishing involving credible-looking emails to steal
credentials is the 2020 Twitter VIP attack [22]. In this incident, hackers compromised
130 high-profile Twitter accounts, including those of Barack Obama, Elon Musk and
Apple, by sending deceptive messages promoting a Bitcoin scam. The attackers used
social engineering techniques to gain access to Twitter’s internal systems, enabling
them to control these accounts and post fraudulent tweets. This breach resulted in
over $100,000 in losses and highlighted the susceptibility of even major platforms to
sophisticated phishing attacks.

Denial-of-Service (DoS) and Distributed DoS (DDoS): Denial-of-Service
(DoS) and Distributed Denial-of-Service (DDoS) attacks aim to overwhelm systems,
servers, or networks with an excessive volume of traffic, rendering services unavail-
able to legitimate users. This is considered one of the easiest yet efficient ways to
attack the target machine/network. While DoS attacks originate from a single source,
DDoS attacks leverage a network of compromised devices, known as botnets, to am-
plify the assault. A prominent example illustrating how DDoS attacks leverage bot-
nets is the 2016 attack on Dyn, a major Domain Name System (DNS) provider [23].
In October 2016, the Mirai botnet orchestrated a massive DDoS attack against Dyn,
utilizing a vast network of compromised Internet of Things (IoT) devices, such as IP
cameras and home routers. This assault overwhelmed Dyn’s infrastructure, leading
to widespread disruptions of major websites and services, including Twitter, Netflix,
and Reddit. The Mirai malware operated by scanning the internet for vulnerable IoT
devices with default usernames and passwords, subsequently enlisting them into the
botnet to execute large-scale DDoS attacks.

Man-in-the-Middle (MitM) Attacks: Man-in-the-Middle (MitM) attacks in-
volve intercepting and eavesdropping on communication between two parties with-
out their knowledge. Attackers position themselves between the sender and receiver,
capturing or altering transmitted data. Common scenarios include intercepting unen-
crypted Wi-Fi traffic or exploiting vulnerabilities in secure communication protocols.
MitM attacks can result in the theft of sensitive information, such as login credentials,
financial details, or trade secrets, making them a significant threat in both personal
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and enterprise contexts. For example, in 2019, hackers executed an MitM attack to
defraud an Israeli startup of $1 million [24]. The attackers intercepted and manipu-
lated email communications between the startup and a Chinese venture capital firm,
effectively positioning themselves between the two parties without their knowledge.
By spoofing email domains and canceling critical in-person meetings, the attackers
successfully diverted a significant wire transfer intended for the startup into their own
accounts. This incident underscores the potential financial and reputational damage
that MitM attacks can inflict on businesses.

Zero-Day Attacks: Zero-day attacks exploit previously unknown vulnerabilities
in software or systems, taking advantage of the window of time before develop-
ers can issue a patch. These attacks are particularly dangerous because they pro-
vide no warning and often involve sophisticated malware or exploits. Cybercriminals
and state-sponsored actors frequently use zero-day attacks to target high-value sys-
tems. A well-known example of a zero-day attack is the Stuxnet worm, discovered in
2010 [25]. Stuxnet targeted Iran’s nuclear facilities by exploiting four previously un-
known vulnerabilities in Microsoft Windows operating systems. By leveraging these
zero-day exploits, the worm infiltrated the systems controlling centrifuges used for
uranium enrichment, causing them to malfunction while displaying normal opera-
tions to monitoring systems. This sophisticated attack underscores the significant
threat posed by zero-day vulnerabilities.

Supply Chain Attacks: Supply chain attacks compromise software, hardware, or
service providers to gain access to target organizations. Attackers infiltrate trusted
components or processes, enabling them to introduce malicious code or vulnerabil-
ities that propagate downstream. A notable example of a supply chain attack is the
2020 SolarWinds incident [26]. In this case, attackers compromised SolarWinds’
Orion software updates, embedding malicious code that was distributed to approx-
imately 18,000 customers, including numerous U.S. government agencies and For-
tune 500 companies. This backdoor, known as SUNBURST, allowed the attackers to
gain unauthorized access to the networks of affected organizations, leading to signif-
icant data breaches and security concerns.

In Table 2.1, we provide a comparative overview of different types of cybersecu-
rity threats, their mechanisms, impacts, and real-world examples. It highlights threats
such as malware, phishing, DoS/DDoS, MitM attacks, zero-day exploits, and sup-
ply chain attacks, detailing how they operate and the damage they cause, including
data theft, financial losses, and operational disruptions. Examples like the WannaCry
ransomware, the 2020 Twitter VIP attack, and the SolarWinds supply chain breach
illustrate the severity and diversity of these threats.

2.1.2 EMERGING THREATS POWERED BY AI

The integration of Artificial Intelligence (AI) in cybersecurity has introduced both
defensive advancements and significant new threats. While AI enables powerful
tools for detecting and mitigating cyberattacks, it also provides attackers with so-
phisticated techniques to enhance their capabilities. Traditional threats like phish-
ing, malware, and system breaches are evolving into AI-driven attacks that are more
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Table 2.1
Comparison of Cybersecurity Threats

Threat Type Mechanism Impact Example
Malware Malicious software infiltrates

systems to disrupt operations,
steal data, or encrypt files.

Data theft, operational disrup-
tion, ransom payments.

WannaCry ran-
somware (2017),
Stuxnet worm.

Phishing and Social
Engineering

Manipulates human psychol-
ogy through fraudulent emails,
websites, or messages to steal
sensitive information.

Credential theft, financial
fraud, and larger cyberattacks.

2020 Twitter VIP at-
tack.

Denial-of-Service
(DoS) and Distributed
DoS (DDoS)

Overwhelms servers or net-
works with excessive traffic to
render services unavailable.

Service downtime, financial
losses, reputational damage.

Mirai Botnet DDoS
attack (2016).

Man-in-the-Middle
(MitM) Attacks

Interception and eavesdrop-
ping on communication to
steal or alter data.

Theft of credentials, financial
fraud, unauthorized access.

Intercept and manip-
ulate email communi-
cations.

Zero-Day Attacks Exploitation of previously un-
known vulnerabilities before
patches are released.

System compromise, malware
deployment.

Stuxnet worm tar-
geted Iran’s nuclear
facilities.

Supply Chain Attacks Compromise of software, hard-
ware, or service providers to
infiltrate target organizations.

Widespread malware propaga-
tion, operational disruption.

SolarWinds supply
chain attack (2020).

adaptive, scalable, and harder to detect. This section explores emerging AI-powered
threats, highlighting how GenAI and adversarial AI are reshaping the cybersecurity
landscape.

AI-Generated Phishing: AI-generated phishing leverages GenAI tools to craft
convincing phishing emails, messages, and fake websites that mimic legitimate com-
munications with unprecedented precision. Unlike traditional phishing, which often
relies on manually written or template-based content, AI can analyze vast datasets
of user behaviors, linguistic patterns, and branding to create highly personalized and
context-aware messages. Tools like natural language processing (NLP) ensure gram-
matical accuracy and sophistication, increasing the likelihood of deceiving victims.
In 2023, Abnormal Security detected several attacks where AI was likely used to
generate malicious emails. These emails mimicked legitimate communications with
high precision, making them difficult to detect using traditional security example-
measures [27, 28]. For exmaple one specific case of using GAI to create scam email
is illustrated in Fig. 2.1 [27]. The email was created using GAI, which allowed the
attackers to create unique and sophisticated content that bypassed traditional detec-
tion methods. This example clearly shows how AI can analyze user behaviors and
linguistic patterns to produce personalized and context-aware phishing messages,
significantly increasing the chances of deceiving victims.

Deepfake Attacks: Deepfake attacks involve the use of GenAI to create hyper-
realistic audio, video, or images for malicious purposes such as social engineering,
misinformation, or impersonation. By manipulating visual and auditory data, attack-
ers can convincingly impersonate individuals, such as executives or public figures, to
gain unauthorized access, spread false information, or manipulate public opinion. A



Cybersecurity Fundamentals: Threats, Impacts, and Countermeasures 37

Figure 2.1 An example of using GAI for sacm emails [27]..

notable example of a deepfake attack occurred in 2019, when cybercriminals used ar-
tificial intelligence to mimic the voice of a CEO, successfully deceiving an employee
into transferring $243,000 to the attackers’ account [29]. The hackers employed AI-
based software to create a convincing imitation of the CEO’s voice, exploiting the
trust and authority associated with the executive’s position. Another example is a
deepfake image attack that occurred in January 2024, when AI-generated explicit
images of American singer Taylor Swift [31] were disseminated across social media
platforms, including X (formerly Twitter), Facebook, Reddit, and Instagram [30].
These images, which were fabricated without Swift’s consent, originated from a
Telegram group where members employed tools like Microsoft Designer to create
the fake content. The incident sparked widespread condemnation and highlighted the
pressing need for legislative measures to combat non-consensual deepfake pornog-
raphy. These attacks underscore the potential of deepfake technology to facilitate
sophisticated social engineering attacks, leading to significant financial losses.

AI-Powered Malware: AI-powered malware introduces a new generation of ma-
licious software that adapts in real-time to evade detection systems. Unlike tradi-
tional malware, which relies on static code, AI-driven malware employs techniques
such as polymorphism and evasion algorithms to change its behavior, signature, or
encryption patterns dynamically [32]. This allows it to bypass signature-based an-
tivirus tools and intrusion detection systems. AI can also automate decision-making
processes within the malware, enabling it to identify vulnerabilities, choose attack
methods, and optimize its impact [33].



38 Generative AI for Cybersecurity

Figure 2.2 RansomAI architecture.

An example of AI-powered malware is the “BlackMamba” strain, identified by
security researchers in 2024 [34, 35]. BlackMamba utilizes machine learning algo-
rithms to adapt its behavior in real-time, effectively evading traditional detection
methods. It employs polymorphic techniques, altering its code structure dynamically
to avoid signature-based antivirus tools and intrusion detection systems [36]. This
adaptability allows BlackMamba to bypass security measures that rely on static anal-
ysis, posing a significant challenge to cybersecurity defenses. Cyflare

Another pertinent example is the “RansomAI” framework, a proof-of-concept AI-
powered ransomware was developed by researchers in 2023 [37]. RansomAI inte-
grates reinforcement learning to adjust its encryption strategies dynamically, mini-
mizing detection while maximizing damage. By learning from its environment, Ran-
somAI can intelligently select encryption algorithms, rates, and durations, effectively
evading traditional security measures. The RansomAI architecture is illustrated in
Fig. 2.2. This demonstrates the potential for AI to automate decision-making pro-
cesses within malware, enabling it to identify vulnerabilities and optimize its impact
autonomously.
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Figure 2.3 An AI system can malfunction due to adversarial attacks, such as errant
road markings misleading a driverless car, as highlighted in a new NIST publication
detailing attack types and mitigation strategies [38].

Adversarial AI Attacks: Adversarial AI attacks exploit weaknesses in AI-based
cybersecurity systems by generating adversarial inputs designed to fool machine
learning models. These inputs are carefully crafted, often appearing benign to human
observers but triggering incorrect responses in AI models. A notable example of an
adversarial AI attack was introduced in [38], when researchers demonstrated that er-
rant markings on roads could mislead autonomous vehicles’ AI systems, potentially
causing them to veer into oncoming traffic. These adversarial inputs were carefully
crafted to appear benign to human observers but triggered incorrect responses in the
vehicle’s AI models, exploiting weaknesses in AI-based cybersecurity systems.

2.1.3 IMPACTS OF CYBERSECURITY THREATS

Cybersecurity threats have far-reaching consequences that extend beyond immediate
system breaches. These threats impact organizations, governments, and individuals
across multiple dimensions, including financial losses, operational disruptions, repu-
tational damage, legal liabilities, and national security risks. As cyberattacks become
more sophisticated and pervasive, understanding their multidimensional impacts is
essential for driving investments in cybersecurity measures and resilience strategies.
This section explores the significant consequences of cybersecurity threats across
key areas.

Financial Impact: Cybersecurity threats often result in significant financial
costs for organizations. Expenses may include ransom payments in ransomware at-
tacks, fines for regulatory non-compliance, costs associated with data recovery, and
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Table 2.2
Comparison of Emerging AI-Powered Threats

Threat Type Mechanism Impact Example
AI-Generated
Phishing

GenAI creates highly personalized
phishing emails, messages, or fake
websites using NLP and behavioral
analysis.

Increased phishing success
rates, targeted credential theft,
and large-scale campaigns.

AI-generated phishing
emails [27].

Deepfake Attacks GenAI produce hyper-realistic audio,
video, or images to impersonate individ-
uals or spread misinformation.

Financial fraud, social manip-
ulation, unauthorized access,
and reputational damage.

AI-generated voice
of a CEO instructing
unauthorized fund trans-
fers [29] and deepfake
image attack of Taylor
Swift [31].

AI-Powered Mal-
ware

AI-driven malware adapts dynamically
using polymorphism and evasion algo-
rithms to bypass detection systems.

Harder to detect malware, real-
time exploitation of vulnerabil-
ities, and optimized attack exe-
cution.

BlackMamba [33] and
RansomAI [37].

Adversarial AI At-
tacks

Exploits weaknesses in AI models by
generating adversarial inputs to deceive
machine learning systems.

Compromised AI systems, by-
passed anomaly detection, and
unauthorized access.

Adversarial AI attack
on autonomous vehi-
cles [38].

business interruptions. The financial toll also includes long-term losses, such as re-
duced revenue and increased spending on security infrastructure post-incident. Ac-
cording to IBM’s Cost of a Data Breach Report, the average global cost of a data
breach in 2023 was $4.45 million, with healthcare organizations facing even higher
costs [39]. Cyberattacks not only drain immediate resources but also impose ongoing
financial burdens, making cybersecurity a critical investment for sustainable opera-
tions.

Operational Impact: Cybersecurity threats can severely disrupt an organization’s
operations, leading to downtime, loss of productivity, and compromised infrastruc-
ture. Attacks such as Denial-of-Service (DoS) or ransomware can render systems
inoperable for extended periods, halting critical business processes. For example, in
2024, Microsoft experienced a global outage affecting its Azure and Outlook ser-
vices due to a Distributed Denial-of-Service (DDoS) cyberattack [40]. The incident
caused approximately 10 hours of service interruption, impacting airports, banks,
and numerous users worldwide who were unable to access essential services. This
event underscores the critical need for robust cybersecurity measures to prevent such
operational disruptions.

Reputational Impact: The reputational damage caused by cybersecurity
breaches can be long-lasting and difficult to repair. When sensitive customer data is
compromised, organizations face an erosion of customer trust and a damaged brand
reputation. High-profile data breaches often attract negative media attention, causing
stakeholders to lose confidence in the organization’s ability to protect their data. For
example, in 2017, Equifax, one of the largest credit reporting agencies in the United
States, suffered a massive data breach that exposed the personal information of ap-
proximately 147 million individuals, including Social Security numbers, birth dates,
and credit card information [41]. This breach not only put millions at risk of identity
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theft but also severely eroded public trust in Equifax’s ability to safeguard sensi-
tive consumer data. The company’s delayed response and mishandling of the breach
further exacerbated the situation, leading to significant damage to its reputation and
customer confidence.

National Security Impact: Cybersecurity threats pose critical risks to na-
tional security, particularly when they target critical infrastructure such as power
grids, healthcare systems, transportation networks, and defense operations. State-
sponsored cyberattacks, espionage, and sabotage can disrupt essential services, com-
promise sensitive government data, and undermine a nation’s sovereignty. A notable
example of the critical risks posed by cybersecurity threats to national security is
the 2017 Ukraine ransomware attacks [42, 43]. In June 2017, a ransomware attack,
later identified as NotPetya, targeted various Ukrainian institutions, including banks,
ministries, metro systems, and state-owned enterprises such as Boryspil International
Airport and Ukrainian Railways. The attack also affected the radiation monitoring
system at Ukraine’s Chernobyl Nuclear Power Plant, forcing it offline. This cyber
assault disrupted essential services and compromised sensitive data, highlighting the
potential for state-sponsored cyberattacks to undermine a nation’s sovereignty and
public safety.

2.1.4 THREAT TRENDS AND ANALYSIS

The cybersecurity landscape is rapidly evolving, driven by advancements in tech-
nology and the increasing sophistication of cybercriminal tactics. Emerging trends
demonstrate a significant shift towards automation, the commercialization of cyber-
crime, and the exploitation of new technologies such as AI and quantum computing.
Understanding these trends is critical for anticipating future threats and designing
proactive defense strategies. This section highlights the key trends shaping the cy-
bersecurity domain and provides data-backed insights into the growth and scale of
cyberattacks.

AI-based Cyberattacks: Cybercriminals are increasingly leveraging automation
to execute large-scale attacks with minimal human intervention. Tools powered by
artificial intelligence (AI) and machine learning (ML) enable attackers to automate
tasks such as vulnerability scanning, phishing campaign generation, and malware
deployment. AI and ML allow attackers to conduct faster and more efficient cam-
paigns, often targeting thousands of systems simultaneously. For instance, as dis-
cussed above, advanced AI-driven tools can be used to create phishing emails, fake
voices, and fake images. As more and more AI tools are widely and automatically
used, the danger of AI-based cyberattacks is more serious.

Rise of Ransomware-as-a-Service (RaaS): Ransomware-as-a-Service (RaaS)
has emerged as a major trend, enabling less skilled cybercriminals to deploy so-
phisticated ransomware attacks. RaaS platforms operate on a subscription or profit-
sharing model, where developers provide ransomware tools to affiliates who execute
the attacks. This commercialization of ransomware has lowered the entry barrier
for cybercrime, leading to a surge in ransomware incidents globally. An example of
Ransomware-as-a-Service (RaaS) is the Hive ransomware group [44]. Hive operates
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by providing ransomware tools to affiliates who then execute attacks against various
sectors, including healthcare organizations. In April 2022, Hive leveraged a pass-the-
hash technique to target numerous Microsoft Exchange Server customers, affecting
industries such as energy and financial services.

Quantum Computing and Cybersecurity Risks: Quantum computing, while
still in its early stages, poses a significant long-term threat to cybersecurity. Quan-
tum computers have the potential to break current cryptographic algorithms, such
as RSA (Rivest-Shamir-Adleman) and ECC (Elliptic Curve Cryptography), which
secure most digital communications and transactions [45]. This development could
render existing encryption methods obsolete, exposing sensitive data to unauthorized
access. For example, a recent study by Chinese researchers demonstrated that quan-
tum computers could break RSA encryption by optimizing problem-solving tech-
niques [46]. Similarly, the World Economic Forum has highlighted the potential of
quantum computing to disrupt current cybersecurity measures, emphasizing the need
for new quantum-resistant cryptographic solutions [47].

2.1.5 USE OF GENAI IN THREAT MITIGATION

As cyber threats continue to evolve in sophistication and scale, traditional cyberse-
curity approaches often struggle to keep pace. GenAI offers a powerful set of tools
to combat these threats by enabling more adaptive, intelligent, and proactive de-
fense mechanisms. By leveraging its ability to generate data, identify anomalies, and
counter adversarial attacks, GenAI can significantly enhance cybersecurity systems.
This section explores the critical roles GenAI plays in mitigating modern cyber risks.

Generating Synthetic Datasets to Train Robust Cybersecurity Models: One
of the key challenges in cybersecurity is the lack of diverse and high-quality datasets
for training machine learning models. GenAI can address this limitation by creat-
ing synthetic datasets that mimic real-world attack scenarios and benign data. These
datasets are invaluable for training robust models capable of detecting emerging
threats, including zero-day attacks. For instance, generative adversarial networks
(GANs) can simulate various cyberattack patterns to improve a model’s ability to
recognize anomalies or malicious activities [48]. Synthetic data generation not only
accelerates model training but also enhances resilience against unseen threats with-
out compromising sensitive real-world data.

Enhancing Anomaly Detection and Threat Prediction: GenAI significantly
improves anomaly detection and threat prediction by identifying subtle patterns and
deviations in large datasets. Traditional detection systems may struggle with false
positives or miss sophisticated attacks that mimic normal behavior. However, GenAI
models can learn complex relationships within the data to detect unusual patterns in-
dicative of malicious activity. For example, the authors in [49] introduce a novel AI
architecture based on autoencoder to enhance efficiency in detecting attacks in intru-
sion detection systems. They also show that their approach can boost around 1% in
terms of accuracy and F-score in detection attacks compared to the state-of-the-art
machine learning and representation learning method.
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Countering Adversarial AI Through Automated Model Retraining: As ad-
versarial AI techniques become more prevalent, attackers are increasingly generat-
ing inputs designed to evade detection systems. GenAI can counter these adversarial
attacks by automating the retraining of cybersecurity models with adversarial exam-
ples. This process strengthens the models’ ability to recognize and resist manipula-
tion. For instance, GenAI can create adversarial samples to test and fortify existing
AI-driven defense systems [50]. By continuously learning from adversarial inputs,
cybersecurity models become more robust and adaptive, ensuring they remain effec-
tive even as attack methods evolve.

2.2 COUNTERMEASURES
2.2.1 INTRODUCTION TO CYBERSECURITY COUNTERMEASURES

Cybersecurity countermeasures encompass a wide range of strategies, tools, and
practices designed to safeguard systems, networks, and data from cyberattacks.
These measures aim to prevent, detect, respond to, and recover from malicious activ-
ities, ensuring the confidentiality, integrity, and availability of critical resources [51].
As cyber threats grow in complexity, organizations must adopt adaptive and proac-
tive approaches to counter evolving attack methods. This introduction provides a
foundational understanding of countermeasures and highlights the role of advanced
technologies, such as GenAI, in enhancing modern cybersecurity defenses.

Cybersecurity countermeasures refer to the combination of technical solutions,
policies and best practices implemented to mitigate the risks posed by cyber
threats [51]. These measures are categorized into four key functions [51]:

• Prevention: stops attacks before they occur
• Detection: identifies malicious activities
• Responsive: responds to active threats
• Recovery: restores systems and data post-attack

Together, these functions form the core of a robust cybersecurity strategy, enabling
organizations to minimize risks, mitigate impacts, and maintain operational re-
silience.

Defense-in-depth is a fundamental principle in cybersecurity, emphasizing a
multi-layered approach to security [52, 53]. Rather than relying on a single solu-
tion, defense-in-depth involves implementing multiple layers of protection across
endpoints, networks, applications, and users. Each layer serves as a barrier, reducing
the likelihood of a successful breach even if one layer is compromised. For example,
firewalls and intrusion prevention systems (IPS) protect networks, while encryption
secures sensitive data, and access controls limit user privileges. This layered strat-
egy is particularly critical in addressing AI-powered threats, as attackers increasingly
exploit multiple attack surfaces to bypass traditional defenses.

GenAI is revolutionizing cybersecurity by augmenting and enhancing traditional
countermeasures. Through its ability to analyze vast datasets, simulate attack sce-
narios, and generate synthetic data, GenAI strengthens threat detection, prevention,
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and response capabilities. For example, it can create realistic synthetic datasets to
train machine learning models for identifying anomalies and emerging threats [48].
Additionally, GenAI can simulate adversarial attack patterns to test and improve
existing defense mechanisms, making systems more resilient against sophisticated
attacks [50]. By automating threat mitigation and continuously learning from evolv-
ing attack strategies, GenAI plays a crucial role in fortifying cybersecurity defenses
against modern, AI-driven threats.

2.2.2 PREVENTIVE MEASURES

Preventive measures form the first line of defense in cybersecurity, focusing on strate-
gies and tools that aim to stop cyberattacks before they occur. By addressing vul-
nerabilities, restricting unauthorized access, and securing systems proactively, orga-
nizations can significantly reduce the risk of breaches. These measures include ac-
cess control, network and endpoint security, patch management, data encryption, and
leveraging GenAI for enhanced preparedness. This section discusses each of these
strategies in detail, highlighting their role in building a robust cybersecurity posture.

Access Control: Access control ensures that only authorized individuals can ac-
cess specific systems, data, or resources, thereby limiting the risk of unauthorized
breaches [54]. Common techniques include Role-Based Access Control (RBAC),
which assigns permissions based on roles within an organization, and Multi-Factor
Authentication (MFA), which adds layers of verification (e.g., passwords, biomet-
rics, or tokens) to prevent unauthorized access [54]. Additionally, the Zero-Trust
Architecture (ZTA) takes access control further by continuously verifying every user
and device, regardless of whether they are inside or outside the network perime-
ter [55]. By implementing these access control mechanisms, organizations can min-
imize the risk of insider threats and unauthorized breaches.

Network and Endpoint Security: Network and endpoint security focus on pro-
tecting the infrastructure and devices that connect to organizational systems [56].
Firewalls act as the first line of defense by monitoring and filtering incoming and
outgoing network traffic based on predefined security rules. Intrusion Prevention
Systems (IPS) add an additional layer by detecting and blocking malicious activity
in real time. Here, it is important to note that there is a slight difference between IPS
and Intrusion Detection Systems (IDSs). Specifically, as illustrated in Fig. 2.4, the
IPS is usually placed right after the firewall to prevent unkown/unusual traffic com-
ings before it goes inside the local network. On the device level, Endpoint Detection
and Response (EDR) tools monitor endpoints such as laptops and IoT devices for
anomalies, providing proactive protection against malware, ransomware, and other
attacks [57]. Combined, these tools create a comprehensive defense strategy to se-
cure networks and endpoints from evolving threats.

Patch Management: Patch management involves regularly updating software,
operating systems, and applications to fix security vulnerabilities and prevent ex-
ploitation by attackers. Cybercriminals often target outdated systems with known
weaknesses to gain unauthorized access or launch malware attacks. Automated
patch management solutions streamline this process, ensuring timely updates without
manual intervention. By maintaining a consistent patching routine, organizations can
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Figure 2.4 IDS vs IPS.

significantly reduce the risk of zero-day exploits and system compromises, enhanc-
ing overall resilience against cyber threats.

Data Encryption: Data encryption ensures the confidentiality and integrity of in-
formation by converting it into unreadable formats that can only be decrypted with
authorized keys. End-to-end encryption secures data during transmission, protecting
it from interception in transit, while encryption of data at rest safeguards stored infor-
mation from unauthorized access. Encryption is critical for securing sensitive data,
such as personal information, financial records, and intellectual property, particu-
larly in cloud environments and IoT systems. By implementing strong encryption
protocols, organizations can prevent data breaches even if attackers gain access to
encrypted files.

GenAI Integration: Recently, GenAI has emerged as a revolutionary preven-
tive measure by enhancing preparedness and vulnerability identification. AI-driven
simulations can create realistic attack scenarios, enabling organizations to test their
defenses against emerging threats. By generating synthetic datasets, GenAI helps
train machine learning models to identify vulnerabilities and anticipate potential at-
tack vectors [48]. Additionally, AI tools can perform automated risk assessments,
predicting where systems may be exploited and recommending proactive counter-
measures [50]. Integrating GenAI into preventive strategies empowers organizations
to stay ahead of cybercriminals by identifying and addressing weaknesses before
they can be exploited.
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Table 2.3
Comparison of Preventive Cybersecurity Measures

Preventive Measure Mechanism Benefit
Access Control Enforces policies like Role-Based Access

Control (RBAC), Multi-Factor Authentica-
tion (MFA), and Zero-Trust Architecture
(ZTA) to limit access to authorized users
only.

Reduces the risk of unauthorized access by
verifying user identities and restricting priv-
ileges based on roles and trust levels.

Network and End-
point Security

Uses firewalls, Intrusion Prevention Systems
(IPS), and Endpoint Detection and Response
(EDR) tools to monitor, detect, and block
malicious activities at network and device
levels.

Protects networks and endpoints from mal-
ware, intrusions, and unauthorized activities,
ensuring real-time threat prevention.

Patch Management Automates the identification and application
of software updates to fix known vulnerabil-
ities.

Reduces exposure to zero-day attacks and
ensures systems remain secure against
known exploits.

Data Encryption Secures data by converting it into unreadable
formats using end-to-end encryption for data
in transit and at rest.

Prevents unauthorized access to sensitive
data, even if intercepted, ensuring data con-
fidentiality and integrity.

GenAI Integration Simulates attack scenarios, generates syn-
thetic data, and identifies system vulnerabil-
ities using AI-driven techniques.

Enhances preparedness by identifying weak-
nesses proactively and strengthening de-
fenses against emerging threats.

2.2.3 DETECTIVE MEASURES

Detective measures play a crucial role in identifying malicious activities and poten-
tial security breaches in real time. Unlike preventive strategies, which aim to stop
attacks before they occur, detective measures focus on continuous monitoring and
analysis to uncover threats as they emerge. By leveraging advanced tools and AI-
powered techniques, organizations can detect anomalies, suspicious patterns, and
unauthorized activities promptly, enabling timely responses to mitigate risks. This
section explores key detective measures, highlighting their importance in modern
cybersecurity frameworks.

Intrusion Detection Systems (IDS): Intrusion Detection Systems (IDS) are crit-
ical tools for real-time monitoring of network traffic to identify suspicious activi-
ties and anomalies [56]. IDS analyzes network packets, searching for known attack
signatures or unusual patterns that may indicate a breach. They are broadly catego-
rized into signature-based IDS, which detect attacks based on predefined patterns,
and anomaly-based IDS, which flag deviations from normal behavior. By providing
alerts upon detecting potential intrusions, IDS allows security teams to take swift ac-
tion to contain threats. However, their effectiveness depends on continuous updates
and the ability to minimize false positives.

SIEM (Security Information and Event Management): Security Information
and Event Management (SIEM) systems collect, aggregate, and analyze logs and
events from various sources, such as servers, firewalls, and endpoints, to identify
suspicious patterns and potential threats [58]. By centralizing data analysis, SIEM
tools enable organizations to detect complex attacks that may span multiple systems.
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Figure 2.5 An illustration of SIEM system.

Advanced SIEM solutions integrate AI and machine learning to automate log anal-
ysis and reduce the time required to identify and respond to incidents. For example,
SIEM platforms can correlate seemingly unrelated events to detect coordinated at-
tacks, making them invaluable for comprehensive threat detection.

GAI-Powered Anomaly Detection: AI-powered anomaly detection uses GenAI
and machine learning to analyze vast datasets, identifying deviations from estab-
lished behavioral norms. Traditional anomaly detection methods often struggle with
large-scale and dynamic environments, leading to false positives or missed threats.
GenAI enhances anomaly detection by learning complex patterns within the data
and identifying subtle anomalies that may indicate malicious activities. For instance,
autoencoders can model normal network behavior and flag outliers as potential in-
trusions [49]. This AI-driven approach improves detection accuracy, enabling orga-
nizations to uncover sophisticated and previously unknown threats.

Threat Intelligence Platforms: Threat Intelligence Platforms (TIPs) collect, an-
alyze, and share data on emerging cyber threats, enabling organizations to stay ahead
of adversarial tactics. These platforms aggregate information from multiple sources,
including global threat intelligence feeds, dark web monitoring, and industry reports.
By integrating AI, TIPs can analyze large volumes of threat data to identify patterns,
predict attack methods, and provide actionable insights. For example, Google’s Secu-
rity AI Workbench utilizes Large Language Models (LLMs) to address challenges in
cybersecurity, including threat overload and complex toolsets [59]. This AI-powered
system transforms the operationalization of threat intelligence, helping organizations
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Table 2.4
Comparison of Detective Cybersecurity Measures

Detective Measure Mechanism Benefit
Intrusion Detection
Systems (IDS)

Monitors network traffic in real time, ana-
lyzing packets to detect known signatures or
anomalous patterns.

Identifies potential intrusions quickly, en-
abling timely action to contain threats.

SIEM (Security In-
formation and Event
Management)

Aggregates and analyzes logs and events
from multiple sources to detect suspicious
patterns and correlations.

Detects complex attacks spanning systems
and automates incident identification.

AI-Powered Anomaly
Detection

Uses GenAI and machine learning to ana-
lyze data and identify deviations from base-
line behavior.

Enhances detection accuracy, uncovering
subtle and sophisticated threats with fewer
false positives.

Threat Intelligence
Platforms (TIPs)

Collects and analyzes global threat data to
identify indicators of compromise (IoCs) and
predict emerging attack methods.

Provides actionable insights and helps orga-
nizations adapt defenses proactively.

Behavioral Analytics Monitors user and system behavior to iden-
tify anomalies, such as unauthorized access
or suspicious activities.

Detects insider threats and behavioral devia-
tions, improving early detection of misuse.

stay ahead of emerging threats. Similarly, Cyble Vision is an AI-driven threat in-
telligence platform designed to provide real-time intelligence and threat detection,
enhancing security measures for organizations [60].

Behavioral Analytics: Behavioral analytics focuses on monitoring user and sys-
tem behavior to detect insider threats, unauthorized activities, or anomalies indicative
of malicious intent [61]. By establishing baseline behaviors for users, devices, and
systems, behavioral analytics tools can identify deviations that may signal breaches
or misuse. For example, an employee accessing sensitive files outside normal work-
ing hours or a system executing unusual processes could trigger alerts. Advanced
solutions leverage machine learning and AI to continuously refine behavioral mod-
els, improving their ability to detect subtle and emerging threats while minimizing
false positives.

2.2.4 RESPONSIVE MEASURES

Responsive measures focus on strategies and tools designed to contain and mitigate
active cyberattacks as they occur. While preventive and detective measures aim to
stop and identify threats, responsive measures ensure that security teams can act
swiftly to minimize damage, eradicate malicious activities, and restore systems to
normal operation. The integration of AI and generative models has significantly en-
hanced the effectiveness of responsive strategies by automating decision-making and
improving adaptability against evolving threats. This section explores key responsive
measures that organizations can implement to address active cyberattacks effectively.

Incident Response Plans: Incident Response Plans (IRPs) are structured frame-
works that outline the processes for detecting, containing, and eradicating cyber
threats [62]. An effective IRP includes well-defined phases, e.g., preparation, detec-
tion and analysis, containment, eradication, and recovery, as illustrated in Fig. 2.6.



Cybersecurity Fundamentals: Threats, Impacts, and Countermeasures 49

Figure 2.6 An illustration of IRPs lifecycle.

These plans ensure that organizations respond to incidents in a systematic and timely
manner, minimizing the impact of breaches. For example, upon detecting a ran-
somware attack, the IRP would outline immediate containment measures, such as
isolating affected systems, followed by eradication procedures like malware removal
and system restoration. A well-documented IRP also includes post-incident analysis
to identify lessons learned and improve future response efforts.

Automated Response Systems: Automated response systems leverage AI-driven
technologies to contain and mitigate threats in real-time without the need for manual
intervention. These systems monitor network traffic, endpoints, and applications for
malicious activities and execute predefined actions to neutralize threats. For example,
an automated response system based on AI can automatically isolate a compromised
endpoint, block malicious IP addresses, or disable suspicious user accounts. By re-
ducing response times and minimizing human error, automated systems enhance an
organization’s ability to contain cyberattacks quickly and effectively, ensuring con-
tinuous protection against rapidly evolving threats.

Adversarial Defense: Adversarial defense focuses on countering AI-driven at-
tacks by using automated adversarial testing and retraining of cybersecurity models.
As attackers increasingly use adversarial AI to manipulate detection systems, de-
fenders can employ adversarial techniques to strengthen their defenses. For example,
GenAI models can simulate adversarial attacks, such as crafting inputs designed to
evade machine learning-based anomaly detection systems. By continuously testing
and retraining models with these adversarial examples, organizations can enhance
the resilience of their cybersecurity solutions, ensuring they remain effective even
against AI-powered threats.

GenAI in Simulation: GenAI plays a critical role in simulating attacker be-
havior and predicting potential responses to ongoing cyberattacks. By creating re-
alistic attack scenarios, generative models enable security teams to test and refine
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their response strategies under various conditions. For example, GenAI can simu-
late ransomware attacks or phishing campaigns to analyze how systems and teams
respond in real-time. Additionally, AI-driven simulations can recommend tailored
responses by predicting attacker tactics, techniques, and procedures (TTPs). An ex-
ample of using GAI for simulating cyberattacks is Microsoft’s CyberBattleSim plat-
form [63, 64]. This open-source tool creates a simulated network environment where
AI agents emulate both attacker and defender roles. The attacking agents employ
various tactics, techniques, and procedures (TTPs) to compromise the system, while
defending agents use AI to detect and respond to these threats. This setup allows or-
ganizations to observe how their systems and teams respond to simulated attacks
in real-time, providing valuable insights into potential vulnerabilities and the ef-
fectiveness of their incident response strategies. This proactive approach enhances
decision-making during incidents, allowing organizations to adapt their responses
dynamically and minimize damage.

Table 2.5
Comparison of Responsive Cybersecurity Measures

Responsive Measure Mechanism Benefit
Incident Response Plans
(IRPs)

Structured frameworks that outline phases
for preparation, detection, containment,
eradication, and recovery.

Ensures a systematic and timely response to
minimize the impact of breaches and im-
prove future readiness.

Automated Response Systems AI-driven systems that monitor and automat-
ically contain threats in real time without
manual intervention.

Reduces response time, minimizes human
error, and ensures rapid containment of ac-
tive cyberattacks.

Adversarial Defense Employs automated adversarial testing and
retraining of cybersecurity models to counter
AI-driven attacks.

Enhances the resilience of detection sys-
tems by identifying and mitigating adversar-
ial techniques.

GenAI in Simulation Simulates attacker behavior and generates
realistic attack scenarios to test and refine re-
sponse strategies.

Improves decision-making during incidents,
enabling dynamic and tailored responses to
minimize damage.

2.2.5 RECOVERY MEASURES

Recovery measures are essential for restoring operations and minimizing the long-
term impact of cyberattacks. After a breach or incident, organizations must act
swiftly to recover lost data, rebuild infrastructure, and strengthen defenses to prevent
future exploits. By implementing well-planned recovery strategies, organizations can
ensure business continuity and enhance their resilience against recurring threats. This
section discusses key recovery techniques, highlighting the role of AI and automa-
tion in accelerating the recovery process and improving post-incident defenses.

Data Backup and Restoration: Data backup and restoration involve creating
automated, redundant copies of critical data to ensure business continuity in the event
of a cyberattack. Regular backups protect organizations from data loss caused by
ransomware, hardware failures, or accidental deletion. Automated backup solutions
store data in secure, geographically distributed locations, such as cloud platforms
or offline storage. In the event of an attack, these backups enable organizations to
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restore systems and resume operations quickly, minimizing downtime and financial
losses. For instance, the WannaCry ransomware attack in 2017 was one of the most
significant cyberattacks in history. It affected over 200,000 computers across 150
countries, encrypting critical data and demanding ransom payments in Bitcoin to
decrypt the files [65]. As a result, frequent backups are a critical defense against
ransomware, allowing organizations to recover encrypted files without paying the
ransom.

Disaster Recovery Plans: Disaster recovery plans (DRPs) are structured strate-
gies designed to restore IT infrastructure, systems, and data following cyber inci-
dents, natural disasters, or system failures [66]. A comprehensive DRP outlines pro-
cesses for assessing damage, prioritizing critical systems, and restoring operations
in phases. Key components include recovery time objectives (RTOs) and recovery
point objectives (RPOs), which define acceptable downtime and data loss limits [67].
AI-driven tools can automate disaster recovery workflows, ensuring faster recovery
times and minimizing manual intervention. By simulating disaster scenarios, organi-
zations can validate their plans and ensure readiness for unexpected disruptions.

System Hardening: System hardening refers to the process of strengthening sys-
tems, applications, and networks to reduce vulnerabilities and prevent future ex-
ploitation. Following a cyberattack, organizations must analyze the root cause of
the breach and implement corrective actions such as patching vulnerabilities, remov-
ing unnecessary services, and enforcing stronger access controls. Hardening also
involves updating security configurations, implementing multi-factor authentication
(MFA), and improving endpoint protection. By fortifying systems post-attack, or-
ganizations can close security gaps and significantly reduce the risk of recurring
breaches.

Post-Incident Analysis: Post-incident analysis involves conducting a thorough
investigation to understand the cause, impact, and timeline of a cyberattack. Lever-
aging AI-driven tools, organizations can analyze large volumes of incident data to
identify root causes, attacker behaviors, and exploited vulnerabilities. This analysis
helps generate actionable insights to improve security posture, such as strengthening
weak points or updating detection models. For example, in 2017, Equifax experi-
enced a significant data breach that exposed the personal information of approxi-
mately 147 million individuals [68]. Post-incident analysis revealed that attackers
exploited an unpatched vulnerability in the Apache Struts web application frame-
work, allowing unauthorized access to sensitive data [69]. The investigation identi-
fied several systemic failures, including inadequate patch management and insuffi-
cient network segmentation, which facilitated the attackers’ lateral movement within
Equifax’s systems [69]. This analysis prompted Equifax to implement comprehen-
sive security measures, such as establishing a formal patch management policy and
enhancing network defenses, to prevent future incidents [69].

2.3 SUMMARY
In this chapter, we explored the fundamental concepts of cybersecurity, the evolv-
ing threat landscape, and the role of advanced countermeasures, including GenAI,
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Table 2.6
Comparison of Recovery Cybersecurity Measures

Recovery Measure Mechanism Benefit
Data Backup and
Restoration

Creates automated, redundant copies of crit-
ical data and stores them securely to enable
recovery after a cyberattack.

Ensures business continuity by quickly
restoring operations and minimizing down-
time and data loss.

Disaster Recovery
Plans (DRPs)

Structured strategies for assessing damage,
prioritizing critical systems, and restoring in-
frastructure and data in phases.

Reduces recovery time and data loss, en-
suring readiness for unexpected disruptions
with automated workflows.

System Hardening Strengthens systems, applications, and net-
works by patching vulnerabilities, enforcing
stronger controls, and improving configura-
tions.

Prevents future exploitation by addressing
root causes and closing security gaps post-
attack.

Post-Incident Analy-
sis

Investigates the cause, timeline, and impact
of attacks using AI to analyze incident data
and simulate attacker behavior.

Generates actionable insights to improve de-
fenses, enhance response plans, and prevent
recurring breaches.

in addressing modern cyber challenges. We began by identifying various types of
cybersecurity threats and their significant impacts on financial, operational, reputa-
tional, and national security dimensions. From preventive and detective measures
to responsive and recovery strategies, we highlighted how organizations can build a
robust multi-layered defense framework. GenAI emerged as a transformative tool,
enabling advanced techniques such as threat simulation, automated patching, and
synthetic data generation to enhance resilience against sophisticated attacks. As cy-
ber threats continue to evolve, integrating AI-driven technologies will be critical to
safeguarding systems, data, and infrastructure in an increasingly interconnected and
AI-powered digital world.
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3 Generative AI as Potential
Solutions and Risks to
Cybersecurity

This chapter explores the intersection of two rapidly evolving fields: generative arti-
ficial intelligence (AI) and cybersecurity. As generative AI continues to advance in
its ability to create realistic and convincing content, it presents both opportunities
and challenges in the realm of cybersecurity. The chapter examines the potential ap-
plications of generative AI as a solution to cybersecurity challenges, discussing how
generative models can be leveraged for anomaly detection, identifying patterns of
malicious behavior within large datasets, and aiding in the early detection of cyber
threats. Additionally, the chapter explores the potential vulnerabilities of generative
AI systems themselves. It addresses the risks of adversarial attacks, where malicious
actors can manipulate or deceive generative models (including large language mod-
els, LLMs) to produce unintended, malicious outputs, disinformation, or content for
phishing and other malicious purposes.

3.1 OVERVIEW OF GENERATIVE AI FOR CYBERTHREAT DETECTION,
PREVENTION

3.1.1 VULNERABILITY ASSESSMENT WITH GENERATIVE AI

Generative AI (GenAI) is a powerful tool for automating vulnerability discovery.
One can train GenAI models to automatically analyse software, cyber systems, and
their potential configurations to identify vulnerabilities and risks. This can be done
by autonomously crafting different realistic attacks (e.g., for penetration testing) and
operating scenarios to enumerate potential weak links [1]. When armed with data on
software vulnerabilities, AI models can effectively scan and detect new instances of
code exhibiting similar weaknesses and susceptibilities.

Large Language Models (LLMs) have recently played a crucial role in automating
penetration testing [3]. LLMs allow users without extensive security knowledge to
conduct penetration testing on a system. To do this, users first establish a penetration
testing goal using a modular library that can create exploit flows, as shown in Figure
3.1. The exploit flow refers to the state of the systems being tested for each discrete
action. Once the goal is set, the user submits a request to LLMs and then receives
recommendations. These recommendations guide the user in conducting experiments
on the testing environment to achieve the desired testing output. The user can analyze
the testing output to identify any flags (vulnerabilities) or continue sending requests
to LLMs to obtain recommendations related to other flags. For instance, PentestGPT

DOI: 10.1201/9781003502531-3 57

https://doi.org/10.1201/9781003502531-3


58 Generative AI for Cybersecurity

Figure 3.1 Overview of strategy to use LLMs for penetration testing.

[2], a powerful penetration testing tool powered by LLMs, is specifically designed to
automate the penetration testing process.

GenAI is widely used for identifying and repairing code and software vulnerabili-
ties. Given the complexity of modern software systems, automatic methods can assist
security experts in avoiding the time-consuming and labour-intensive process of re-
pairing such security vulnerabilities [6]. In [44], the authors propose an adversarial
learning approach known as Repairing Software Vulnerabilities with Generative Ad-
versarial Networks (RSV-GAN), which transfer code-contained vulnerabilities from
one source domain to another domain without vulnerabilities. The RSV-GAN does
not require paired labelled samples between code-contained vulnerabilities and clean
code. Unlike the original GAN, which aims to generate realistic images from random
noise vectors, this method focuses on mapping two domains, namely X= {xi}M

i=1 and
Y = {yi}M

i=1. To convert the code into a vector, the code is tokenized and then en-
coded using one-hot encoding or word embedding techniques such as Word2Vec and
Glove. For example, Figure 3.2 illustrates the tokenization output of a function writ-
ten in Python. The goal of the RSV-GAN is to generate samples from the unknown
distribution of a real sequence as follows:

PY(y) = P(y0)Π
T
t=1P(yt |y0, . . . ,yt−1), (3.1)

Figure 3.2 Tokenized a function written by Python language.
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where softmax function is used to estimate each conditional distribution
P(yt |y0, . . . ,yt−1), as followed:

P(yt |y0, . . . ,yt−1) = st = so f tmax( f (yt−1,ht−1)), (3.2)

where f (.) represents the generator network and ht−1 represents the hidden state of
the recurrent neural network at time t. The softmax function from Equation 3.2 is
utilized to convert the output into one-hot vectors. To train RSV-GAN, the authors
employ two regularizers. The first regularizer ensures that the generated samples
obtained by the generator are corrected versions of the input. The second regularizer
aims to ensure that the frequency of each token in the generated samples closely
matches that of the input tokens.

GenAI, including LLMs, has the potential to identify vulnerabilities in code
by analyzing patterns, syntax, and context. LLMs are also used to perform zero-
shot vulnerability repair of code [5]. For instance, ChatGPT-3.5 can identify SQL
injection vulnerabilities when programmers use string concatenation to construct
queries instead of using parameterized queries. An example of such a command
is: query = f “SELECT FROM users WHERE username=‘username’ AND pass-
word=‘password’.” In this case, the two strings, ‘username’ and ‘password’, are be-
ing used to construct the query, which makes it vulnerable to SQL injection attacks.
When asked about the vulnerability of this command, ChatGPT-3.5 responds by in-
dicating that the inputs, ‘username’ and ‘password’, are directly interpolated into
the SQL query string, thus exposing it to SQL injection. To fix this vulnerability,
ChatGPT-3.5 suggests passing the two strings, ‘username’ and ‘password’, as pa-
rameters to the execute function, as shown in the following code: query = “SELECT
FROM users WHERE username=? AND password=?” and cursor.execute(query,
(username, password)). This ensures that the query cannot be exploited to execute
SQL commands.

AI-powered Penetration Testing (PenTest) plays a crucial role in evaluating the
security of a system by generating authorized attack scenarios. Traditional PenTest
relies on expert knowledge to create a list of feasible attack scenarios, known as
attack paths, to test system vulnerabilities. However, this manual process is time-
consuming, complex, and prone to human error, potentially overlooking attack paths
that could endanger the system. AI-powered PenTest offers an automated solution
that generates attack paths with specific guidance, testing the system for both known
and potential future vulnerabilities. In their paper [42], the authors propose an au-
tomated PenTest using deep reinforcement learning (DRL) techniques to discover
feasible attack paths within a system. The process involves first building a realis-
tic network topology using the Shodan search engine to obtain system data. Next,
a multi-host, multi-stage vulnerability analysis (MulVAL) is used to generate an at-
tack tree for the system. Each node in the tree represents a vulnerability within the
system. An attack path, which starts at a leaf node and ends at the root, is utilized
for testing the system. For instance, Figure 3.3 illustrates an attack tree generated
from ChatGPT3.5 for PenTest purposes. The attack path begins by using common
payloads such as ’ Or 1=1 – to attempt to gain access to the web server through a
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Figure 3.3 Attack tree: gain root access via SQL injection, generated by Chat-
GPT3.5.

user account. Following this attack, the attacker can obtain the database and access
the admin’s information. Leveraging the admin account, the attacker can then gain
access to the server and escalate privileges to the root level. After constructing the at-
tack tree, DRL is employed to identify feasible attack paths. DRL is a deep learning
model that assumes the role of an attacker seeking to discover attack paths within the
tree. At every time step t, the attacker observes the system to obtain the state St and
then takes an action At to carry out the attack. The system responds by generating a
new state St+1 and a corresponding reward Rt , which reflects the exploitability of the
vulnerability. The attacker can navigate between nodes in the attack tree to achieve
the ultimate goal, such as reaching the root of the tree. The objective of DRL is to
maximize future cumulative rewards, ensuring that the attack path has the highest
potential for exploitation in the future.

3.1.2 ATTACK/THREAT DETECTION

With the proliferation of billions of IoT devices, attack/threat detection systems
(ATDSs) have become essential tools for protecting devices from attackers. These
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ATDSs rely on machine learning (ML) models to learn patterns from both benign
samples and known attacks during the training process. The aim is to then use this
knowledge to detect unknown or zero-day attacks in the future. However, the collec-
tion of known attack samples poses a challenge when compared to unknown or zero-
day attacks. This is primarily because attackers often employ evasion techniques,
such as traffic encryption in network systems, code obfuscation to generate malicious
software, packet fragmentation, and even mimicking normal behaviours, to bypass
ATDSs. For instance, a slow loris denial of service (DoS) attack, which utilizes nor-
mal protocols like HTTP, gradually sends HTTP requests to the server to exhaust its
resources, including CPU, network bandwidth, and memory usage. The imbalance
between known attack samples and normal samples can result in a degradation of the
detection accuracy of ATDSs.

To improve the accuracy of detecting ATDSs, the use of GenAI proves to be an
effective method for addressing the issue of imbalanced datasets. GenAI models are
capable of generating synthetic data samples that are similar to the minority classes,
thereby creating a balanced dataset that benefits the classifiers used in ATDSs. Two
popular GenAI models support generative imbalanced data: conditional generative
adversarial nets (CGAN) [7] and conditional variational auto-encoder (CVAE) [8].
CGAN is an extension of generative adversarial nets (GAN) [9] that incorporates the
class label as a condition. In CGAN, both the generator (G) and discriminator (D)
receive the class label as input. The generator combines the class label y with the
prior input noise pz(z) to generate a hidden representation. Similarly, the discrimi-
nator takes both the training data sample x and the class label y as input. Therefore,
the training of CGAN involves optimizing the following function:

min
G

max
D

V (D,G) = Ex∼pdata(x)[logD(x|y)]+Ez∼pz(z)[log(1−D(G(z|y)))]. (3.3)

After training, the data from the minor classes is generated by the generator G. Sim-
ilar to CGAN, which is based on the GAN, the CVAE is based on the variational
auto-encoder (VAE) [10]. The goal of the CVAE is to maximize a lower bound, as
shown below:

LCVAE(x,y,θ ,Φ) =−KL
(
qΦ(z|x,y)||pθ (z|x)

)
+

1
L

L

∑
l=L

logpθ (y|x,z(l)), (3.4)

where z(l) = gφ (x,y,ε(l)), ε(l) ∼ N(O,I), and L is the number of samples. Similarly,
in [46], the authors proposed a balanced representation learning architecture called
the Balanced Twin Auto-Encoder (BTAE) to address the problem of imbalanced data
in IoT IDSs. The goal of BTAE is to map the input data from higher to lower dimen-
sions, ensuring that data samples from different classes are separated. Data samples
from skewed classes are generated in the latent space, and both the shifted and gen-
erated data are then transformed back into the input space. The output of this trans-
formation is fed to the decoder, which maps it back to the latent space. Since label
information is not available during inference, data representations are extracted from
the decoder of the BTAE. These representations can then be used by classifiers in
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the IDSs. BTAE aims to make the data at the output of the transformation as similar
as possible to the input data, and the output of the decoder as similar as possible to
the output of the encoder. Therefore, it is more practical to extract data represen-
tations from the output of the decoder after the training process is completed. It is
important to note that, unlike traditional methods that address the imbalance by gen-
erating data for the skewed classes in the training datasets of classification models,
BTAE generates data for the skewed labels during the training of the representation
models, thereby creating a balanced model. As a result, data transferred from the
BTAE giũ’ nguyĝn have less impact on the imbalanced classes, thereby improving
the classification accuracy of the classifiers.

GenAI is also a powerful tool for representation learning. It allows for the transfer
of input data from a high-dimensional space to lower dimensions, which facilitates
classification tasks. Intrusion detection systems (IDSs) often collect input data from
various types of systems, resulting in high-dimensional data. For example, IoT IDSs
collect data from network traffic and logs of IoT devices. Since IoT devices come
from different manufacturers, their log systems may vary. As a result, the final data
samples are both high-dimensional and heterogeneous. To improve the accuracy of
IDSs, the authors of [45] proposed the constrained twin variational auto-encoder
(CTVAE). This model is based on the variational auto-encoder and is used to gener-
ate data samples of different classes in the latent space. The encoder of the CTVAE
maps input data from different classes in high dimensions to lower dimensions in
the latent space. The means of different classes are then separated from each other
using a shift transformation. Data samples of different classes are generated based
on these separated means. The purpose of the CTVAE is to map the data samples in
the latent space back to the space of the input data. On the other hand, the decoder
of the CTVAE aims to learn the process of the encoder, which involves reducing the
dimensions of the input data and separating data samples of different classes. After
the training process, the data representation of both the training and testing sets is
extracted from the decoder of the CTVAE. These representations are then used by
the classifiers in the later stage of the IDSs.

GenAI is widely adopted for anomaly detection in various domains such as net-
work security, IoT, and cloud computing. In [11], the authors employ the reconstruc-
tion probability of the VAE as an objective anomaly score. The use of reconstruction
probability is more principled and objective compared to the reconstruction error
used in AE-based methods. Specifically, the reconstruction probability is defined as
follows:

rp(x(i)) =
1
L

L

∑
l=1

pθ (x(i)|µx(i,l) ,σx(i,l)). (3.5)

The reconstruction probability, denoted as pθ (x(i)|µx(i,l) ,σx(i,l)), represents the likeli-
hood of data sample x(i) in the VAE model. Here, L refers to the number of samples
drawn from the VAE, while µx̂(i,l) and σx̂(i,l) represent the mean and sigma extracted
from the encoder of the VAE. An anomaly is identified when the reconstruction prob-
ability, rp(x(i)), is less than a threshold value α . It should be noted that VAE-based
anomaly detection methods are particularly effective when applied to heterogeneous
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input data. This is because the probability distribution of each variable can be calcu-
lated by considering its variability, as represented by mux(i,l) and σx(i,l) . Consequently,
the reconstruction probability defined in Equation (3.5) does not require the weight-
ing of different subsets of features for heterogeneous data. Like VAE-based anomaly
detection methods, GAN-based ones also attempt to model complex data distribu-
tion [12]. Once the GAN model is trained, anomalies are identified by data samples
that exhibit significant deviations from the normal distribution. In [13], the authors
propose a novel approach for assigning anomaly scores, outlined as follows:

A(x) = (1−λ )×R(x)+λ ∗D(x), (3.6)

where R(x) and D(x) represent the residual score and discrimination score, respec-
tively. These scores are calculated from the generator and discriminator of the GAN.

3.1.3 MALWARE, PHISHING, PASSWORD CRACKING, IDENTITY THEFT, AI
ADVERSARIAL ATTACK PREVENTION

Traditional machine learning methods rely on experts’ knowledge to identify charac-
teristic malware features and therefore struggle to detect unknown malware without
known features. In the article [14], the authors propose a method called MalGAN,
which uses GenAI to generate new malware samples based on the raw byte-code
of known malware in the IoT environment. Despite having only a few known mal-
ware samples, MalGAN can accurately detect a large number of unknown malware.
This is because MalGAN generates data samples based on the distribution of ex-
isting malware, making the generated malware similar to what may be encountered
in the future. Specifically, the raw bytes of the PE header of malware executable
files are used as input for MalGAN, with the generator of MalGAN transferring the
random distribution (Gaussian) to the distribution of the original malware samples.
Once MalGAN is trained, the original malware samples and the ones generated by
MalGAN are used as input for CNN models for malware classification.

Another example is the PlausMal-GAN, introduced in [15]. PlausMal-GAN is
based on the GAN model and is used to generate zero-day malware from differ-
ent malware families, including Ramnit, Lollipop, Kelious, Vundo, Simda, Tracur,
Kelious, and Gatak. The binary code of the malware executable files is converted
to images of size 128× 128 before being input into the model. Unlike MalGAN,
PlausMal-GAN does not rely solely on the generator during the training process.
The generator of PlausMal-GAN generates malware samples from different families,
while the discriminator not only differentiates between the original data samples and
the generated ones but also identifies the class label of the original malware families.
After training this model, the generator is fixed, and the discriminator is trained using
the original samples and the generated ones for classification.

Ransomware detection is another area where GenAI is used to address the prob-
lem of malware using security protocols (e.g., SSL and TLS) to evade detection.
In [16], the authors combine Deep Convolutional Generative Adversarial Network
(DCGAN) and Transferred Generating Adversarial Network (TGAN) to generate
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unknown and variant encrypted ransomware, thereby enhancing the accuracy of de-
tection models. This method is based on the assumption that the generators of both
DCGAN and TGAN can generate ransomware image samples in general, while the
discriminator of TGAN can only input real samples from the normal sample set. As a
result, the discriminator can detect anomalous samples of ransomware, whether they
are known or zero-day ones.

Phishing detection systems play a crucial role in identifying phishing websites
and their URLs. Phishing refers to a type of social engineering attack where attack-
ers steal users’ confidential information, such as passwords and credit card details.
However, traditional phishing detection engines face challenges due to the dispro-
portionate number of phishing websites compared to legitimate ones. The process
of collecting and labelling phishing websites is labour-intensive. To tackle this is-
sue, the authors of [17] utilize an Adversarial Auto-Encoder (AAE) to synthesize
phishing data samples based on existing phishing websites.

In this approach, the discriminator of the AAE distinguishes between phishing
samples from the latent space of the AAE and generated samples from a prior distri-
bution (e.g., normal distribution). Meanwhile, the AAE aims to minimize the recon-
struction error, ensuring that the output closely resembles the input data. Simultane-
ously, the adversarial network minimizes discrimination between real and generated
data. Following the training process, the newly generated phishing data samples are
combined with the original datasets, creating a balanced dataset that includes both
normal and phishing data. Consequently, the classifiers employed in phishing detec-
tion systems can improve the accuracy of identifying phishing websites.

Another example discussed in [18] introduces a model called PDGAN, designed
specifically for detecting phishing URLs. PDGAN employs a Long Short-term Mem-
ory Network (LSTM) to generate fake phishing URLs from a normal distribution.
The Convolutional Neural Network (CNN) serves as a discriminator in this model.
After training PDGAN, artificial phishing data samples are generated to create a bal-
anced dataset that includes both normal and phishing URLs. As a result, PDGAN
achieves an accuracy of 97.58% in detecting phishing URLs.

Another application of GenAI is used for preventing password cracking. Users
often choose simple passwords that are related to their personal information to eas-
ily remember them. However, this increases the likelihood of password cracking
through password-guessing tools. Therefore, the first step for users when creating
a new password is to use GenAI to analyze and assess its strengths and weaknesses.
If the password passes the system’s password check, it will be accepted. Additionally,
by understanding common patterns of weak passwords, GenAI can suggest stronger
passwords that are still user-friendly. In [19], the authors proposed GNPassGAN, a
password-guessing tool based on the GAN model. GNPassGAN is capable of gener-
ating 250,309 passwords that match the passwords in the original password dataset
(RockYou dataset) when generating 108 passwords. To achieve this, the generator
of GNPassGAN distinguishes between real passwords obtained from data breaches
and fake passwords generated by the generator. The key improvement of GNPass-
GAN compared to Vanilla GAN is the addition of gradient normalization to the
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discriminator, which enforces 1-Lipschitz continuity. Another approach is to com-
bine GenAI with probabilistic context-free grammars (PCFG) to generate new pass-
words, known as GENPass [20]. GENPass can generate passwords from different
datasets by using a weight-choosing process. The discriminator of GENPass uses the
standard deviation to determine which passwords will be accepted. When generating
107 passwords, GENPass achieves a matching rate of 57.9%.

GenAI supports generating content such as facial, text, voices, and other bio-
metric factors. This content can be combined with traditional passwords for author
authentication and intellectual property protection. In [47], the authors proposed a
framework for author authentication using data regeneration. The framework con-
sists of two stages: generation and verification. In the generation stage, the goal is
to generate the authentic output xa from the generator Ga using k generated steps.
For example, x1

a = Ga(xinput); . . . ; xk
a = Ga(xk−1

a ). The xinput can be text, image, or
voice, while Ga represents a generative model like the OpenAI APIs. In the verifi-
cation stage, the origin of the artifact xa is verified by regenerating the content from
xk−1

a . The re-generated content is then compared with the original content to authen-
ticate the author or verify the content’s origin.

An AI-based model is a powerful tool for analyzing documents such as passports,
driver’s licenses, and IDs to identify any signs of forgery or manipulation. In [48],
the authors introduced a convolutional neural network (CNN) forensic discriminator.
They achieved this by adding salt and pepper to the training data, which allowed
CNN to focus on distinguishing between real and forged data. To generate the forged
image and text, a generator in the GAN is used before the data is labelled by a
classifier to differentiate between real and fake data. Both real and fake data are
then pre-processed by adding salt and pepper noise. This is done by incorporating
background noise from the image into the input data. The CNN model is trained to
classify the real and forged data. Similarly, in [49], the authors applied a Fourier
spectrum-based method to detect forged text in images and videos. This method
operates on the assumption that the text is forged by copying and pasting it onto
the images, resulting in blurred text compared to the original. On the other hand,
text forged using the insertion method appears brighter than the original. In [50], the
authors presented a new model based on a deep ensemble neural network (DENN)
to detect forged handwriting in noisy and blurry conditions. The DENN combines a
stenographic kernel and a spatial filter as the input for the ensemble neural classifier.

AI plays a crucial role in identifying synthetic or fake identities. By analyzing
large datasets, AI can learn to recognize unusual behaviour that may indicate the
creation of fraudulent identities. In [51], the authors utilized a two-stream neural
network to classify forged and authentic faces. The first stream focuses on extracting
the differences between real and fake faces, such as strong edges and blurred areas.
The second stream incorporates the Steganalysis feature to capture hidden features in
the face images. Additionally, the authors applied the triple loss to classify faces, en-
suring that the distance between pairs of patches from different faces is greater than
that of the same faces. In [52], the authors attempted to detect manipulated faces by
combining inconsistent head pose information with a support vector machine (SVM)
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model. Another approach, proposed by the authors of [53], involves identifying vi-
sual artifacts such as eyes, teeth, and facial contours. Subsequently, a multi-layer
perceptron (MLP) classifier is used to distinguish between real and fake faces.

3.2 CYBERSECURITY RISKS CAUSED BY GENERATIVE AI
3.2.1 DEEPFAKE BY GENERATIVE AI

3.2.1.1 Generate Fake Identities
GenAI is an effective tool for generating fake images, videos and other misinforma-
tion.

The authors of [21] introduced CycleGAN, a method for learning to translate im-
ages from a source domain X to a target domain Y. To achieve this, CycleGAN uti-
lizes two generators: G : X→ Y, which translates images from domain X to domain
Y, and F : Y→ X, which translates images from domain Y to domain X. Addi-
tionally, CycleGAN employs two discriminators, DX and DY . DX is responsible for
distinguishing between input from X and translated images F(Y), while DY distin-
guishes between input from Y and translated images F(X). The objective function
of CycleGAN consists of two terms. The first term is adversarial losses, which aim
to match the distribution of translated images to the distribution of the target domain.
The second term is cycle consistency loss, which ensures that the image translation
cycle returns to the original image. Thanks to the success of CycleGAN, attackers
can generate and synthesize fake images that convincingly resemble photographs
of real people. These fake images can be used to create fake social media profiles
or other online accounts, giving the impression of a genuine identity. Attackers can
manipulate various attributes, such as facial features, age, gender, and more, to cre-
ate variations of real identities or entirely fictional ones. Once fake credentials like
usernames, email addresses, and passwords are generated, attackers can create fake
identities for online services.

One can create fake videos by transferring sequential content from a source do-
main to a target domain. The authors of [22] introduced Recycle-GAN, which trans-
lates content from one video to another while retaining the style native to the source
video. For example, if the contents of Barack Obama’s speech are transferred to Don-
ald Trump, the generated video will resemble Donald Trump’s style. Recycle-GAN
achieves this by using two generators to map frames from the source domain to the
target domain, and two discriminators to differentiate between real frames and gen-
erated frames in both domains. In addition, Recycle-GAN utilizes cycle consistency
loss to ensure that the reverse frames are as similar as possible to the original frames.
Unlike Cycle-GAN, which is used for image translation, Recycle-GAN introduces
temporal consistency loss to translate the motion and changes of the input video to
the target video. Furthermore, the recycling loss of Recycle-GAN reinforces the tem-
poral consistency between the two domains. For instance, if two frames, i.e., t and
t + 1, are mapped from the source domain to the target domain, this order must be
maintained when mapping from the target domain back to the source domain. At-
tackers can use face2face techniques, including image-2-image and video-2-video,
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to counterfeit a person’s appearance and engage in misconduct. For example, the
Google search engine displayed numerous web pages containing fake images and
videos from pornographic platforms and adult pages [23]. Another example involves
attackers using fake content to deceive the CEO of a UK company into sending
$243,000 to a criminal’s account [24].

Natural language processing models can generate synthetic text, including bio-
graphical information, job histories, and other details that contribute to a person’s
identity. In [54], the authors introduced a framework called automatic biography gen-
eration (BioGen), which aims to generate infoboxes by the standard of a Wikipedia
page. The generated biography includes five fields: the name of the requested person,
date of birth and death, place of birth, awards, and education and career. Similarly, in
[55], the authors developed a model based on a pre-trained encoder-decoder to gen-
erate long-form biography sections that include citation information. The method
uses a transformer-based sequence-to-sequence model to generate the sections. The
inputs consist of internet-collected information that is then fed to the BART model.
The maximum number of input tokens is 1024 words, while the length of the out-
put generated from the decoder is 1000 words. Each section generated by the model
includes cited information from the original documents for users to verify. For sub-
sequent sections, evidence is retrieved and added. At the end of each section, the
model generates the section heading for the next section, which is followed by the
generation of the section’s content.

AI supports the automation of creating large numbers of fake accounts on social
media platforms or other online services. These accounts may appear to be associ-
ated with real individuals but are entirely fabricated. In [56], the authors investigate
tools that support automatically generating social platform accounts, such as Twit-
ter and Facebook. Additionally, synthesized realistic human voices can be misused
for phishing attacks. Attackers can use fake identities to impersonate trusted indi-
viduals or authorities, convincing victims to disclose sensitive information. Further-
more, AI-driven chatbots can be designed to impersonate real individuals, engaging
in conversations and interactions to deceive users. This can be exploited for various
fraudulent activities. In [57], the authors investigate four popular LLMs: ChatGPT-
3.5, GPT-4, Claude, and Bard, to generate a phishing attack. These frameworks can
generate phishing websites and emails that mimic those of organizations and individ-
uals. Importantly, these LLMs do not require any prior knowledge about adversarial
exploits.

3.2.1.2 Generate Phishing Emails/Contents
ChatGPT is an effective tool for generating phishing email content that imitates the
writing style of a trusted sender. Attackers can create persuasive narratives and mes-
sages that exploit human psychology. Phishing emails often employ emotional trig-
gers, urgent language, or personalized information to manipulate recipients into tak-
ing actions, such as clicking on malicious links or providing sensitive information.
Additionally, utilizing the GAI platform, which includes ChatGPT, enables the cre-
ation of emails that appear to originate from well-known and trusted entities like
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Figure 3.4 The email generated using ChatGPT-3.5.

banks, government agencies, or popular online services. This impersonation aims
to deceive recipients into believing the message is legitimate. Moreover, by using
ChatGPT, attackers can replicate the language, tone, and formatting typically em-
ployed by the targeted organization or individual, enhancing the credibility of the
phishing email. For instance, in [25], the authors demonstrated how attackers can
leverage ChatGPT capabilities to quickly and efficiently create phishing emails.
Firstly, the attacker can generate an email that mimics the company’s communi-
cation style and notifies users about suspicious activity detected on their company
account, as depicted in Figure 3.4. Secondly, the attacker uses ChatGPT to generate
an HTML template for a webpage that urges the user to click on a phishing email link
and prompts them to log into the company website for phishing prevention training
and remedial measures, as shown in Figures 3.5 and 3.6. Upon receiving the email
from the company, the user may click on the embedded hyperlink, leading them to
input their username and password on the phishing alert page, as illustrated in Figure
3.6. Consequently, the user’s information, including their username and password, is
transmitted to the attacker.
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Figure 3.5 The HTML code generated by ChatGPT-3.5.

Figure 3.6 The webpage created by ChatGPT-3.5

AI-driven techniques can be used to obscure malicious URLs in phishing emails.
This can involve creating different versions of URLs or utilizing URL shortening
services to conceal the true destination of the link. By doing so, it becomes more dif-
ficult for traditional security measures to detect and block them. The framework in-
troduced by the authors of [58], called the automatic blacklist generator (AutoBLG),
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automatically generates new malicious URLs from known ones. The goal of Auto-
BLG is to expand the search space of web pages while reducing the number of similar
URLs through filters. AutoBLG consists of three components: expansion, filtration,
and verification. In the expansion component, the IP addresses of known malicious
URLs are discovered to gather unknown malicious URLs. The filtration component
uses the Bayesian set algorithm to identify similar items and facilitate URL verifi-
cation. Finally, the verification component employs three tools, namely honeypot,
antivirus software, and VirusTotal, to examine the malicious URLs generated from
the URL filtration component. The authors of [59] introduced URLGEN, which em-
ploys GANs to automatically generate new valid URLs based on known ones. URL-
GEN represents the URL at the character level rather than the word level, resulting
in a smaller vocabulary size. The generator of URLGEN takes a random input z and
maps it to the real data distribution of known URLs. Additionally, URLGEN relies on
recurrent neural networks (RNNs), specifically Long short-term memory (LSTM), to
generate a sequence of characters. The discriminator of URLGEN is designed using
a one-dimensional convolutional neural network (1D-CNN) to improve the detection
of features with varying positions in the data.

Figure 3.7 The email generated by an email generation system with 0.7% of mali-
cious content [60].

GenAI, based on NLP, can create convincing attachments, such as invoices, doc-
uments, or reports, that are embedded within phishing emails. These attachments
may contain malware, ransomware, or other malicious payloads. Additionally, the
NLP models can generate phishing content in multiple languages, thereby increas-
ing the effectiveness of phishing campaigns targeting diverse audiences. The authors
of [60] proposed a system for automatic email generation that is used for targeted
attacks. This system is based on a natural language generation technique, which
generates fake emails with malicious content that can be easily customized by the
attacker. During the generation phase, the system tries to generate a feeding word w0
to determine the word that is most likely to occur after w0, denoted as w1. This
process is repeated with n words, i.e., w0, . . . ,wn. The goal of the trained Long
short-term memory (LSTM) used in the system is to predict the best set of words
to follow the training sequence. The novelty of this model is its procedure that sup-
ports the injection of malicious intent during training and the generation of malicious
content.
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3.2.1.3 Voice/video cloning, Fack News, Content Manipulation
AI-based deep learning is used to create highly realistic deepfake videos by synthe-
sizing facial expressions and movements onto existing video footage. This can be
used to manipulate speeches, interviews, or other video content to make it appear
as though individuals are saying or doing things they never did. The authors of [38]
introduced a new dataset called FakeAVCeleb, which is a combination of deepfake
videos and lip-synced fake videos. To prepare the training videos, 500 videos from
the YouTube platform are selected, considered based on gender, ethnicity, and age.
To generate the fake videos, Faceswap [39] and FSGAN [40] are applied as face-
swapping methods. Faceswap uses a convolutional neural network trained on the
VGG network to capture the appearance of person X and transfer it to the style of
person Y. There are two main steps to transfer an image of X to a list of styles of Y.
First, the background and hair of the image are stored using segmentation since they
cannot be preserved by the transformation. Second, the convolutional neural network
is used to transform the content image x into the output x̂ = f (x). To make x̂ look
like x as possible, the Faceswap uses the loss content over every layer of the VGG
network, as follows:

lc = ∑
l

1
|φl(x)|

||φl(x̂)−φl(x)||22 (3.7)

where φl(x) represents the representation of x on the lth layer of VGG. The style
loss in Faceswap aims to replicate the style of person Y. Let Y = {y1, ...,yN} be a
list of styles from Y. The style loss attempts to find the best match between x̂ and
Y, and then minimize the distance between them. Since the transformation x̂ = f (x)
cannot preserve the illumination of x, the light loss in Faceswap is applied to maintain
consistency in illumination between x and x̂. Once x̂ is obtained, it is combined with
the background and hair of x to generate a new image x̂. The success of Faceswap
has made it possible to effectively generate realistic human faces. Another example,
FSGAN focuses on face swapping and reenactment. Unlike Faceswap, which solely
uses the neural network for face transfer, FSGAN first employs a generator to reenact
the face and then uses segmentation techniques to extract the face. Subsequently, a
face inpainting network is used to estimate the missing pixels of the segmented face.
Finally, the face-swapping scheme enables the transfer of the image to different styles
of other individuals. FSGAN incorporates two loss functions: stepwise consistency
loss for face reenactment and Poisson blending loss for adjusting the skin tones and
lighting conditions of the generated image.

GenAI contributes to voice cloning by using small audio samples. This technol-
ogy can be used to create fake audio recordings that make it seem like someone
is saying things they never said. This has implications for impersonation, fraudu-
lent phone calls, and deceptive audio content. In [41], the authors proposed a neu-
ral voice cloning method called speaker encoding. This method aims to synthesize
a person’s voice from a limited audio sample. Speaker encoding consists of three
parts: special processing, temporal processing, and cloning sample attention. Spe-
cial processing involves fully connected layers that transform the input data, such as
mel-spectrograms extracted from the audio sample, into new feature representations.
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Temporal processing is constructed using convolutional layers with the use of aver-
age pooling. The attention part computes the difference between audio samples of
different speakers. After the training process, speaker encoding is used for speaker
embedding, which captures and represents the speaker characteristics of a person in
a low-dimensional vector. The audio, text, and speaker embedding are trained using
a multi-speaker generative model (MSGM). The MSGM is used to generate voice
cloning of a speaker based on input text. In [42], the authors introduced the Hier-
atron framework, which can clone a person’s voice using very limited data while
allowing control over the person’s style and prosody. The Hieratron framework pro-
cesses prosody and timbre in different modules to independently control them in the
generated voice.

GenAI poses a potential threat to society. Chatbots powered by GenAI can gen-
erate fake news articles or misleading content. These AI-generated articles imitate
the writing style of credible news sources, leading to the spread of misinformation
and manipulation of public opinion. Moreover, attackers can manipulate images and
videos produced by GenAI on social media platforms. This manipulation can involve
altering the appearance of individuals, adding or removing elements from scenes, or
even creating completely fabricated content to deceive users. Consequently, these
manipulated media files can be exploited to create scandals with the intention of hu-
miliating well-known individuals or tarnishing the reputation of organizations. By
generating realistic profiles complete with profile pictures, biographical information,
and social media activity, it is also possible to create fictional online personas us-
ing GenAI. These personas can then be used for various malicious activities such as
spreading disinformation, influencing public opinion, or engaging in other harmful
actions.

3.2.2 GENERATE MALICIOUS CODE

Using GenAI can generate malware variants based on existing malware samples
to bypass malware detection techniques. This approach allows attackers to produce
code with similar functionalities while evading traditional signature-based detection
methods. To create polymorphic malware, which changes its code structure dynam-
ically to avoid detection by antivirus and intrusion detection systems, generative al-
gorithms can be employed to automatically generate code variations while maintain-
ing the malware’s functionality. The authors of [26] proposed a framework called
FUMVar-Ex to generate fully working Windows malware samples that can evade
up to 86% of commercial antivirus tools, such as BitDefender, Avast, Kaspersky,
and AVG. To achieve this, FUMVar-Ex first extracts the PE file section before using
a genetic algorithm to randomly select perturbations on PE files to create malware
variants. To ensure that the malware is not corrupted, the generated file is checked
by the verified module before being put into the Cuckoo sandbox to evaluate the eva-
sion capabilities of the generated malware. The authors of [60] applied Generative
Adversarial Networks (GAN) and Hidden Markov Models (HMM) to generate mal-
ware samples as opcode sequences. For the HMM, the input is a sequence of 30000
from each of the six selected malware families.
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Using language models (LLMs) can make malicious code more difficult for secu-
rity analysts to understand and reverse engineer, as it can create complex and con-
voluted code structures to obfuscate the true intent of the malware. In the referenced
paper [28], the authors explored the potential of LLMs such as ChatGPT 4.0 and
Google Bart for software code mutation/metamorphism. They introduced a frame-
work that utilizes LLMs for mutating source code, which can be employed to recon-
struct existing malware code to evade detection by anti-malware applications. The
framework first enumerates all subroutines of a source code and then submits each
subroutine to LLMs for rewriting. The resulting code from the LLMs is then checked
using a unit test. Another example mentioned in the paper [1] demonstrates the mis-
use of ChatGPT in generating polymorphic malware, where ChatGPT is utilized to
generate a DLL injection into the Explorer.exe process of the Windows operating
system.

GANs can be used to create adversarial examples that are specifically designed
to deceive machine learning-based security systems. This can involve generating
modified input data that evades detection or misleads classifiers. In [27], the au-
thors introduced MalGAN, which generates adversarial malware variants to attack a
black-box detection model. Unlike a regular GAN, which uses random variables as
input for its generator, MalGAN combines a malware sample with a noise sample as
input to the generator. This is done to retain the functionality of the malware, pre-
venting corruption in the generated malware. The black-box detection engine then
tests the adversarial malware and benign samples to distinguish between normal and
malware samples. The discriminator in MalGAN aims to mimic the function of the
black-box detection engine by training with adversarial malware and benign sam-
ples labelled by the black-box detection engine. Unlike the discriminator in a regular
GAN, which tries to differentiate between real and fake samples, the discriminator in
MalGAN classifies benign and adversarial samples. The generator in MalGAN aims
to produce adversarial examples that the discriminator classifies as benign. During
training, the generator of MalGAN successfully fools the discriminator, meaning that
it can deceive the black-box detection engine. The adversarial samples generated by
the generator will be classified as benign samples by the black-box detection engine,
even though they are actually malware samples.

Malicious payloads are segments of malicious code that attempt to execute on
the victim’s machine, such as opening a port, deleting a file, or capturing a screen.
GenAI is a potential tool for dynamically generating malicious payloads in response
to changes in the target environment. This adaptability helps attackers evade static
detection methods and increases the likelihood of successful attacks. For instance,
ChatGPT is a common tool used to support the generation of payload attacks. At-
tackers can create SQL injection payloads, which involve checking for SQL injec-
tion vulnerabilities, such as ’ OR ’1’=’1 for union-based SQL injection, ’ UNION
SELECT null, null, null– for boolean-based blind SQL injection, ’ AND 1=CON-
VERT(int, (SELECT @@version)– for error-based SQL injection, and so on. These
payloads have the potential to bypass Web Application Firewalls (WAFs).
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3.2.3 GENERATE ADVERSARIAL DOS ATTACK

GenAI is considered a primary tool for creating adversarial DoS traffic patterns that
imitate normal network traffic behaviour. By generating traffic that mimics normal
network traffic, attackers can make it difficult for traditional intrusion detection sys-
tems (IDSs) to differentiate between malicious and legitimate activity. For example,
the authors of [29] proposed a framework called IDSGAN to generate DoS sam-
ples and perform black-box attacks against IDSs. In the IDSGAN framework, the
generator aims to map inputs, which are a combination of real DoS samples and
noise, to the representation of adversarial DoS traffic samples with the same dimen-
sion as normal traffic samples. The adversarial DoS and normal samples are then
labelled by the black-box IDSs to create a new training dataset that includes both
normal and adversarial DoS samples. The discriminator of the IDSGAN is trained
on this dataset to distinguish between normal and adversarial DoS samples. Addi-
tionally, the generator of the IDSGAN trains the adversarial DoS samples to closely
resemble normal samples. The training of both the generator and discriminator of the
IDSGAN can deceive the black-box IDS. This means that after the training process,
the black-box IDS cannot distinguish between normal and adversarial DoS samples.
Consequently, the IDSs cannot detect the adversarial DoS samples generated by the
IDSGAN. Experimental results showed that using adversarial DoS attack samples
causes the detection accuracy of the black-box IDS to decrease from about 80% to
less than 1%, while more than 99% of the adversarial DoS samples can evade the
IDS. However, some adversarial DoS samples generated by the IDSGAN may lose
their DoS attack ability. This is because certain attributes of the DoS sample, such as
protocol type and flag, cannot be changed. Additionally, it is unlikely that the black-
box IDS is always available to label the DoS samples generated by the generator. To
overcome these weaknesses, the authors of [30] introduced DoS-WGAN, which uti-
lizes the Wasserstein GAN (WGAN) combined with a gradient penalty to generate
adversarial DoS samples that can evade IDSs. DoS-WGAN is based on the engine
of a convolutional neural network (CNN) model. Unlike IDSGAN, which combines
real DoS samples with noise samples as input to the generator, DoS-WGAN uses a
conversion tool to determine which features of the real DoS sample can be changed
and which ones should remain unchanged. For example, basic features like Duration,
protocol type, service, and flag, as well as traffic features within a two-second time
window, remain unchanged. The discriminator of DoS-WGAN aims to differenti-
ate between real DoS samples and fake ones generated by the generator. The training
process of the generator tries to make the fake DoS samples as similar to the real ones
as possible. Due to the use of Wasserstein loss and gradient norm constraints for the
random samples, the training process of DoS-WGAN is more stable compared to
the Vallina GAN. Experimental results showed that DoS-WGAN can significantly
decrease the detection rate of the CNN model used as the detection engine in IDSs,
from 97.3% to 47.6%.

GenAI contributes directly to the generation of distributed denial-of-service
(DDoS) attacks by imitating legitimate traffic to bypass the defence system. In the
study by [31], the authors utilized the Least Squares Generative Adversarial Network



Generative AI as Potential Solutions and Risks to Cybersecurity 75

(LSGAN) to create adversarial DDoS attacks that can mimic normal traffic. Each
LSGAN model was trained to generate a feature of legitimate traffic, which was
then used to generate an adversarial feature for the DDoS attack. The seven features
that represent normal traffic include accurate timestamps, source and destination IP
addresses, number of packets sent, average packet size per source IP, standard de-
viation of packet size, and average packet arrival time difference per source IP. By
employing the least squares loss function for the discriminator, LSGAN successfully
overcomes the issue of vanishing gradients during the training process. Experimental
results demonstrate that LSGAN can generate adversarial DDoS samples, reducing
the detection model’s accuracy rate from 99.97% to 55.03%. Similarly, in [32], the
authors employed the CycleGAN architecture to generate adversarial DDoS attacks
and surpass the detection engines used in intrusion detection systems (IDSs), namely
Random Forest, Support Vector Machine, k-Nearest Neighbor, and Naı̈ve Bayes. Cy-
cleGAN exhibits its capability to map normal samples to DDoS samples without re-
quiring pairs of samples. The first generator of CycleGAN aims to generate DDoS
samples using normal samples as input, while the second generator generates normal
samples using DDoS samples as input. The first discriminator distinguishes between
real and adversarial DDoS samples, while the second discriminator performs the
same task by distinguishing real benign samples from adversarial benign samples.
The application of cycle consistency loss in the loss function ensures that the trans-
lated normal samples match the original samples after being reverted from DDoS
samples. After the training process, the first generator is utilized to generate DDoS
samples. Experimental results indicate that the adversarial DDoS samples generated
by CycleGAN can decrease the F-score of the detection engine from approximately
90% to around 34%. These findings highlight the urgent need for countermeasures
against the adversarial DDoS attacks generated by GenAI.

AI-powered botnets enhance the capabilities of regular botnets by creating so-
phisticated botnets that can mimic human behaviour. These advanced botnets can
then be coordinated to launch distributed denial-of-service (DDoS) attacks. In [33],
the authors conduct an extensive study on 43 domain generation algorithms (DGAs)
used by modern botnets. The purpose of DGAs is to generate a large number of
domain names before these domain names are used as actual command-and-control
(C&C) addresses for the botnets. Because these domain names are dynamically gen-
erated at random, traditional detection methods relying on static domain blacklists
are ineffective in defending against DDoS attacks initiated by these botnets.

GenAI can create automated scripts that generate a high volume of network traf-
fic, overwhelming the targeted system with a large number of requests. This influx
of traffic can result in service degradation or complete unavailability. For instance,
in [34], the authors introduced PAC-GAN as a means of generating network traf-
fic, including ICMP, DNS queries, and HTTP requests, at the network layer. To do
this, they utilized the TCPDUM tool to collect the network traffic and converted the
packet byte values into a square matrix, similar to an image. Both the generator and
discriminator of PAC-GAN were designed using a convolutional neural network. The
discriminator’s role is to differentiate between real network traffic and adversarial
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network traffic generated by the generator. Meanwhile, the generator aims to learn
from the adversarial network and produce packets that closely resemble those found
in real network samples. After the training process, the generator is employed to gen-
erate the adversarial samples. These samples are then converted back into packets
and tested on the real system to assess the success rate of the sent packets. Experi-
mental results revealed that when the training set included three packet types (ICMP,
DNS, and HTTP), the adversarial packets produced by PAC-GAN achieved a success
rate ranging from 66% to 87%. Another illustration of GenAI’s usage in generating
synthetic network traffic can be found in [35]. The authors introduced PAC-GAN,
utilizing ChatGPT-3.5, to generate patterns in a flow of network packets. To accom-
plish this, PAC-GAN aims to obtain a summarized text format by extracting packets
from a PCAP format. In their experiment, the authors used 10,000 sample packets
extracted from ToN IoT datasets, which consisted of ICMP and DNS packets. These
extracted packet summaries were then fed into the DaVinci model, which is a model
provided by the OpenAI API, to generate Python code for generating the packets.
After the packets are generated, they are processed using Babbage, which is a fine-
tuned model provided by GPT-3, to obtain the Python codes. Finally, these Python
codes are utilized to generate real packets using the Scapy library. The experimental
results demonstrate that PAC-GPT can generate real network packets with a success
rate of up to 91% for ICMP packets and 10% for DNS packets.

3.2.4 LLMS AND GENERATIVE AI-AIDED SOCIAL ENGINEERING ATTACKS

GenAI is a powerful tool used to generate realistic content such as text, images,
voice, and videos. Its main goal is to create fake social media profiles with authentic
details, profile pictures, and activities. These profiles are then utilized to establish
connections with targets, build trust, and ultimately exploit personal or professional
relationships. Attackers can easily compose emails, text messages, and social media
posts to deceive individuals or organizations. To enhance the deception, GenAI gen-
erates realistic images, voices, and videos. In a study by the authors of [1], realistic
emails and messages were produced by ChatGPT, which can imitate the tone and
language of an individual or organization. Additionally, the authors of [21] devel-
oped the CycleGAN, a fundamental model for creating human-like communication
by mimicking a person’s voice, tone, and behaviour. With the user-friendly nature of
GenAI, attackers can employ these techniques to carry out various types of phishing
attacks, such as email phishing, sms phishing (smishing), and voice phishing (vish-
ing), to engage in malicious activities.

The GenAI can facilitate social engineering attacks, allowing unauthorized ac-
cess to private user data such as passwords and credit card information. The large
language model, ChatGPT, is capable of crafting highly persuasive phishing emails
or messages that appear to come from trusted sources. This model can mimic the
writing style and tone of legitimate communications, increasing the chances of users
being deceived. For instance, if an attacker obtains certain information about a user,
such as their age, job, gender, and comments on social platforms like Facebook and
Twitter, they can use ChatGPT to generate messages that imitate the user’s tone and



Generative AI as Potential Solutions and Risks to Cybersecurity 77

language. These messages can then be used to manipulate the user’s friends into
engaging in unexpected activities, such as clicking on links that contain malicious
codes, sharing private user information, or even sending money through the bank.
In a study conducted by the authors of [1], it was demonstrated that attackers can
easily leverage ChatGPT to compose a message that mimics the style of a popu-
lar e-commerce website. Furthermore, the message may include a link that prompts
users to provide their personal information. This type of message is often accepted
by users due to its resemblance to typical phishing attacks, which exploit key psy-
chological principles, create a sense of urgency, and instil fear. Consequently, users
may act quickly without carefully considering the authenticity of the message. More-
over, creating tools for social engineering attacks using ChatGPT does not require a
high level of technical expertise. Attackers can simply ask ChatGPT to generate PHP
code that perfectly mimics the login page of a popular social media platform. This
makes it extremely difficult for users to distinguish between genuine and fake web
pages.

AI plays a crucial role in analyzing large amounts of data to understand individu-
als’ preferences, interests, and behaviours. This information can be utilized to create
highly targeted and personalized social engineering attacks that exploit the specific
characteristics of the target. Attackers can gather users’ comments on social plat-
forms and employ tools to uncover the underlying topics in the comments. This can
lead to the exposure of users’ hobbies, habits, and opinions, making them suscepti-
ble to phishing attacks. The authors of [36] introduced BERTopic, a topic modelling
method based on the BERT model, to extract coherent and key topic representations
from documents. BERTopic embeds documents and converts sentences and para-
graphs into dense vector representations. Clustering algorithms are then employed
to identify topic clusters within the documents. Additionally, attackers can utilize
a summarization framework to extract keyframes and uncover the user’s interests.
The authors of [37] presented a method for video summarization through keyframe
extraction and unsupervised learning techniques. This involves extracting low-level
features using uniform sampling and image histograms, followed by the use of clus-
tering algorithms to determine the number of clusters in the input video. The video
skim technique is also employed to select keyframes for the video summary.

3.3 SUMMARY
This chapter explored the intersection of two rapidly evolving fields: generative ar-
tificial intelligence (AI) and cybersecurity. As generative AI advanced in its ability
to create realistic and convincing content, it presented both opportunities and chal-
lenges in the realm of cybersecurity. The chapter examined the potential applications
of generative AI in addressing cybersecurity challenges, discussing how generative
models were leveraged for anomaly detection, identifying patterns of malicious be-
havior within large datasets, and aiding in the early detection of cyber threats. Addi-
tionally, the chapter explored the potential vulnerabilities of generative AI systems
themselves. It addressed the risks of adversarial attacks, where malicious actors ma-
nipulated or deceived generative models (including large language models, LLMs) to
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produce unintended, malicious outputs, disinformation, or content for phishing and
other malicious purposes.
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Part II

Applications of Generative AI for
Cybersecurity

In Part II, the book dwells into specific challenges of cybersecurity, e.g., an im-
balanced training dataset, a lack of attacks/training data, and deepfake and discusses
how Generative AI can potentially tackle them. To provide readers with hands-on ex-
periences, the book also presents some typical study cases where Generative AI can
be used to secure cyber-physical systems, e.g., Internet of Things, Blockchains, and
Cloud Computing platforms. Comparisons and detailed discussions are also provided
to help the readers have a comprehensive view of the advantages as well as current
limitations of using generative AI to solve problems in cybersecurity. Part II has 5
chapters as follows.
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4 Representation
Learning-Based Generative
AI in Cybersecurity

Generative models have gained significant attention and shown great promise in vari-
ous domains, including cybersecurity. In the realm of representation learning, where
the goal is to represent data, generative models have demonstrated their potential
in some important problems in cybersecurity, including intrusion detection, phish-
ing detection, spam detection, and network data analysis. This chapter will present
and analyze generative models for representation learning and their applications to
cybersecurity.

4.1 REPRESENTATION LEARNING-BASED GENERATIVE AI
This section presents various generative models for representation learning. The dis-
cussed models include the variants of AutoEncoder and Contrastive Representation
Learning. These representation learning techniques, particularly those based on deep
neural networks have proven to be effective in automatically extracting meaningful
features from raw network data, enabling robust and adaptive anomaly detection sys-
tems. By learning efficient representations of normal network behavior, these models
can effectively identify a wide range of anomalies, making them invaluable tools for
network security and performance monitoring.

4.1.1 AUTOENCODER

An Autoencoder (AE) is a type of unsupervised artificial neural network designed
to learn a compact, low-dimensional representation of input data while preserving
its essential characteristics. The network is trained to encode the input into a latent
representation and subsequently reconstruct the original data as accurately as possi-
ble [1]. The fundamental objective of an AE is to capture meaningful features in a
way that enables efficient data reconstruction, making it a powerful tool for dimen-
sionality reduction, feature learning, and anomaly detection. Due to their ability to
extract intrinsic patterns from data, autoencoders are widely used in various machine
learning applications, including noise reduction, image compression, and cybersecu-
rity threat detection.

An AE is a type of neural network architecture designed to learn efficient data
representations in an unsupervised manner. It comprises two key components (as il-
lustrated in Fig. 4.1): an encoder, i.e., f(x) that compresses the input data x into a
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Figure 4.1 Architecture of an AutoEncoder(AE).

lower-dimensional latent space z, and a decoder, i.e., g(z), that attempts to recon-
struct the original input from this compressed representation [2]. The training objec-
tive of the AE is to minimize the difference between the input x and its reconstruction
g(f(x)), effectively learning to capture the essential features of the data. This differ-
ence, often measured as reconstruction loss, guides the model in learning meaningful
patterns while discarding noise. Through this process, the AE is capable of learning
compact and expressive data encoding suitable for various downstream tasks.

By capturing the most relevant structures within the input data, the Ae facili-
tates dimensionality reduction, effectively compressing high-dimensional inputs into
a more manageable form. This property is particularly advantageous when dealing
with complex datasets, as it enhances computational efficiency and reduces memory
requirements. Additionally, the learned latent representation can improve generaliza-
tion in downstream machine learning tasks, such as classification, anomaly detection,
and data denoising. The ability of AEs to extract meaningful patterns while discard-
ing irrelevant information makes them a powerful tool in various domains, including
image processing, natural language processing, and cybersecurity.

The most common loss function used for training autoencoders is the mean
squared error (MSE) between the original input and the reconstructed output [3]:

LMSE(x,g( f (x))) =
1
n ∑ i = 1n||xi−g( f (xi))||2 (4.1)

where L (x) represents the loss function, xi is an input data sample, and g( f (xi))
is the reconstructed output of the input xi. By minimizing this reconstruction error,
the AE learns to encode the input data into a compact latent representation while
preserving the essential features of the original input.

Another loss function that can be used to train an AE is the mean absolute error
(MAE) loss, also known as the L1 loss. The MAE loss is defined as the average
absolute difference between the input and the reconstruction, and is given by:

LMAE(x) =
1
n ∑ i = 1n|xi−g( f (x))i|, (4.2)

where xi is one input sample, n is the total samples of the training dataset, and
g( f (xi)) is the reconstructed output corresponding to the input sample xi.

The Mean Absolute Error (MAE) loss is more robust to outliers compared to the
Mean Squared Error (MSE) loss, as it treats all errors with equal weight regardless
of their magnitude. Unlike MSE, which disproportionately penalizes larger errors
due to squaring, MAE ensures that the autoencoder (AE) focuses on minimizing the
overall absolute deviation. This characteristic makes MAE particularly beneficial in
scenarios where the input data contains noise or outliers, as it prevents the model
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Figure 4.2 Denoising Autoencoder.

from being excessively influenced by extreme values, and helps maintain a more
stable learning process.

To further enhance the quality of learned representations, researchers have intro-
duced various regularization techniques into the AE loss function. These regularizers
impose additional constraints during training, guiding the model toward more struc-
tured and interpretable latent representations. For example, sparsity regularization
encourages the network to use only a small subset of neurons in the latent space, lead-
ing to more efficient feature selection. Disentanglement constraints promote the sep-
aration of independent factors of variation within the data, improving interpretability.
Additionally, distributional regularization ensures that the latent space follows a spe-
cific statistical distribution, which can be useful in generative modeling and anomaly
detection. By incorporating these techniques, autoencoders can learn more meaning-
ful and domain-relevant representations, making them highly versatile for various
machine learning applications.

Denoising Autoencoder
Denoising autoencoder (DAE) is a modification of the standard AE architecture

designed to prevent the network from simply learning the identity function [6]. With
a sufficiently large and powerful AE, the model can potentially just learn to copy the
input to the output without discovering any meaningful compressed representations.
DAE solves this problem by deliberately corrupting the input data, for example by
adding noise or randomly masking portions of the input. The AE is then trained
not just to reconstruct the original clean input, but also to denoise the corrupted
version. This forces the DAE to learn robust, generalizable features that are resistant
to noise, rather than just memorizing the training data. The inclusion of this denoising
objective is what distinguishes DAE from AE and makes them better suited for tasks
like anomaly detection, where the model needs to identify novel or corrupted inputs.

The loss function of a DAE can be computed using either Mean Squared Error
(MSE) or Mean Absolute Error (MAE), similar to a standard AE. Specifically, the
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MSE loss function for a DAE is formulated as follows:

LDAE(x) =
1
n ∑ i = 1n||xi−g( f (x̂i))||2, (4.3)

where x̂i is the corrupted version of the input data xi. n is the total samples of the
training dataset, and g( f (x̂i)) is the reconstructed output corresponding with the in-
put x̂i.

Sparse Autoencoder
A Sparse Autoencoder (Sparse AE) is a variant of the standard AE designed to

learn a sparse representation of the input data [5]. This is achieved by incorporating
a sparsity-inducing regularization term into the AE’s loss function, enforcing con-
straints that encourage the model to activate only a small subset of neurons in the
latent space. The objective is to create an information bottleneck, compelling the
network to capture only the most essential features while suppressing redundant or
irrelevant information.

A common approach to enforcing sparsity is the use of L1 regularization (also
known as Lasso regularization) on the activations in the latent layer. This method
applies a penalty proportional to the absolute values of activations, driving many
of them toward zero while allowing only a few to remain nonzero. Alternatively,
Kullback-Leibler (KL) divergence can be used as a regularization term to push the
average activation of each neuron in the latent layer toward a predefined sparse dis-
tribution, such as a Bernoulli distribution with a low mean [5]. By integrating these
regularization techniques, Sparse AEs effectively learn compact and interpretable
representations. Consequently, the loss function used to train a Sparse AE can be
formulated as follows:

L = LRE +λ ∗Lsparsity, (4.4)

where LRE is the reconstruction loss obtained in Eq. 4.1 or Eq. 4.2, which measures
how well the AE can reconstruct the input from the learned latent representation.
Lsparsity is the sparsity regularization term, which encourages the activations in the
latent layer to be sparse. λ is a hyperparameter that controls the relative importance
of the reconstruction loss versus the sparsity penalty.

Autoencoders (AEs) have been extensively used for anomaly detection due to
their ability to learn compact and meaningful representations of network traffic data
in an unsupervised manner [6]. The fundamental idea is to train an AE using normal
network traffic and then leverage the reconstruction error as an anomaly score to
detect deviations from learned patterns.

Once trained on normal traffic data, the AE can analyze new, unseen network
traffic samples by measuring how well they are reconstructed. Anomalous or mali-
cious traffic, which does not conform to the learned representation of normal traffic,
typically results in a higher reconstruction error. By defining an appropriate error
threshold, the AE can automatically flag suspicious activity, enabling the detection
of cyber threats such as network intrusions, denial-of-service (DoS) attacks, and un-
usual user behavior.

A key advantage of using AEs for anomaly detection is their unsupervised learn-
ing capability, which eliminates the need for labeled anomaly data—often scarce and
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Figure 4.3 Using AE for downstream tasks.

costly to obtain. Instead, the AE learns the underlying characteristics of normal traf-
fic directly from the available data and identifies deviations from these established
patterns. This makes AEs a versatile and adaptive solution for anomaly detection in
dynamic and evolving network environments.

The typical workflow for applying Autoencoders (AEs) to network anomaly de-
tection consists of several key steps. First, the network traffic data undergoes pre-
processing, which may involve feature engineering, normalization, and handling of
missing values to improve data quality and model performance [7]. Next, an AE
is trained exclusively on normal network traffic, aiming to learn a low-dimensional
latent representation that captures the essential characteristics of typical traffic pat-
terns [8]. Once trained, the AE detects anomalies by measuring the reconstruction
error, e.g, MSE, between the original input and the AE’s reconstructed output. Since
anomalous traffic deviates from learned normal patterns, it results in higher recon-
struction errors and is flagged as a potential anomaly. Finally, a decision threshold is
determined to classify traffic samples as either normal or anomalous. This threshold
is typically established through cross-validation or by analyzing the distribution of
anomaly scores [6]. By following this structured workflow, AEs can effectively iden-
tify deviations in network traffic, making them a valuable tool for anomaly detection
in cybersecurity applications.

AEs can also be utilized to learn latent representations for various downstream
tasks, e.g., classification. Once an AE is trained, its latent layer can serve as a feature
extractor for a classification model (as illustrated in Fig. 4.3). The process begins
by passing the original data through the encoder of an AE, which transforms it into
a compact latent representation. Instead of using the raw input data directly, this
learned representation is then fed into a separate classification algorithm, allowing
for more efficient and potentially more accurate predictions.

4.1.2 CONTRASTIVE REPRESENTATION LEARNING

Contrastive Representation Learning (CRL) is a powerful unsupervised learning
paradigm that has gained significant attention in the machine learning community
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Figure 4.4 Aim of contrastive representation learning.

in recent years. This technique enables the model to capture the underlying structure
and relationships within the data without requiring explicit labels [9]. By leveraging
contrastive learning, models can learn discriminative and robust feature representa-
tions, making CRL particularly effective for tasks such as image recognition, natural
language processing, and anomaly detection.

Fig. 4.4 illustrates the core concept of CRL by showing how a model learns to
differentiate between similar and dissimilar samples. Initially, the anchor (blue) is
closer to the negative sample (red) and farther from the positive sample (purple),
indicating an unrefined representation. Through the learning process (depicted by
the arrow), the model adjusts the feature space to bring positive pairs closer together
while pushing negative pairs further apart. After learning, the positive sample aligns
more closely with the anchor, while the negative sample moves away, ensuring a
meaningful representation that effectively captures relationships within the data.

The core principle of CRL is the contrastive loss function, which encourages the
model to map similar inputs to nearby points in the representation space while push-
ing apart dissimilar inputs. Formally, the contrastive loss can be defined as follows:

Lcontrastive =− log
exp(sim(xi,x j)/τ)

∑k = 1N⊮[k≠i] exp(sim(xi,xk)/τ)
(4.5)

where xi and x j are positive samples, xk is a negative sample, sim(.) is a similarity
function (e.g., cosine similarity), τ is a temperature parameter which acts as a scaling
factor for the similarity scores, and ⊮[k≠i] is an indicator function that is 1 when k ̸= i
and 0 otherwise [10].

In the anomaly detection problem, CRL learns the representation that captures
the underlying structure of the data, even in the absence of labeled attack data. By
maximizing the similarity between “normal” samples and minimizing the similarity
between “normal” and “anomalous” samples, the model can learn a new represen-
tation space where anomalies are projected to regions far from the “normal” data
manifold [11, 12]. As a result, the machine learning tasks, such as one-class classi-
fiers or clustering-based approaches are more effective in classifying the “normal”
and “anomalous” data in the new representation space [13].
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Figure 4.5 Visualization of a graph.

In anomaly detection, CRL enables the model to learn a meaningful representa-
tion of normal data without requiring labeled attack samples. Instead of relying on
known anomalies, CRL distinguishes different views or transformations of normal
data by maximizing their similarity while ensuring dissimilarity between unrelated
instances. Through this process, the model captures the intrinsic structure of normal
data and forms a well-defined normal data manifold in the learned representation
space.

Once trained, this representation can be used for anomaly detection by identifying
outliers—data points that deviate significantly from the learned normal distribution.
Since anomalies often do not conform to the normal data structure, they are mapped
to distant or less dense regions in the representation space. This makes it easier for
downstream detection methods, such as one-class classifiers or clustering algorithms,
to separate normal and anomalous instances effectively.

4.1.3 GRAPH REPRESENTATION LEARNING

Definition: A graph G = (V,E,X) is defined by a set of nodes V = v1,v2, . . . ,v|V |
and a set of edges E = e1,e2, . . . ,e|E|. Each edge e = (vi,v j) represents a connection
between nodes vi and v j. Additionally, X ∈ R|V |×M denotes the node feature matrix,
where M is the dimension of each node’s features. The adjacency matrix of the graph
is defined as A = R|V |×|V |, with Ai j = 1 if (vi,v j) ∈ E and Ai j = 0 otherwise.

Similar to machine learning (ML) and deep learning (DL) in other domains, one of
the most fundamental ways to represent nodes and edges in a graph is through vector
embeddings. This technique transforms each node and edge into a low-dimensional
numerical vector, capturing both their inherent properties and relationships within the
graph. As shown in Fig. 4.6, these embeddings provide a compact and efficient repre-
sentation that enables advanced ML and DL algorithms to process graph-structured
data more effectively.
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Figure 4.6 Graph node representation.

Figure 4.7 Visualization of embedding space.

Once the nodes and edges are embedded into a vector space, they can be lever-
aged for a wide range of downstream tasks. For instance, in node classification, em-
beddings help assign labels to nodes based on their learned characteristics, while in
graph clustering, they facilitate grouping similar nodes together. A well-constructed
embedding function f (x) maps nodes into this new vector space, where two nodes
(e.g., u and v) are considered similar if their embedding vectors (zu and zv) are close
in distance. This proximity-based similarity enables various applications, such as
detecting communities in social networks or identifying functional modules in bio-
logical systems.

Graph representation learning is particularly useful for dealing with high-
dimensional, sparse graph data. The goal is to encode each node v ∈V into a dense,
low-dimensional vector representation Rv ∈Rd where d|V | (as illustrated in Fig. 4.7).
This allows for a more compact and computationally efficient representation, which
is critical when working with large-scale graphs.

A major challenge in graph representation is handling the adjacency matrix A,
which serves as a structural representation of the graph. Each row in A corresponds
to a node’s connections to all other nodes, offering a discrete way to represent
graph structure. However, in real-world applications, adjacency matrices are often
extremely sparse, meaning they contain a vast number of zeros. Using the raw adja-
cency matrix for ML tasks can lead to inefficiencies in both storage and computation,
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particularly when the number of nodes scales to millions. This makes learning com-
pact embeddings are a crucial step in making graph-based models scalable and ef-
fective.

Graphs have recently become a powerful means of representing various types of
structured and complex data, such as social networks, traffic systems, information
networks, knowledge graphs, and protein interaction networks. As a versatile form
of data organization, graph structures effectively capture the inherent relationships
within this data, making them suitable for modeling non-Euclidean structures that
are essential across numerous fields. For instance, in a social network represented as
a graph, individual users are depicted as nodes, while edges illustrate the relation-
ships between them, like friendships. In biology, nodes can signify proteins, with
edges representing their interactions, such as dynamic protein interactions. By ana-
lyzing and mining these graph-structured datasets, we can uncover deeper insights
and generate valuable knowledge that benefits society and humanity. Common tech-
niques used for graph representation learning include Graph Neural Networks, and
Graph Convolutional Networks, and Graph Attention Networks.

Graph Neural Network:
A Graph Neural Network (GNN) learns node embeddings by aggregating infor-

mation from a node’s neighbors using neural network architectures. Specifically,
a GNN iteratively updates node representations by aggregating information from
neighboring nodes, using learnable weights and activation functions. This allows the
GNN to capture the structural and feature-based information of the graph, enabling
effective learning for various tasks such as node classification, link prediction, and
graph classification.

Each node representation is initialized as the node features, i.e., h0
i = xi, where xi

is the feature vector associated with the node vi. The update rule for a node vi in a
GNN can be expressed as:

hl
i = σ

(
∑

j∈N (i)
W lhl−1

j +W khl−1
i

)
, (4.6)

where hl
i is the representation of the node vi at the l− th layer, N (i) denotes the set

of neighbors of the node vi, W l is a learnable weight matrix for the l− th layer, and
σ is an activation function. After T iterations, the final representation for each node
can be obtained as:

hT
i = Aggregate

(
hT

j | j ∈N (i)
)
, (4.7)

where the Aggregate function aggregates the representations of the neighbors, which
can be a sum, mean, or max operation.

For supervised tasks, the GNN is trained using a classification loss function, e.g.,
cross-entropy loss:

L =−∑
i

yilog(ŷi), (4.8)

where yi is the true label for the node vi, and ŷi is the predicted label based on the
final node representation.
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Figure 4.8 Visualization of a Graph Neural Network.

Graph Attention Network:
In Graph Neural Networks (GNNs), all neighboring nodes are treated equally dur-

ing the aggregation process. This means that each neighbor contributes uniformly
to the representation of a target node, regardless of its importance or relationship
strength. However, in many real-world scenarios, nodes exert varying levels of in-
fluence on their neighbors. Ignoring these differences can lead to suboptimal perfor-
mance and reduced accuracy, especially in applications where certain connections
are significantly more meaningful than others.

To address this limitation, Graph Attention Networks (GATs) [14] were intro-
duced. Unlike traditional GNNs, GATs leverage an attention mechanism to assign
different importance weights to each neighboring node. This allows the model to dy-
namically adjust how much influence each neighbor has when computing a node’s
representation. By employing a self-attention mechanism, GATs ensure that more
relevant and influential nodes contribute more significantly, while less important
nodes have a reduced impact. This enhancement enables GATs to better capture com-
plex, heterogeneous relationships within the graph, leading to improved performance
in tasks such as node classification, link prediction, and community detection.

Given a node i and its neighbor j, the attention coefficient ei j is computed as
follows:

ei j = a(Whi,Wh j), (4.9)

where hi and h j are the feature vectors of the node i and j, respectively. W is a
weight matrix, which is a shared linear transformation, applied to every node. || is
a concatenation operator. Then, the attention coefficients are normalized across all
neighbors of node i using the softmax function:

αi j =
exp(ei j)

∑n∈N(i) exp(ein)
, (4.10)

where N(i) is the set of neighbors for the node i.
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Figure 4.9 The attention mechanism.

By using attention weights, the updated node representation h′i for node i obtained
by aggregating the features of its neighbors, weighted by the attention coefficients:

h′i = σ

(
∑

j∈N (i)
αi jWh j

)
, (4.11)

where σ is a non-linear activation function.
To enhance the model’s ability to capture diverse information, the GAT uses mul-

tiple attention heads. The self-attention is repeated K times, and the outputs from
each head are concatenated (e.g.,K equals 3 in Fig. 4.10).

h′i = ∪K
k=1σ

(
∑

j∈N (i)
α

k
i jW

kh j

)
, (4.12)

where αk
i j is attention coefficients for the k-th head. W k is the weight matrix for the

k− th head.
To apply graph representation learning, data must be structured as a graph. This

involves identifying key entities as nodes, defining relationships as edges, choos-
ing between directed or undirected graphs, and representing the graph in a suitable
format, such as an adjacency list or edge list. In cybersecurity, GNNs are used for
malware detection, intrusion detection, and phishing detection by modeling complex
relationships in network traffic, software behavior, and user interactions. By lever-
aging graph structures, GNNs enhance threat detection, cybersecurity analytics, and
network security monitoring, making them a powerful tool for identifying evolving
cyber threats.



96 Generative AI for Cybersecurity

Figure 4.10 Example of 3-heads attention.

4.2 REPRESENTATION LEARNING APPLICATION FOR
CYBERSECURITY

This section presents the application of generative AI to cyber attack detection. Par-
ticularly, this section will highlight the application of other generative models on
intrusion detection, malware detection, traffic analysis, and social network analysis.

4.2.1 ATTACK DETECTION

Attack detection is the process of identifying and analyzing unauthorized or mali-
cious activities within a network or system. It involves monitoring user behavior,
network traffic, and system logs to detect patterns that may indicate security threats.
Effective attack detection is essential for providing timely alerts and enabling swift
responses to mitigate potential damage. As cyber threats grow in sophistication and
frequency, robust detection mechanisms are crucial for safeguarding digital assets
and ensuring system integrity.

Attack detection methods fall into two main categories: signature-based and ma-
chine learning (ML)/deep learning (DL)-based approaches. Signature-based methods
rely on predefined threat patterns, making them highly effective for detecting known
attacks. However, they struggle with novel or evolving threats that lack predefined
signatures. In contrast, ML/DL-based methods analyze vast datasets to uncover com-
plex attack patterns and anomalies, allowing them to adapt to emerging threats and
enhance detection accuracy over time.

Among ML/DL techniques, representation learning plays a key role in attack
detection by automatically extracting meaningful features from complex, high-
dimensional data. By transforming raw data into lower-dimensional, information-
rich representations, these techniques improve detection efficiency and accuracy
while filtering out irrelevant noise. This ability to identify subtle anomalies makes
representation learning particularly effective in detecting sophisticated cyberattacks
that traditional methods might miss.
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Figure 4.11 Supervised learning AEs for attack detection.

AEs have proven to be highly effective for attack detection by learning compact
and meaningful representations of network traffic in an unsupervised manner. AEs
are particularly useful in semi-supervised settings, where labeled attack samples are
scarce or unavailable. Since AEs are trained only on normal traffic, they learn to re-
construct benign patterns accurately. Any significant deviation in reconstruction error
(RE) signals a potential anomaly as illustrated in Fig. 4.11, making AEs effective for
zero-day attack detection.

Several studies have leveraged this approach. Meidan et al. [15] trained an AE
on normal network traffic and used a reconstruction threshold to classify unseen
data as normal or malicious. Dromard et al. [16] introduced an online, real-time
anomaly detection model, which continuously updates the feature space using a time-
sliding window and incremental clustering. Ibidunmoye et al. [17] further enhanced
this by incorporating adaptive learning and statistical control charts to detect devia-
tions dynamically. To improve the interpretability and effectiveness of AEs, Cao et
al. [8] proposed the Shrink Autoencoder (SAE), which compresses latent represen-
tations into a compact feature space, making it easier to separate normal and anoma-
lous traffic. This sparse encoding technique enhances AEs’ ability to detect attacks
like Denial-of-Service (DoS) attacks, network probing, and unauthorized access at-
tempts.

When labeled attack data is available, AEs can be modified for supervised learn-
ing, allowing them to explicitly differentiate between normal and anomalous traffic
(Fig. 4.12). This is achieved by incorporating labeled data into the loss function, en-
abling the AE to learn class-specific features. Ly et al. [18] proposed the Multivariate
AutoEncoder (MAE) and Multivariate Denoising AutoEncoder (MDAE), which in-
tegrate label information into the training process. These models separate normal
and anomalous traffic into distinct regions, improving classification accuracy while
reducing false positives.



98 Generative AI for Cybersecurity

Figure 4.12 Supervised learning AEs for attack detection.

Figure 4.13 Combination of AE and GAN for attack detection.

AEs can also be combined with generative models, such as Generative Adversar-
ial Networks (GANs) and Variational Autoencoders (VAEs), to improve attack detec-
tion. In these hybrid models, AEs serve as feature extractors, while GANs or VAEs
refine the learned representations for better anomaly detection. For example, Ming et
al. [18] integrated Mahalanobis distance with an adversarial AE, where the AE’s out-
put was fed into a discriminator to improve feature extraction and anomaly differen-
tiation. Vu et al. introduced Adversarial Dual Autoencoders (ADAE), a GAN-based
framework with two AEs (generator and discriminator) to enhance training stability
and detection performance (Fig. 4.13).

Additionally, VAEs capture the latent probability distribution of normal traffic,
allowing them to detect anomalies that significantly deviate from expected patterns.
This probabilistic approach has been shown to outperform traditional AEs, especially
in scenarios where attack patterns are highly non-linear [20, 21, 22].

Beyond AEs, the CRL has emerged as a powerful approach for detecting network
anomalies. The CRL enables neural networks to distinguish between normal (“posi-
tive”) and anomalous (“negative”) samples without requiring explicitly labeled attack
data [11, 23]. This technique helps security analysts identify key characteristics of
normal and malicious traffic, leading to more effective mitigation strategies.

One of the most well-known CRL methods is Contrastive Predictive Coding
(CPC), proposed by Oord et al. [9]. CPC trains a model to predict future network traf-
fic representations based on past patterns. If a data point significantly deviates from
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Figure 4.14 Contrastive learning combined with Autoencoder for anomaly detec-
tion

expected behavior (exhibits high prediction error), it is flagged as an anomaly [23].
This method effectively captures structural dependencies in normal traffic, making
it useful for detecting subtle attacks. Another CRL-based approach is Deep Cluster-
based Anomaly Detection (DCAD), introduced by Golan and El-Yaniv [11]. DCAD
clusters network traffic data, ensuring that normal samples belong to well-defined
clusters, while anomalous samples are pushed away from these clusters. This unsu-
pervised clustering method allows the model to discover hidden patterns that distin-
guish normal from abnormal activity, improving detection accuracy. A more recent
method, Contrastive One-Class Anomaly Detection (COCA) described in Fig. 4.14,
was introduced by Wang et al. [24]. Unlike traditional contrastive learning, which re-
lies on both positive and negative samples, COCA only uses positive pairs, treating
the original and reconstructed data as similar. This eliminates the need for explicitly
labeled anomalies, making it highly effective for detecting multiple types of cyber
threats in time-series data.

Researchers have explored combining CRL with DL models to improve network
attack (anomaly) detection. One such approach, proposed by Zhou et al. [13], in-
tegrates Contrastive Learning with an AE. In this hybrid model, the AE learns a
generative representation of normal network traffic, while the contrastive learning
component enhances anomaly discrimination. Anomalies are identified based on low
probability under the generative model and high prediction errors in the contrastive
learning process, resulting in more accurate and robust attack detection. Another in-
novative approach is Contrastive Learning-based Time Series Anomaly Detection
(CL-TAD), introduced in [25]. CL-TAD is designed to address key challenges in
time-series anomaly detection, such as complex temporal patterns, limited labeled
data, and diverse data distributions. The method incorporates positive sample genera-
tion, where data is masked and reconstructed to create meaningful positive pairs. Ad-
ditionally, it employs contrastive learning-based representation learning to enhance
the model’s ability to capture essential features for anomaly detection. By leveraging
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both original and masked data, CL-TAD significantly improves the accuracy and
reliability of anomaly detection in time-series applications, making it a powerful
tool for identifying cyber threats in dynamic network environments

4.2.2 MALWARE DETECTION

Malware, or malicious software, is a significant and ongoing cyber threat that af-
fects individuals, businesses, and governments worldwide. These harmful programs
are designed to infiltrate, disrupt, and compromise computer systems, leading to se-
vere consequences such as data breaches, financial losses, system failures, and even
threats to critical infrastructure. To combat this, representation learning techniques
have emerged as powerful tools for malware detection by automatically extracting
meaningful patterns from large datasets of benign and malicious software. By lever-
aging these techniques, cybersecurity models can achieve greater accuracy and gen-
eralization, enhancing their ability to detect, classify, and prevent the spread of di-
verse malware threats.

Malware detection techniques include signature-based methods, heuristic anal-
ysis, specification-based approaches, and visualization-based strategies [26, 27].
Among these, visualization-based methods—where malware is represented as an im-
age—have gained significant attention due to their accuracy in identifying threats. As
illustrated in Fig. 4.15, this approach follows a three-step process: first, converting
malware binaries into images to reveal underlying structural patterns; second, ex-
tracting meaningful features from these images for classification, and third, training
a machine learning model on the extracted features to distinguish between benign
and malicious samples effectively.

Bakir et al. [28] proposed a malware detection framework that integrates AE-
based feature extraction with image-based classification. Their method first trans-
forms malware data into images and then applies three different AE architectures
to extract multiple feature maps. These features are subsequently used in ML clas-
sifiers for accurate malware detection. Similarly, Kumar et al. [29] introduced an
advanced image-based malware detection system leveraging software-defined net-
working (SDN) honeypots, convolutional neural networks (CNNs), and a custom
two-level AE. This system converts binary programs into grayscale images, extracts
textural features through deep CNNs with transfer learning, and applies a two-level
AE to optimize the feature set. The refined features are then classified using six
different deep learning and machine learning algorithms, enhancing both detection
accuracy and efficiency. Xing et al. [30] developed a malware detection model com-
bining grayscale image representations with an AE-based deep learning framework.
Their approach assesses the effectiveness of grayscale image conversion using an
AE’s reconstruction error while utilizing its dimensionality reduction capabilities
for classification. Furthermore, AE models have been integrated with CNNs to en-
hance anomaly detection in Android malware [31]. Feng et al. [32] introduced a
two-layer malware detection model combining static and dynamic analysis tech-
niques. The first layer extracts features using static analysis and classifies data as
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Figure 4.15 Example of malware file visualization.

benign or malicious with a neural network. The second layer further analyzes mobile
traffic from benign samples and employs a hybrid CNN-AE model to classify mal-
ware by type and family. This multi-layered approach improves detection accuracy
by leveraging complementary static and dynamic analysis methods.

Additionally, CRL has proven to be a powerful technique in malware detection by
enhancing feature discrimination and improving robustness against obfuscation. The
authors in [33] leveraged CRL to reduce the differences introduced by obfuscation
while amplifying the distinctions between malware families. For interpretable clas-
sification, the malware is transformed into an image form using centrality analysis.
The combination of CRL and interpretable feature representation helps to provide
accurate and explainable Android malware classification, even in the presence of
advanced obfuscation techniques. Additionally, Kailu et al. [34] first leveraged data
feature fusion technology to extract as much relevant information as possible from
malware execution records, forming a comprehensive original dataset. Second, to ef-
fectively counter code obfuscation techniques the authors utilized supervised CRL
to construct malware features from high-dimensional space. This helps to capture
meaningful features of the malware. By combining these two steps, i.e., robust data
collection and feature engineering, this work can classify malware effectively.
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4.2.3 NETWORK TRAFFIC ANALYSIS

Traffic classification is a critical task in network management, enabling the identifi-
cation of different types of network traffic for applications such as quality of service
(QoS) optimization, resource allocation, anomaly detection, malware identification,
and intrusion detection. Traditional classification methods, including port-based and
deep packet inspection (DPI) techniques, have become less effective due to the in-
creasing use of encryption and evolving network protocols. To overcome these chal-
lenges, representation learning has emerged as a powerful technique for traffic classi-
fication, allowing models to automatically extract meaningful and high-dimensional
features from raw network data.

By leveraging DL models such as AEs, representation learning enhances traffic
classification by capturing complex patterns and relationships in network traffic. AEs
help reduce dimensionality while preserving crucial structural information, enabling
more accurate traffic categorization. CRL improves feature representations by learn-
ing to distinguish subtle differences between traffic types, even in the presence of
noise and obfuscation. Meanwhile, GNNs offer a unique advantage in traffic classi-
fication by modeling network flows as graph structures, effectively capturing depen-
dencies and relational information between packets, sessions, or network entities.
These advanced representation learning techniques not only improve classification
accuracy but also enhance the robustness and adaptability of traffic analysis models.
They enable the detection of encrypted traffic, distinguish between diverse applica-
tion types, and strengthen network security by identifying sophisticated cyber threats.
As network environments continue to evolve, representation learning remains a cor-
nerstone of intelligent and efficient traffic classification.

The work in [35] used an unsupervised approach for network traffic classification.
The method utilizes statistical properties of the flows and a neural AE-based cluster-
ing technique. A time interval-based feature vector construction, combined with a
semi-automated cluster labeling process, enables traffic flow classification without
requiring prior knowledge of specific traffic classes. In the work [23], the AE model
was used to reduce the dimension of data features in the pretraining stage. After that,
one clustering algorithm, e.g., the k-means algorithm, is applied to classify the la-
tent representation of data learnt from the pretraining stage. The training process of
the proposed model does not require labeled data, which significantly reduces the
computational complexity of the network traffic classification task.

Due to growing privacy and security concerns among internet users, many appli-
cations now employ various forms of traffic encryption. Encrypted traffic can conceal
malicious activities, making their detection and analysis more challenging. To clas-
sify the encryption traffic, Jun et al. [37] introduced a model called Semi-supervision
2-Dimensional Convolution AutoEncoder (Semi-2DCAE). The model extracts the
spatial structure features in the original network traffic using a 2-dimensional con-
volutional neural network (2D-CNN). It then employs an AE structure to downscale
the data, representing different traffic features as spectral lines in distinct intervals of
a one-dimensional standard coordinate system, which we refer to as the FlowSpec-
trum. Additionally, this work introduced the PRuLe activation function to the model
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to ensure stability during the training process. The AE is also combined with other
deep neural networks, e.g., Convolutional Neural Network (CNN) and attention-
based Bidirectional Long Short-Term Memory (Bi-LSTM) [22] for encrypted traffic
classification. This approach classifies encrypted traffic at two distinct levels using
one dimensional CNN (1D-CNN), attention-based Bi-LSTM, and AE models. Their
proposed approach classifies traffic types and applications based on a comprehensive
set of session-level and packet-level with two types of features, i.e., spatial-temporal
and statistical features. These features are derived from the relationships between
packet content, the temporal relationships between packets within a session, and the
statistical characteristics of a network session.

4.2.4 SOCIAL ANALYSIS

With the evolution of the Internet over the years, a multitude of online social media
platforms have emerged, significantly transforming traditional social dynamics. Peo-
ple can now make friends no matter how far apart they are and share their interests,
hobbies, and activities with each other. These different kinds of online interactions
create large and complex social media networks, often called online social networks
(OSNs). OSNs can also be categorized based on their content types, leading to dis-
tinctions like friendship networks, movie review networks, and music interaction
networks, each derived from different platforms. Moreover, user-item networks in
online shopping systems can be considered a form of social media network, as they
also facilitate rich interactions among users on the Internet. Popular data sources for
analyzing social media networks include Twitter, Facebook, Weibo, YouTube, and
Instagram. GNNs have proven highly effective in tackling various challenges in on-
line social networks (OSNs), particularly in malicious activity detection, emergency
response, and anomaly identification.

Detecting malicious activities in OSNs involves analyzing user interactions to
identify threats like fraud, cloned accounts, and cyberbullying. Sadhasivam et al. [39]
proposed a GNN-based method to detect cloned profiles in real-time. Unlike conven-
tional approaches that rely on activity monitoring, their model employed an Adaptive
Random Subspace technique with k-Nearest Neighbors (k-NN) as the base classifier.
By leveraging weighted graph theory, it assigned higher threshold values to suspected
clones, improving trust evaluation and enabling effective mitigation of fraudulent ac-
counts.

GNNs play a crucial role in crisis response by identifying and analyzing the
spread of misinformation. Rumors—both false and true—can significantly impact
social stability, making their early detection vital. To address this, a bi-directional
graph attention network (Bi-GAT) model was introduced [40], which represents ru-
mor propagation as a graph structure. The model applied graph attention networks
(GATs) with a multi-head attention mechanism to extract key features from rumor
nodes. After processing through two graph attention layers, the system classified mis-
information with high accuracy, demonstrating GNNs’ effectiveness in social media
crisis detection.
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To detect anomalous nodes in an OSN, the researchers can utilize the unsuper-
vised and supervised learning approaches. The unsupervised anomaly detection is
used to create a reconstructed graph, identifying nodes with higher reconstruction er-
rors as anomalies. I. Ahmed et al. [41] proposed a dimensionality reduction method
for anomaly detection. To effectively embed high-dimensional data, they proposed
using a minimum spanning tree (MST), which is a graph-based algorithm, to ap-
proximate local neighborhood structures and generate structure-preserving distances
among data points. By using a distance measure based on minimum spanning trees
(MST) in AEs, they created a graph-regularized autoencoder that outperformed other
methods on 20 standard anomaly detection datasets. Besides that, L. Zhao et al. [42]
developed the method named GLAM, an end-to-end graph-level anomaly detection
model utilizing GNNs. It addressed two key issues, i.e., the neglect of graph-level
anomalies in graph databases and the challenge of selecting unsupervised models
without labels.

In summary, representation learning has emerged as a powerful technique in cy-
bersecurity, enabling more effective detection and classification of threats across var-
ious domains. By leveraging models such as autoencoders (AEs), contrastive repre-
sentation learning (CRL), and graph neural networks (GNNs), cybersecurity systems
can extract meaningful features from high-dimensional and complex data, improv-
ing detection accuracy and robustness. These techniques have been widely applied in
malware detection, network traffic classification, and anomaly detection in social net-
works. The ability of representation learning to capture structural, spatial-temporal,
and statistical relationships in data make it indispensable for identifying malicious
behaviors, optimizing security operations, and mitigating emerging cyber threats. As
cyberattacks become more sophisticated, and continued advancements in represen-
tation learning will play a crucial role in enhancing proactive threat detection and
fortifying cybersecurity defenses.

4.3 SUMMARY
This chapter explores the application of representation learning techniques in the
field of cybersecurity, emphasizing their ability to automatically extract meaningful
features from complex and high-dimensional data. It introduces and analyzes three
primary types of representation learning models: Autoencoder-based models, Con-
trastive Representation Learning models, and Graph Neural Network (GNN) models.
Each of these approaches offers unique strengths in learning compact, informative
embeddings that enhance the performance of downstream security tasks. The chap-
ter demonstrates how these models are effectively applied to a range of cybersecurity
domains, including attack detection, malware detection, network traffic analysis, and
social network security. By leveraging the power of representation learning, these
applications benefit from improved accuracy, adaptability, and robustness in identi-
fying and responding to evolving cyber threats.
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5 Generative AI for Data
Synthesis in Cybersecurity

Generative Artificial Intelligence (Generative AI), referring to generative deep neural
networks have gained significant attention and shown great promise in cybersecurity
in data generation. Machine Learning/Deep Learning (ML/DL) have proved to be
effective method for analyzing network traffic data for cyber-security applications.
To build a valuable ML/DL model, training datasets, e.g., network logs, user activ-
ity records, and incident reports, are very important. This type of data can provide
valuable insights into patterns, anomalies, and risk factors, which are crucial for se-
curity analysis, threat detection, and incident response. However, working with real-
world security data can present several challenges. The data may contain sensitive
or confidential information, making it difficult to share or use for research and de-
velopment purposes. Additionally, real-world security datasets may be imbalanced,
limited in scope, or potentially biased, which can hinder the effectiveness of ML/DL
models and algorithms. To address these challenges, researchers have proposed vari-
ous extensions and modifications to generative deep neuron networks (or generative
models) to generate data.

5.1 GENERATIVE AI FOR DATA SYNTHESIS
This section presents various generative models, including Variational AutoEncoder
(VAE), Generative Adversarial Network (GAN), Conditional Generative Adversarial
Network (CGAN), Adversarial AutoEncoder (AAE), and Table GAN (TGAN).

5.1.1 VARIATIONAL AUTOENCODER

Variational Autoencoder (VAE) [1] is a powerful variant of the AE architecture that
is specifically designed for generative modeling. Unlike AE, which aims to learn a
compact, deterministic representation of the input data, VAE takes a probabilistic
approach to representation learning. The key idea of VAE is to model the data distri-
bution as a latent variable model, where the observed data is generated from a set of
unobserved, latent variables. During the training process, VAE learns to approximate
the posterior distribution of the latent variables, given the observed data. This learned
latent representation is then used to generate new data samples that closely resemble
the original data distribution. By sampling from the learned latent distribution, VAE
can produce data samples that capture the underlying characteristics of the training
data.

A VAE architecture consists of two parts, i.e., encoder and decoder (Fig. 5.1). The
difference between a VAE and an AE is that the bottleneck of the VAE is a Gaus-
sian probability density (qφ (z|x)). We can sample from this distribution to get noisy
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Figure 5.1 Architecture of Variational AutoEncdoer.

values of the representations z. The decoder inputs a latent vector z and attempts to
reconstruct the input. The decoder is denoted by pθ (x|z).

The loss function of a VAE, i.e., ℓVAE(xi,θ ,φ), for a data sample xi includes two
terms as follows:

ℓVAE(xi,θ ,φ) =−Eqφ (z|xi)

[
log pθ (xi|z)

]
+DKL(qφ (z|xi)||p(z)).

(5.1)

In Eq. 5.1, the first term is the expected negative log-likelihood of the i-th data sam-
ple. This term is also called the reconstruction error (RE) of VAE since it forces
the decoder to learn to reconstruct the input data. The second term is the Kullback-
Leibler (KL) divergence between the encoder’s distribution qφ (z|x) and the expected
distribution p(z). This divergence measures how close q is to p [1]. In the VAE, p(z)
is specified as a standard Gaussian distribution with mean zero and standard devia-
tion one, denoted as N (0,1). If the encoder outputs representations z that are dif-
ferent from those of a standard Gaussian distribution, it will receive a penalty in the
loss. Since the gradient descent algorithm is not suitable to train a VAE with a ran-
dom variable z sampled from p(z), the loss function of the VAE is re-parameterized
as a deterministic function as follows:

ℓVAE(xi,θ ,φ) =− 1
K

K

∑
k=1

log pθ (xi|zi,k)

+DKL(qφ (z|xi)||p(z)),
(5.2)

where zi,k = gφ (ε
i,k,xi). g is a deterministic function. εk denotes N (0,1). K is the

number of samples that is used to reparameterize z for the sample xi.
To sample data from a training dataset using a VAE, we first need to train the

VAE model on the original dataset. During this process, the encoder component of
the VAE compresses the raw input data into a lower-dimensional latent space, while
the decoder learns to reconstruct new data samples from this latent representation.
Once the VAE is trained, we can sample a random vector from the learned latent
distribution. This random vector is then fed into the decoder, which generates a new
data sample at the output. The use of a VAE to augment training datasets not only
enhances the diversity of the training data but also contributes to the effectiveness of
various machine learning applications.
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Figure 5.2 GAN architecture.

5.1.2 GENERATIVE ADVERSARIAL NETWORK

Generative Adversarial Networks (GANs) are a type of DL architecture introduced
in 2014 by Ian Goodfellow et al. [2]. GAN consists of two main components, i.e.,
a generator and a discriminator, that are trained simultaneously in an adversarial
manner. The generator aims to generate real data that fools the discriminator. The
discriminator, on the other hand, is trained to distinguish between real data from
the original dataset and synthetic data generated by the generator. This adversarial
training process forces the generator to continually improve its outputs to make them
more indistinguishable from the real data.

Fig. 5.2 illustrates the architecture of GAN where Ge and Di are the generator and
discriminator, respectively. Based on the outcomes of Di, both Di and Ge fine-tune
their respective model parameters in order to improve their performance. If Di makes
the correct prediction and accurately identifies a generated sample as fake, then Ge
will update its parameters in an attempt to generate even more realistic-looking fake
samples that can better fool Di in the future. Conversely, if Di incorrectly classifies a
generated sample as real, then Di will try to learn from this mistake in order to avoid
similar errors going forward. The reward function for the discriminator Di is the
number of correct predictions it makes, while the reward function for the generator
Ge is the number of mistakes Di makes. This adversarial training dynamic continues
iteratively until an equilibrium is established and Di’s classification accuracy is opti-
mized. Through this iterative process, the generator Ge is incentivized to continually
enhance the quality of its generated samples, while the discriminator Di becomes
increasingly skilled at distinguishing real data from fakes. This competition between
the generator and discriminator lies at the heart of the GAN training paradigm.

Specifically, the generator Ge inputs a noise sample z and outputs a generated
sample x̃. The discriminator Di is trained to maximize the difference between a gen-
erated sample x̃ (outputs from the generator) and a real sample x (comes from the
original data). The generator aims to fool the discriminator Di by minimizing the
difference between x̃ and x.

LGAN = Ex[logDi(x)]+Ez[log(1−Di(Ge(z)))]. (5.3)

The loss function used to train the GAN is presented in Eq. 5.3 in which Di is the
discriminator used for predicting its input as a real or fake data sample. Ge(z) is the
output of Ge when given noise z. Ex and Ez are the expected value (average value) of
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overall real and fake data samples, respectively. Di is trained to maximize this loss
function, while Ge tries to minimize its second term.

After the training, the generator (Ge) of GAN can be used to generate synthesized
data samples for attack datasets. Beyond just generating data, the GAN has found
diverse applications in areas such as image-to-image translation, super-resolution,
anomaly detection, semi-supervised learning, and even reinforcement learning. The
flexibility and capability of the GAN framework have made it a significant advance-
ment in deep learning. Researchers are actively exploring new GAN architectures
and innovative loss functions. They are also developing improved training tech-
niques. This ongoing research aims to expand the potential applications and per-
formance of GANs. The goal is to push the boundaries of what these models can
achieve, enhancing data generation and increasing realism in synthetic outputs across
various fields, including image synthesis, video generation, and natural language pro-
cessing.

One of the primary challenges encountered when training the GAN is the issue
of instability and mode collapse [3]. It occurs when the generator model learns to
produce a limited set of outputs that fail to capture the full diversity of the real data
distribution. In other words, the generator starts generating similar or even identical
samples, leading to a collapse in the modes of the data distribution. This situation
can occur when the discriminator becomes too powerful, making it difficult for the
generator to create diverse samples that can successfully trick the discriminator. As a
result, the generator gets trapped in generating a narrow range of samples, rather than
learning to capture the richness and complexity of the true data. Besides, the GAN
highly sensitive to hyperparameter settings. The performance of the GAN is heav-
ily dependent on factors like learning rates, batch sizes, network architectures, and
other hyperparameters. Finding the optimal hyperparameter configurations can be a
complex and time-consuming task, further compounding the difficulties in training a
stable GAN.

5.1.3 CONDITIONAL GENERATIVE ADVERSARIAL NETWORK

A Conditional Generative Adversarial Network (CGAN) is an extension of the tradi-
tional GAN that incorporates additional information to guide the sample generation
process. While the GAN generates data solely from random noise, the CGAN condi-
tions the generation process on auxiliary input, such as class labels, text descriptions,
or images. This conditioning enhances control over the generated output, making the
CGAN more versatile and suitable for tasks requiring specific attributes in the gen-
erated data.

In a CGAN, the generator takes both a random noise vector and the conditional
input to produce realistic samples that align with the given conditions. The discrimi-
nator also receives the conditional input along with either a real or generated sample,
allowing it to assess authenticity while considering the provided context. By incor-
porating conditional information, the CGAN improves the quality and diversity of
generated samples, making them highly effective in applications such as image syn-
thesis, data augmentation, and style transfer.
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Figure 5.3 Architecture of Adversarial AutoEncoder.

To train a CGAN, the loss function of GAN is modified to integrate the conditional
information, as shown in Eq. 5.4. This adjustment ensures that both the generator and
discriminator effectively leverage the additional input during the adversarial training
process.

LCGAN = Ex[logD(x|c)]+Ez[log(1−D(G(z|c)))], (5.4)

where x is the input variable, c is the conditional variable, z is the noise vector, D and
G is the discriminator and generator of the CGAN, respectively.

The CGAN has been widely applied in generating data with specific attributes,
particularly in image, audio, and anomaly detection tasks. In image generation and
manipulation, the CGAN enables the creation of realistic images based on text de-
scriptions, as well as image-to-image translation tasks like sketch-to-photo conver-
sion, colorization of grayscale images, and transforming aerial imagery into maps.
In the audio and music domain, the CGAN can generate music or audio samples
conditioned on metadata, lyrics, or other contextual cues. Additionally, the CGAN is
valuable for anomaly detection and synthesis, as it can generate synthetic samples of
rare or anomalous events, aiding in training more robust detection models.

5.1.4 ADVERSARIAL AUTOENCODER

Adversarial AutoEncoder (AAE) is a powerful variant of GAN that combines the
advantages of AE and GAN. The AAE avoids using the KL divergence of the VAE
to impose the prior by using adversarial learning. This allows the latent space, p(z),
to be learned from any distribution [4]. As illustrated in Fig. 5.3, training the AAE
has two phases, i.e., reconstruction and regularization. In the reconstruction phase
(RP), the latent sample z̃ is drawn from the generator Ge. The sample z̃ is then sent
to the decoder (denoted by p(x|z̃)) which generates x̃ from z̃. The recontruction error
is computed by the difference between x and x̃ as in Eq. 5.5.

LRP =−Ex [log p(x|z̃)] . (5.5)

In the regularization phase (RG), the discriminator Di receives z̃ from the gen-
erator Ge and z is sampled from the true prior p(z). The generator tries to generate
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the fake sample, i.e., z̃, as similar as the real sample, i.e., z, by minimizing the sec-
ond term in Eq. 5.6. The discriminator then attempts to distinguish between z̃ and z
by maximizing this equation. The generator is also the encoder portion of the AE.
Therefore, the training process in the regularization phase is the same as that of GAN.

LRG = Ez [logDi(z)]+Ex [log(1−Di(En(x)))] . (5.6)

An extension of AAE is Supervised Adversarial AutoEncoder (SAAE) [4] where
the label information is concatenated with the latent representation (z) to form the in-
put of Di. The class label information allows the SAAE to generate the data samples
for a specific class. Another version of AAE is Denosing AAE (DAAE) [5] that at-
tempts to match the intermediate conditional probability distribution q(z̃|xnoise) with
the prior p(z) where xnoise is the corrupted version of the input x by adding Gaus-
sian noise vector to the original x 5.6. Because the DAAE reconstructs the original
input data from the corrupted version of input data (input data with noise), its latent
representation is often more robust than the representation in the AAE [6].

One key application of the AAE is in the realm of unsupervised representation
learning. By training the AE to understand the main structure of the data and then
adjusting this understanding to match a specific target distribution, the AAE can cre-
ate valuable representations. Moreover, the adversarial process in training the AAE
allows the AAE to generate high-quality samples that are indistinguishable from the
original data distribution. The AAE has been used to generate diverse and realistic-
looking samples, often with the ability to control specific attributes of the generated
content through the use of conditional or disentangled representations.

5.1.5 CONDITIONAL TABLE GENERATIVE ADVERSARIAL NETWORK

Generating high-quality tabular data using GAN is a challenging task due to the
unique characteristics of tabular data. Unlike images or text, tabular data consists
of structured columns and rows, where each column represents a specific feature or
attribute, and each row represents an individual data point. This structured nature
of tabular data poses several challenges for the GAN. Conditional Generative Ad-
versarial Network (CTGAN) [7] is an extension of GAN, designed specifically to
address the challenges of modeling tabular data with a mix of continuous and dis-
crete features. Like CGAN, CTGAN incorporates a conditional generator that learns
to generate samples conditioned on the input data distribution. The CTGAN model is
trained in an adversarial manner, where the generator and the discriminator network
compete against each other. The generator tries to produce samples that are indistin-
guishable from the real data, while the discriminator aims to classify the generated
samples as fake. The CTGAN has been successfully applied to a wide range of ap-
plications, including security-related tasks such as network traffic analysis, intrusion
detection, and fraud detection. The generated synthetic data can be used to augment
the original datasets to train machine learning models, and thus, improving model
performance for these tasks.
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Figure 5.4 Normalization for continuous value vector.

To fully understand the CTGAN model, it is essential to first grasp the mode-
specific normalization technique, which addresses the challenges posed by non-
Gaussian and multi-modal distributions commonly found in tabular data. Unlike
standard normalization techniques that assume a single-mode Gaussian distribution,
mode-specific normalization identifies different distribution modes and applies tai-
lored transformations to each. This approach significantly enhances the ability of
GAN-based models to generate high-quality synthetic data by preserving complex
feature distributions.

In contrast to image data, where pixel values generally follow a Gaussian-like dis-
tribution, continuous features in tabular data often exhibit multimodal distributions
with multiple local maxima. To accurately model these characteristics, the CTGAN
employs mode-specific normalization using a Variational Gaussian Mixture (VGM)
model. Each continuous feature value is represented by a one-hot vector indicating
its sampled mode and a scalar normalized according to that mode. This method en-
ables CTGAN to capture the diverse statistical properties of tabular data, improving
the realism and fidelity of the generated synthetic samples. Tabular data consists of
both numerical and categorical attributes, requiring effective encoding methods to
properly represent each type for CTGAN.

Numeric attributes
For numeric attributes in CTGAN, mode-specific normalization is employed to

handle columns with complex distributions effectively. Each column is processed
independently, with values represented using a combination of a one-hot vector in-
dicating the selected mode and a scalar value normalized within that mode. This
process consists of three main steps:

• Mode Estimation: For each numeric attribute Ci, a Variational Gaussian
Mixture (VGM) model is used to estimate its modes and fit a Gaussian mix-
ture distribution. As illustrated in Fig. 5.4, VGM finds three modes (i = 3)
with the learned Gaussian mixture models as η1, η2, η3:

PC j(Ci, j) =
3

∑
k=1

µkN(Ci, j,ηk,φk), (5.7)
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where µk, φk are the weight and standard deviation of the mode k− th,
respectively.

• Probability Computation: For each feature value in ci, j in Ci, we compute
the probability of feature values coming from each model. For example,
in Fig. 5.4, the probability densities are ρ1, ρ2, ρ3 which are computed as
follows:

ρk = µkN(Ci, j,ηk,φk). (5.8)

• Mode Selection and Normalization: A Gaussian mode is sampled based on
the computed probability densities, and the feature value is normalized ac-
cordingly. For instance, in Fig. 5.4, the third mode is selected, resulting in
the representation of Ci, j as a one-hot vector βi, j = [0,0,1]

This mode-specific normalization technique ensures that continuous features with
multi-modal distributions are effectively captured, improving the quality of synthetic
data generation in CTGAN.

Categorical attributes
Traditionally, the generator in a GAN is initialized with a vector sampled from

a Multivariate Normal Distribution (MVN). Through adversarial training with the
discriminator, the generator learns to map this MVN to the distribution of real
data. However, this approach does not address the imbalance problem in categorical
columns. When training data is randomly sampled, smaller categories may be un-
derrepresented, preventing the generator from learning their distribution effectively.
Consequently, the generator ends up modeling a sampled data distribution that de-
viates from the actual data distribution. This issue resembles the “class imbalance”
problem in classification models, but with an added complexity: instead of balancing
a single categorical column, the model must preserve the overall distribution across
multiple attributes.

CTGAN introduces a conditional generator to efficiently resample categorical or
discrete attributes. Assuming that k∗ is the value from the discrete column i∗, Di∗

needs to be fitted by the generated samples r. The generator can be interpreted as
the conditional distribution of rows for a particular value at a particular column,
i.e., r ∼ PG(row|Di∗=k∗). This approach ensures that the generator learns to produce
realistic data while preserving the relationships between categorical attributes.

In Fig. 5.5, a conditional vector presents the condition Di∗ = k∗. Note that, all
discrete columns D1,D2, . . . ,DNd are the one-hot vectors d1,d2, . . . ,dNd that satisfy
the one-hot vector di = [d(k)] with k = 1, . . . , |Di|. We set the mask vector of the

one-hot vector di as mi = [m(k)
i ]. Thus, the conditional vector can be represented as

following:

m(k)
i =

{
1, if i = i∗ and k = k∗.
0, otherwise.

(5.9)
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Figure 5.5 Representation of discrete columns.

Then, the conditional vector is defined as following:

cond = m1⊕m2⊕ . . .⊕mNd (5.10)

For example, in Fig. 5.5, the mask vectors of two columns D1 = 1,2,3 and D2 = 1,2
with the condition D2 = 1 are m1 = [0,0,0] and m2 = [1,0], respectively, and thus,
the conditional vector is cond = [0,0,0,1,0].

Finally, we can represent a row in the tabular data is a combination of continuous
and discrete features as following:

r j = α1, j⊕β1, j⊕ . . .⊕αNc, j⊕βNc, j⊕d1, j⊕ . . .⊕dNd , j, (5.11)

where di, j is the one-hot representation of the discrete feature/column. This struc-
tured representation ensures that both numerical and categorical features are effec-
tively encoded for model training.

After encoding both continuous and discrete attributes as described, the struc-
ture and training process of the CTGAN closely resemble those of CGAN. In the
CTGAN, the generator takes as input a random noise vector along with a condi-
tional vector that specifies the target category for discrete attributes. It then generates
synthetic tabular data that aligns with the given conditions. Similarly, the discrimina-
tor receives both real and generated samples along with their corresponding condi-
tional vectors, learning to distinguish between real and synthetic data while ensuring
the generated samples adhere to the given conditions. By incorporating the mode-
specific normalization technique for continuous attributes and conditional sampling
for categorical features, the CTGAN effectively handles the complexities of tabular
data. The adversarial training process follows the same min-max optimization as the
CGAN, where the generator continuously improves to produce realistic data while
the discriminator refines its ability to detect synthetic samples.
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5.2 DATA GENERATION IN CYBERSECURITY
5.2.1 MALWARE DETECTION

Malware, or malicious software, is designed to infiltrate, damage, or exploit systems
without user consent. It includes viruses, worms, Trojans, ransomware, and spyware,
all of which threaten data security and system functionality. Detecting malware is
essential to prevent data breaches, financial losses, and operational disruptions. Ma-
chine learning-based methods are proven to be one of the effective techniques for
malware detection. However, machine learning-based malware detection faces chal-
lenges due to the difficulty of collecting diverse and representative malware samples.
The continuous evolution of malware results in imbalanced or insufficient datasets,
limiting model effectiveness. Generative techniques, e.g., GAN, VAE, help to ad-
dress this issue by synthesizing realistic malware samples, enriching training data,
and improving detection accuracy. By generating high-quality synthetic malware,
these methods enhance the ability of machine learning and deep learning models to
recognize malicious patterns, strengthening cybersecurity defenses.

In cybersecurity, generative models have emerged as a powerful tool for enhanc-
ing malware detection by synthesizing realistic malware samples [8]. One effective
approach involves transforming malware binaries or hexadecimal data into 2D image
representations, making structural patterns and behavioral features more distinguish-
able. This visual representation not only improves the ability to analyze and classify
malware but also reveals intricate relationships within the data that are difficult to
discern from raw binary formats. By leveraging image-based malware representa-
tions, GAN can generate synthetic malware samples that closely resemble real-world
threats, thus enriching training datasets and improving the performance of detection
systems. The study in [8] introduced a specialized GAN architecture called “MI-
GAN,” designed for malware image synthesis. The MIGAN enhances dataset aug-
mentation by producing high-quality synthetic malware samples, enabling classifiers
to learn distinguishing characteristics of different malware families more effectively.
As illustrated in Fig. 5.6, the MIGAN consists of a generator and a discriminator,
similar to a Conditional GAN (CGAN), where label information is incorporated as
a conditional vector. This conditional generation mechanism allows MIGAN to pro-
duce malware samples with specific attributes, making it highly valuable for im-
proving machine learning-based malware detection and strengthening cybersecurity
defenses.

Furthermore, representing malware as images enables the use of pre-trained com-
puter vision models to enhance malware classification accuracy. By fine-tuning deep
learning models originally trained for natural image recognition, we can leverage
their advanced feature extraction capabilities and adapt them for malware detec-
tion [9]. This transfer learning approach allows malware classifiers to benefit from
the robust pattern recognition and representation learning techniques developed for
general image processing tasks. As a result, integrating pre-trained vision mod-
els with image-based malware representations significantly improves detection ef-
ficiency and accuracy, strengthening cybersecurity defenses against evolving threats.
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Figure 5.6 Synthetic Malware Image generation with MIGAN.

The GAN can generate malware samples in various forms, such as executable
files, scripts, or network traffic patterns, allowing for a broader exploration of
malware behaviors beyond image-based representations. One such approach is the
Boundary Seeking GAN (BGAN), proposed by Moti et al. [10], which optimizes
the generator to create malware samples positioned near the decision boundary of a
malware classifier. By generating samples that closely resemble legitimate software
while retaining malicious functionality, BGAN effectively fools detection models,
making it a powerful tool for studying adversarial attacks against malware classifiers.
Similarly, Peng et al. [11] developed a specialized GAN architecture that could gen-
erate adversarial samples tailored to evade their proposed malware detection system.
GAN was trained to produce malware variants that maximized the classifier’s predic-
tion error, leading to an improvement in the overall evasion rate. This approach not
only demonstrated the vulnerabilities in traditional malware detection systems but
also highlighted the need for more robust and adaptive defense mechanisms against
adversarial malware attacks.

5.2.2 ANOMALY AND INTRUSION DETECTION

An Intrusion Detection System (IDS) is a security mechanism designed to monitor
network traffic and system activities for suspicious behavior, unauthorized access,
or potential cyber threats, helping to detect and respond to security breaches in real
time. The GAN has also been applied to generate synthetic data for improving in-
trusion detection systems (IDSs). This synthetic data is then used to enrich the train-
ing dataset, enabling more accurate identification of malicious activities. The work
in [12] used the GAN model to generate adversarial samples that are used as val-
idation sets, ensuring classifiers perform exceptionally well against even the most
sophisticated adversarial attacks. This framework can effectively detect many types
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of intrusions that target Internet of Thing (IoT) environments, making it a strong so-
lution for protecting these vulnerable connected devices. Besides that, Aloqaily et
al. [13] proposed the GAN-based framework called as IDGAN that generates syn-
thetic network traffic data, including both normal and intrusive patterns. The syn-
thetic data can be used to train machine learning models for IDS, making them more
effective at detecting a wider range of cyber attacks.

Different variants of GAN, such as Vanilla GAN, Wasserstein GAN, and CT-
GAN, have been utilized to synthesize network traffic datasets [14]. These syn-
thetic datasets enhance the training of intrusion detection systems (IDSs), improving
their capability to identify cyber threats. Specifically, CTGAN has been employed
to strengthen IDSs in detecting Distributed Denial of Service (DDoS) attacks in IoT
networks [15]. In this approach, the generator produces synthetic network traffic data
that closely mimics the statistical properties of legitimate traffic patterns, while the
discriminator learns to differentiate between generated legitimate traffic and actual
malicious traffic. By leveraging conditional generation and adversarial training, the
CTGAN-based IDS effectively recognizes patterns in both normal and harmful IoT
network traffic, thereby improving the detection accuracy of DDoS and DoS attacks
and enhancing IoT security.

Beyond CTGAN, the Attention-GAN framework [16] has been introduced to im-
prove IDSs by integrating attention mechanisms with GAN models. The attention
component enhances the model’s ability to focus on the most relevant features, mak-
ing it particularly effective in detecting subtle and complex attack patterns. This tar-
geted focus allows the IDS to better distinguish between benign and malicious traffic,
ultimately increasing detection precision.

Another GAN-based model, AnoGAN [17], has been developed to detect anoma-
lies by learning the normal data distribution and identifying deviations that indicate
potential threats. Similarly, Ming et al. [18] proposed a method combining the Ma-
halanobis distance metric with an autoencoder (AE) to detect anomalous network
traffic. This approach operates in an unsupervised manner, eliminating the need for
labeled data. It employs an enhanced inverse Mahalanobis distance with a threshold
to distinguish normal data from anomalies effectively.

A key innovation in Ming et al.’s work is the integration of AE with GAN, where
the AE’s output is fed into the GAN’s discriminator for adversarial training. The loss
function incorporates outputs from both the AE and the discriminator, enhancing the
AE’s feature extraction capabilities. This combined approach improves the detection
of anomalous network traffic patterns, making it more effective in identifying cyber
threats, even in the absence of labeled training data.

Using generative models to generate synthetic data can significantly enhance the
accuracy of IDSs. By creating realistic network traffic samples, generative models
help to address data scarcity and class imbalance issues, ensuring IDSs are trained
on diverse attack scenarios. These models also enable IDSs to learn complex attack
patterns, improving their ability to detect both known and emerging cyber threats.
Additionally, adversarial training with generative models strengthens IDS robust-
ness by exposing them to evasive attack samples, making them more resilient to
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sophisticated cyberattacks. Overall, incorporating generative models into IDSs leads
to more effective and adaptive cybersecurity solutions.

5.2.3 NETWORK TRAFFIC CLASSIFICATION

Network traffic classification is an important task in network security and manage-
ment, allowing for the identification of different types of network traffic such as web
browsing, video streaming, file sharing, and more. Traditionally, network traffic clas-
sification has relied on approaches, e.g., deep packet inspection, which analyzes the
contents of network packets to infer applications or protocols. However, these tech-
niques can be computationally expensive and have difficulty keeping up with evolv-
ing network traffic patterns. Using generative models can produce synthetic network
traffic samples that are statistically indistinguishable from real traffic, leading to im-
proving accuracy of network traffic classification.

Data augmentation techniques are widely used to address the class imbalance
problem in network traffic classification. One such approach is the GAN-based Traf-
fic Augmentation (TA-GAN) framework [19], which integrates the generation of mi-
nority traffic samples with a feedback mechanism. This feedback mechanism helps
guide the sample generation process while also assessing the quality of the synthe-
sized traffic data, ensuring more effective augmentation. Another notable method
is PacketCGAN [20], which employs a Conditional GAN (CGAN) to generate spe-
cific types of traffic. By leveraging CGAN’s ability to conditionally generate samples
based on class labels, PacketCGAN enhances the diversity and balance of network
traffic datasets. Additionally, the FlowGAN [21] was introduced to tackle class im-
balance in traffic classification by utilizing GAN’s powerful data augmentation capa-
bilities. The FlowGAN generates synthetic traffic data for underrepresented classes,
improving model performance in recognizing minority traffic patterns. Furthermore,
GAN-based data augmentation techniques have also been applied in encrypted traf-
fic classification, as demonstrated in [22], further highlighting their versatility in en-
hancing network security applications.

Zhang et al. [23] developed a network called CAAE that combines a Convolu-
tional Autoencoder (CAE) with adversarial training. As illustrated in Fig. 5.3, in the
CAAE, an encoder maps input data x to a latent representation z, a generator re-
constructs x′ from z, and a discriminator that distinguishes real from fake samples.
Unlike traditional GANs, where real and fake data are typically raw images, CAAE
operates in the latent space, where the real latent vector z is obtained from the en-
coder, and the fake latent vector is sampled from a prior probability distribution. The
discriminator then evaluates whether a given latent vector is real or fake based on
its learned representation. This adversarial training process refines the generator, al-
lowing it to produce more realistic latent representations, ultimately improving the
quality of reconstructed data.

Generative models have proven to be effective in enhancing traffic classification
by addressing class imbalance and improving dataset diversity. By generating high-
quality synthetic traffic samples, these models help machine learning algorithms bet-
ter recognize and classify minority traffic patterns. This leads to more robust and
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Figure 5.7 The framework of CAAE model for anomaly detection.

accurate traffic classification systems, ultimately strengthening network security and
performance.

In conclusion, synthesizing data samples using generative models can signifi-
cantly enhance security applications by providing high-quality, realistic data that
can be used for building various security systems. These models can generate syn-
thetic data that mimics the characteristics of real-world data, including benign and
malicious data samples. This is particularly valuable in scenarios where acquiring
labeled data is difficult, expensive, or time-consuming, such as in cybersecurity. By
augmenting existing datasets with generated data samples, security applications can
improve their ability to detect anomalies, identify intrusions, and respond to threats
more effectively. Furthermore, synthetic data can help in simulating rare attack sce-
narios, allowing security systems to be better prepared for potential vulnerabilities.
Overall, the use of generative models for data synthesis not only bolsters the robust-
ness of security measures but also contributes to more comprehensive and adaptive
defenses against evolving threats.

5.3 SUMMARY
This chapter focuses on the application of Generative AI techniques in cybersecurity,
with an emphasis on synthetic data generation to enhance detection and classifica-
tion systems. It introduces a variety of powerful generative models, including Vari-
ational Autoencoder (VAE), Generative Adversarial Network (GAN), Conditional
GAN (CGAN), Adversarial Autoencoder (AAE), and Conditional Tabular GAN
(CTGAN). These models are explored in the context of generating high-quality, re-
alistic synthetic data to address challenges such as data scarcity and class imbalance.
The chapter demonstrates how generative models are applied across key cybersecu-
rity domains, including malware detection, anomaly/intrusion detection, and network
traffic classification. By leveraging generative AI for data augmentation, these appli-
cations benefit from more robust and accurate machine learning models, ultimately
improving the resilience of cybersecurity systems.
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6 Generative AI for Sequence
Learning in Cybersecurity

Generative models have received significant attention and demonstrated consider-
able promise across various domains, particularly in cybersecurity. In the field of
sequence learning, which focuses on modeling and generating sequential data, these
models have proven effective in addressing critical challenges in cybersecurity. No-
table applications include phishing detection, spam filtering, and network data analy-
sis, where generative models have shown their potential to enhance security measures
and improve threat detection. This chapter presents and analyzes various generative
models for sequence learning and their applications to important problems in cyber-
security.

6.1 AUTOREGRESSIVE MODELS FOR SEQUENCE LEARNING
Autoregressive models are a class of machine learning (ML) models that automati-
cally predict the next component in a sequence by taking measurements from previ-
ous inputs in the sequence. Autoregression is a statistical technique that is often used
in time-series analysis based on the assumption that the current value of a time se-
ries is a function of its past values. Autoregressive models use similar mathematical
techniques to determine the probabilistic correlation between elements in a sequence.
They then use the knowledge derived to predict the next element in an unknown se-
quence.

Autoregressive models are an important component of many advanced generative
models for sequence learning. In this section, we will discuss some well-known gen-
erative models for sequence learning. Specifically, this chapter will investigate the
variants of Recurrent Neural Networks, Encoder-Decoder Architecture, Attention
mechanism, and Transformer models.

6.1.1 RECURRENT NEURAL NETWORK VARIANTS

A recurrent neural network (RNN) is a deep learning model that is trained to process
and convert a sequential data input into a specific sequential output. Sequential data,
such as words, sentences, or time-series, is a special data type where sequential com-
ponents interrelate based on complex semantics and syntax rules. The fundamental
principle of recurrent neural networks has been analyzed in Chapter 1. In this section,
we will investigate some variants of RNN including, LSTM, Bi-LSTM and GRU.

Long Short Term Memory networks: Long Short Term Memory net-
works(LSTMs) are a special kind of RNNs that are specially designed to address
the long-term dependency problem in RNN. LSTMs were introduced by Hochreiter
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and Schmidhuber in 1997 [1]. After that, they were improved and widely applied to
many problems, and they are proven to perform tremendously well on a large variety
of problems.

LSTMs also have a chain structure similar to RNNs. However, the repeating mod-
ule has four neural network layers as in Figure 6.1 instead of a simple layer in RNNs.
Moreover, four networks in LSTMs interact in a very special way to learn long-term
dependencies.

Figure 6.1 Repeating module in LSTMs

The core component in LSTMs is the cell state. The cell state attempts to convey
the information from the current step to the next step. Other components in LSTMs
are the gates. The gates are used to filter the information that is passed to the next
step. The gates are implemented using a sigmoid layer and a pointwise multiplication
operation. The sigmoid layer decides how much information is passed through. Each
LSTM block has three gates to regulate information that passes through the cell state.

The flow of processing information in LSTMs includes three steps:

• First, the forget gate is used to eliminate the information from the cell state
using a sigmoid layer. It receives the hidden state of the previous step Ht−1
and the current input xt and outputs a number in range [0, 1]. If the output
of the sigmoid layer is 1, all the information is passed to the next step.
Conversely, if the output is 0, all information is eliminated. Formally, the
output of the sigmoid layer ft is calculated as follows:

Ft = σ(Wf .[Ht−1,xt ]) (6.1)

• Second, the input gate is used to store in the cell state. A sigmoid layer It in
the input gate decides which values will be updated. Next, a vector of new
candidate C′t values is created through a tanh layer.

It = σ(Wi.[Ht−1,xt ]) (6.2)

C̃t = tanh(Wc.[Ht−1,xt ]) (6.3)
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• Third, the new cell state is updated from the old cell state. This is imple-
mented by multiplying the old state Ct−1 by Ft to forget the less relevant
information from the previous step. Then we add it to the new updated in-
formation C̃t by scaling It with C̃t .

Ct = Ft ∗Ct−1 + It ∗Ct (6.4)

• Last, the output is calculated based on the previous hidden state Ht−1, the
input xt , and the new hidden state is updated as follows:

Ot = σ(Wo.[Ht−1,xt ]) (6.5)

Ht = Ot ∗ tanh(Ct) (6.6)

Compared to standard RNNs, LSTM networks have several advantages, partic-
ularly in handling long dependencies in sequential data. They effectively mitigate
the vanishing gradient problem, allowing for better training over extended sequences
and providing robustness against noisy data. However, LSTMs also have drawbacks,
including their complexity and resource-intensive nature, which can lead to longer
training times and higher computational demands. In addition, their ability to learn
intricate patterns makes them prone to overfitting, especially with limited data. Fur-
thermore, LSTMs can be difficult to interpret, complicating the understanding of
their decision-making process, and they often require careful tuning of hyperparam-
eters to achieve optimal performance.

Gated Recurrent Unit (GRU): (GRU) improves LSTM models by combining
the forget and input gates into a unified gate. It also combines the cell state with
the hidden state, thus the resulting model is simpler than the standard LSTM mod-
els while maintaining comparable performance. The structure of the GRUs block is
presented in Figure 6.2, and the flow of processing information is as follows:

Zt = σ(Wo.[Ht−1,Xt ])
Rt = σ(Wr.[Ht−1,Xt ])
H̃t = tanh(W.[Rt ∗Ht−1,Xt ])
Ot = σ(Wo.[Ht−1,Xt ])
Ht = (1−Zt)∗Ht−1 +Zt ∗ H̃t

(6.7)

This simple design enables GRUs to efficiently process information over time.
Their ability to selectively retain or discard information helps mitigate issues like
the vanishing gradient problem, allowing for effective training on long sequences.
Additionally, GRUs typically require fewer parameters than LSTMs, which can lead
to faster training times and reduced computational requirements. However, like other
recurrent architectures, they can still be prone to overfitting and may require careful
hyperparameter tuning for optimal performance.

Bidirectional LSTM: BiLSTM [3] is an extension of traditional LSTMs to pro-
cess the sequence information in both directions, backward (future to past) or for-
ward (past to future). By processing information in both directions, the models are
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Figure 6.2 Repeating module in GRUs

able to better understand the relationship between sequences since they learn the
relationship of both following and preceding elements in sequence.

Figure 6.3 Bi-LSMT architecture

The architecture of BiLSTMs consists of two unidirectional LSTMs: one pro-
cesses the sequence in forward and the other processes in backward directions. For
a given input, both LSTM networks return a probability vector at the output, and
the final output is the combination of the two probabilities. Figure 6.3 presents the
architecture of a BiLSTM in detail.

The dual approach in bi-LSTMs allows them to capture contextual information
from both directions, making them particularly effective for tasks where understand-
ing the entire sequence is crucial. By combining the outputs from both directions,
bi-LSTMs can better understand the context and variation of the data, leading to
improved performance on various applications. However, this increased complexity
comes with a higher computational cost and a greater number of parameters, which
may necessitate more extensive training data and resources. Overall, bi-LSTMs are
a powerful tool for modeling sequential data, offering enhanced context awareness
and improved accuracy in many scenarios.
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6.1.2 ENCODER-DECODER ARCHITECTURE

Encoder-decoder architecture [4] is the core component in sequence-to-sequence
(Seq2Seq) models. Seq2Seq is a deep learning model used to process data in se-
quential format. This model is designed to handle input sequences of variable length
and generate output sequences of varying length. Thus, it is suitable for various tasks
in NLP like machine translation, text summarization, speech recognition, etc.

Figure 6.4 Encoder-Decoder architecture

An encoder-decoder architecture includes two subnetworks in Figure 6.4.
Encoder: The encoder receives the input and extracts its important information.

The encoder is often an RNN, an LSTM, or other variants. It processes the input
step by step to accumulate knowledge in a fixed-size context vector. Typically, the
encoder includes the following three components:

• Embedding Layer: This layer converts the elements in the input into a con-
tinuous vector representation, making them suitable for neural network pro-
cessing.

• Recurrent Layer (or Transformer): After the embedding layer is the recur-
rent layer, such as RNNs or LSTMs. This layer processes the embedded
input sequence step by step. Modern encoder-decoder architecture may use
parallelizable transformer-based encoders to improve performance.

• Context Vector: The encoder accumulates information from the input se-
quence into hidden states. The last hidden state (the state of the end of the
input) is the context vector. This vector aggregates the essence of the input
sequence and serves as the starting point for the decoder.

Decoder: The decoder receives the context vector as input. It then generates the
output sequence over each step. At one step, the decoder gets the input from the pre-
vious output and the context vector. Like the encoder, the decoder are also an RNN,
an LSTM, or other sequential modeling techniques to produce the output sequence.
The decoder also consists of the following three layers:

• Embedding Layer: This layer aims to transform the input sequence (or in-
dividual elements) into continuous vector representations.

• Recurrent Layer (or Transformer): The next layer of the decoder is also the
recurrent layer ( or transformer) that processes the embedded input. This
layer takes both the context vector and the previously generated elements as
input to generate the output sequences step by step.
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• Output Layer: In every step, the decoder outputs a probability distribution
over all possible output values. The output element is then determined using
this distribution. The output layer is often a softmax function that transforms
the model output values into probabilities.

The encoder-decoder architecture is a powerful model for handling sequences of
varying length. Thus, it has been applied to various problems. However, the standard
encoder-decoder also has a limitation in capturing long sequence dependency. The
reason is that it must learn to capture and compress all relevant information in the
fixed context vector and effectively decode it into the output sequence. The attention
techniques in the following subsection are proposed to address this limitation.

6.1.3 ATTENTION

The critical and apparent limitation of seq2seq models is that the context vector is
fixed. This hinders the capability of remembering long sentences. Seq2seq models
often forget the first parts of the sequence once they complete processing the whole
input.

The attention mechanism was proposed in 2014 [5] to address the limitation of
seq2seq models in memorizing long information in the input. Attention mechanism
is different from the standard seq2seq model in the way it connects from the encoder
to the context vector. Instead of connecting the context vector to only the last hidden
state of the encoder, the attention mechanism creates shortcuts between the context
vector and the entire input. Moreover, the weights of these shortcut connections are
updated when training the model.

Because the context vectors are connected to the entire input sequence, the forget-
ting problem is solved. Moreover, the relationship between the input and the target
is learned through the context vector. In other words, the more important input will
likely have a greater weight value than the less relevant input. This is the reason why
the mechanism is called attention (the output pays more attention to the more rele-
vant input). Figure 6.5 shows the architecture of the attention scheme for a machine
translation problem.

Formally, the attention mechanism is defined as follows. Let x = [x1,x2, ...xn] be
the input sequence, y = [y1,y2, ...,ym] be the output sequence and h = [h1,h2, ...hn]
be the hidden state of the seq2seq with attention mechanism, then the context vector
for the output at position t is calculated as follows:

ct =
n

∑
i=1

αt,i.hi (6.8)

where αt,i presents the alignment (the relevance) between the output at position t (yt )
and the input xi. Specifically, it is calculated as follows:

αi,t =
exp(et,i)

∑
n
k=1 exp(et,k)

(6.9)
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Figure 6.5 Attention architecture

Here, et,k = score(st ,hk) is the score to measure the matching between the input at
position k and the output at position t. This is often implemented by a feed-forward
network with a single hidden layer and jointly trained with other parts of the model.
For a network with tanh function, the score function is therefore defined as follows:

score(st ,hk) =Wc.tanh(Wa.[st ,hk]) (6.10)

where Wc and Wa are two weight matrices of the alignment network.
Attention helps to solve the problem of the dependencies between the source and

the target sequence. Thus, it leads to big improvements in machine translation [5].
Subsequently, it received paramount interest from the research community. There
have been a large number of attention mechanisms developed for various applica-
tions. These attention mechanisms are often distinguished in the way the attention
score is calculated. For example, Graves et al. proposed Content-based attention in
[6] where the attention score is calculated based on the cosine similarity between the
hidden state of the encoder and the decoder.

score(st ,hi) = cosine[st ,hi] (6.11)

Luong et al. [7] proposed the Dot-Product attention, where the attention score is
simply the dot product between the hidden state of the encoder and the decoder.

score(st ,hi) = s⊤t hi (6.12)

Vaswani et al. [8] proposed Scaled Dot-Product, that is very similar to the Dot-
Product attention except with a scaling factor corresponding to the dimension of the
source hidden state.

score(st ,hi) =
s⊤t hi√

n
(6.13)

where n is the dimension of the source hidden state.
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6.1.4 TRANSFORMER

Transformer [8] aims to improve the performance of the attention mechanism based
on RNN. Transformer is built based on three key concepts: Self-attention, Key, Value
and Query, and Multi-Head attention.

Self-attention: Self-attention [9] is a type of attention mechanism that allows us
to decide how important each part of an input sequence is. Self-attention makes it
possible to find dependencies and connections in the input data. Specifically, self-
attention calculates the weights between each element in the input sequence, allow-
ing it to focus on the relevant input factors for a given task. This mechanism performs
very well because it can learn the long-term dependencies and relationships in the
input sequence, leading to performance improvement on many tasks.

The formal definition of self-attention is as follows. Given an input sequences,
x1, . . . ,xn, where xi ∈Rd , the self-attention produces an output sequence y1, . . . ,yn of
the same length, where yi is calculated based on the input at step i and the similarity
of xi with other values in the input sequence.

Self-attention is widely used in many problem domains especially in natural lan-
guage processing (NLP). For example, self-attention significantly improves perfor-
mance in various applications [10].

Key, Value, and Query: The second important concept in the transformer is Key,
Value, and Query. The transformer considers the encoded representation of the input
as a set of key-value pairs (K,V) and the output as the query vector. Figure 6.6
demonstrates how Key, Value and Query are calculated in an attention mechanism.

Key: The key vector K is the representation of each element in the sequence. It
presents the context or the reference to support the prediction task. The key vector

Figure 6.6 Key, Value, and Query in attention
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K is calculated by multiplying the embedding vector X with a weights matrix W k of
the encoder as follows:

K = X ·W k (6.14)

Value: The value vector V presents the content that is being used to find the answer
to the query. For example, in NLP problems, the value presents the meaning of each
word in general, not specifically for this sentence. The value vector is also calculated
by passing the embedding vector through another weight matrix Wv of the encoder,
as in Equation 6.15.

V = X ·W v (6.15)

Query: The query vector presents the information that is expected to get at the
output. The query vector Q is derived by passing the embedding of the previous
output to a weight matrix W q of the decoder, as in Equation 6.16.

Q = X ·W q (6.16)

The transformer employs scaled dot-product attention, producing an output that
is a weighted sum of the values. The weight assigned to each value is determined by
the dot product between the query and all the keys.

Attention(Q,K,V) = softmax(
QK⊤√

n
)V (6.17)

where n is the size of the vector K .
Multi-Head Self-Attention: The multi-head mechanism executes the scaled dot-

product attention several times concurrently, as illustrated in Figure 6.7.

Figure 6.7 A multihead attention layer with four heads

Each attention head learns its own unique attention mechanism. Subsequently, the
outputs from all heads are concatenated, enabling the model to capture more intricate
relationships. Formally, multi-head attention is defined as:

MultiHead(Q,K,V) = [head1; . . . ;headh]WO (6.18)
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where W 0 is the weights of the final matrix to project the concatenated vector into
the desired output size and headi = Attention(QWQ

i ,KWK
i ,VWV

i ) is the ith attention
head.

It is noted that the learnable parameters of all multi-head attention layers consist
of only three densely connected weights matrices (W Q

i ,W K
i ,WV

i ) and convolutions
and recurrent mechanisms are not used in a multi-head attention layer.

Encoder: The transformer architecture introduced in [8] also includes an en-
coder and a decoder. The encoder creates representations that enable the model to
pay attention to specific information within the input. In [8], the encoder is com-
posed of a stack of six identical layers. Each layer contains two sub-components: a
multi-head self-attention mechanism and a feed-forward network. Additionally, each
sub-layer incorporates residual connections and layer normalization. All sub-layer
outputs share the same dimensionality, dmodel = 512.

Decoder: The decoder’s purpose is to generate outputs based on the encoded rep-
resentation. The decoder also consists of six identical layers, each containing two
multi-head attention mechanisms and one fully connected feed-forward network.
Each sub-layer incorporates layer normalization and residual connections. Addition-
ally, the first multi-head attention sub-layer is masked to prevent it from attending
to future positions in the sequence, ensuring that predictions for the current output
are not influenced by subsequent tokens. This masking is necessary because future
information cannot be accessed when generating the current output.

Overall, transformers are a revolutionary architecture in the field of deep learning,
particularly for natural language processing tasks. Unlike RNNs and LSTMs, trans-
formers do not process data sequentially, which significantly speeds up training and
allows for better parallelization. Their layered structure, consisting of encoder and
decoder components, enables them to perform well in various tasks, including trans-
lation, summarization, and sentiment analysis. Transformers have also paved the way
for large-scale pre-trained models like BERT and GPT, which have set new bench-
marks across multiple NLP tasks. Thus, transformers have transformed the landscape
of machine learning, leading to impressive advancements in language understand-
ing and generation. However, they do require substantial computational resources,
particularly for training on large datasets, and may not perform as well on smaller
datasets without fine-tuning.

6.2 CYBERATTACK DETECTION
This section presents the application of generative AI to cyberattack detection. Par-
ticularly, this section will highlight the application of auto-regressive models, other
generative models on phishing detection, email spam detection, and network data
analysis.

6.2.1 PHISHING DETECTION

Phishing attacks aim to steal confidential information from cyberspace users using
various sophisticated techniques. Phishing attacks are considered one of the most
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dangerous cyber attacks. According to a report by Proofpoint [11], phishing attacks
cost large organizations almost 15 million USD annually, or more than 1,500 USD
per employee in 2021. In another report, the Anti-Phishing Working Group (APWG)
shows that after the COVID-19 pandemic in March 2020, the number of phishing
attacks dramatically increased everywhere [12].

There are various types of conducting phishing attacks including phishing through
content injection, social engineering, online social networks, and mobile applica-
tions [13]. The most common form of phishing attacks is through emails that often
send an email message to scare users to take some immediate actions. In addition,
phishing attacks can also target other media types such as online social networks,
forums, mobile apps, and messaging platforms [14]. Recently, phishing attacks have
also targeted some emerging systems like blockchain platforms. These attacks may
result in financial loss, the loss of Intellectual Property (IP), and also valuable con-
fidential user information. More importantly, phishing attacks reduce the trust of the
community and even influence national security [15]. Subsequently, phishing detec-
tion is more urgent nowadays than ever before.

There have been a number of techniques developed for phishing attack detec-
tion and prevention. The simplest solution is collecting information about attackers
and adding them to a blacklist [16]. The blacklist can be gathered from some plat-
forms such as PhishTank, SafeBrowsing, SmartScreen, and then added to the web
browser [17]. The blacklist can also be added to some specialized security software,
such as Intrusion Detection System (IDS) or Intrusion Prevention System (IPS) [18].
However, the shortcoming of the blacklist method is that it can not detect zero-day
phishing attack, which is related to a newly designed phishing site. This is because
the newly designed site will not be added to the blacklist for a while. Moreover, the
effort to collect and manage blacklists is often very high since phishing websites are
created quickly and they often stay for a very short time.

Due to these obstacles of the blacklists-based detection approach, recently, ma-
chine learning, specially generative AI, has been developed to detect phishing at-
tacks. Generally, there are two approaches of applying generative models to phish-
ing detection. The first approach is to use generative models such as large language
models (LLMs), GAN, and VAE to generate synthetic phishing websites/emails to
augment the training dataset. The second approach is to use autoagressive models
and LLMs to learn the representation of phishing websites/emails.

In the first approach, generative models are used to create phishing data. This
synthesized data is then used to enlarge the training datasets for phishing detection
problems. There are several approaches to generate phishing data using generative
models:

• Text generation: Generative models like LLMs can create realistic phishing
emails or messages by mimicking common language patterns used in legiti-
mate communications [19]. These models can be trained on large datasets of
phishing and legitimate emails to learn the structure and style of deceptive
messages.



Generative AI for Sequence Learning in Cybersecurity 135

• Email templates: Generative models can create email templates that resem-
ble those of reputable organizations, including logos, formatting, and per-
suasive language designed to trick users into providing sensitive informa-
tion [20].

• Website generation: Generative AI can generate fake websites that closely
resemble legitimate sites, including similar layouts, graphics, and user in-
terfaces [21]. This can involve using tools that automate the creation of web
pages based on existing templates.

• Social engineering content: Generative AI can create entire phishing sce-
narios, including social engineering tactics that exploit psychological trig-
gers [22]. This can include fake alerts, urgent requests, or offers that encour-
age victims to act quickly without thinking.

There have been many researchers who have paid attention to utilize generative
models to augment phishing datasets during training detection models. For example,
Anand et al. [23] addressed the imbalanced classes of the phishing URL detection
problem using GANs. They trained a GAN to learn the string pattern statistics of
URLs in the minority class and then used the GAN’s generator to generate syn-
thetic URLs. Both the generator and discriminator were LSTM networks. They con-
ducted the experiments on the PhishTank and Common Crawl repositories, and the
results demonstrate significant performance improvements after using the proposed
solution. Robic-Butez and Win [24] proposed a novel method of detecting phishing
websites using a GAN. They first extract features of phishing sites using internal
structural, source code, and Metadata. They then train a GAN model where the dis-
criminator attempts to distinguish between the phishing features and the generated
features. After training, the discriminator is used to classify between phishing sites
and legitimate sites. Sern et al. [25] propose PHISHGAN to generate a common type
of phishing attacks: Homoglyph attacks. The authors convert the domain name into
a grey image of shape 40x400x1 using the Python Pillow package. After that, they
train a GAN model where the generator attempts to generate a phishing domain im-
age and the discriminator aims to identify the real and the fake images. After training,
the generator is used to produce various sets of homoglyph images. The experiment
results show that PHISHGAN is more efficient than state-of-the-art algorithms like
Pix2Pix and CycleGAN in generating homoglyph images.

Recently, Al-Ahmadi [26] proposed PDGAN to detect phishing attacks using only
the website’s uniform resource locator (URL). The authors use a long short-term
memory network (LSTM) as a generator to generate synthetic phishing URLs and
a convolutional neural network (CNN) as a discriminator to determine whether the
URLs are phishing or legitimate. The experiments conducted on the PhishTank and
DomCop datasets show that PDGAN achieves a detection accuracy of 97.58% and
a precision of 98.02% which are higher than the state-of-the-art models. Shirazi et
al. [27] proposed two adversarial models, namely Adversarial Autoencoder (AAE)
and Wasserstein Generative Adversarial Network (WGAN), for generating synthetic
phishing data. The authors also investigate five hypotheses of the generated data,
in which two interesting conclusions include: (i) synthesized samples are difficult
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to distinguish from actual data. (ii) augmenting the dataset with synthesized sam-
ples improves the accuracy of detection models with respect to the original samples.
Moreover, adding some correctly labeled synthesized data in the training set helps
models become more robust to exploratory attacks. Roy et al. [19] explore the poten-
tial of using four popular commercially available LLMs, i.e., GPT 3.5 Turbo, GPT
4, Claude, and Bard, to generate functional phishing attacks using a series of ma-
licious prompts. They also discovered that these LLMs can generate both phishing
websites and emails that can convincingly imitate well-known brands and elude de-
tection mechanisms employed by anti-phishing systems. They then train a detection
model using BERT and a transfer learning approach. Their model attains an average
accuracy of 96% for phishing website prompts and 94% for phishing email prompts.

In the second approach, autoregressive models, e.g, variants of LSTM networks
and transformers, are often used to directly learn from the text of a URL or a phishing
site’s content. By processing data in the sequence, these models can extract relevant
features that characterize phishing attempts. They can also learn patterns related to
common phishing phrases, URL structures, or specific formatting that distinguishes
phishing from legitimate communications. For instance, Bahnsen et al. [28] proposed
to apply LSTM for phishing detection. They use an LSTM network to directly learn
a representation from the URL’s character sequence instead of manually extracting
the features. The experimental results on two well-known benchmarking PhishTank
and Common Crawl show that the LSTM approach provided a higher accuracy rate
and F1 score than the Random Forest classifier. Shivangi et al. [29] proposed a tool
to analyze URLs and detect malicious ones using LSTM networks. These models ex-
tracted the features from the URLs automatically and used these features to classify
the input URLs. The dataset used in the experiments was obtained through search en-
gines, PhishTank, and the Twitter Streaming API. Their results show that the LSTM
network achieved higher accuracy than the traditional neural networks, i.e. MLP.
Moreover, they also deployed their model as an extension of the Google Chrome
browser to provide the user with a safer browsing experience. Peng et al. [30] pro-
posed a method based on the combination of Attention mechanism with Convolu-
tional Neural Network and Long Short-Term Memory Network (Attention-Based
CNN-LSTM) for detecting malicious Uniform Resource Locators (URLs). The at-
tention mechanism allows us to identify the important role of different features in
the input URLs. The malicious URLs were collected from PhishTank, while benign
URLs were collected from popular websites. According to the results, the statistical
features of the URL contributed most to detecting malicious URLs.

Recently, Large Language Models (LLMs) have been utilized for phishing de-
tection due to their advanced capabilities in natural language processing tasks, as
highlighted in [31]. Jamal and Wimmer [32] enhanced Transformer-based models
for identifying phishing, spam, and ham emails by fine-tuning BERT family models
specifically for this purpose. Their research demonstrated that these fine-tuned mod-
els effectively classify emails in both balanced and unbalanced datasets, improving
detection accuracy for phishing and spam emails. This work can be considered as one
of the first steps towards employing LLMs to improve phishing detection accuracy.
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Amaz and Sarker [33] introduced an optimized, fine-tuned transformer-based Distil-
BERT model for phishing email detection. Through our experiments on the phishing
email dataset, they showed that their fine-tuned model achieves higher accuracy than
the pre-trained model. Moreover, they also demonstrate the explainable capability
of the technique to explain how the model makes predictions in the context of text
classification for phishing emails. Koide et al. [34] proposed a system that uses large
language models (LLMs) to detect phishing emails called ChatSpamDetector. The
ChatSpamDetector system first converts email data into a prompt suitable for LLM
analysis. After that, the prompt is input to the LLMs to verify whether an email is
phishing or not. They conducted an evaluation using a large phishing email dataset
and compared their system to several LLMs and baseline systems. The experimental
results show that their system using GPT-4 achieves an accuracy of 99.70%. This is
evidence for the ability of LLMs as a potentially powerful tool in the fight against
email-based phishing threats.

Overall, generative AI has significantly enhanced phishing detection by learn-
ing the underlying characteristics of phishing data and augmenting training datasets.
Techniques such as Generative Adversarial Networks (GANs) and Variational Au-
toencoders (VAEs) can create convincing phishing email templates that mimic le-
gitimate communications, providing valuable training data for detection systems.
These models, such as LLMs, also learn complex patterns and features characteristic
of phishing attempts, improving the ability to identify deceptive tactics. Addition-
ally, generative AI can model the sequential nature of phishing emails, allowing for
better contextual understanding and adaptation to evolving phishing strategies. By
generating synthetic user profiles and diverse phishing examples, generative AI has
strengthened the effectiveness and robustness of phishing detection systems.

6.2.2 EMAIL SPAM DETECTION

Email spam, also often referred to as junk email, consists of unsolicited messages
sent in bulk, typically for advertising purposes or to promote scams. Email spam is a
persistent problem that affects individuals, businesses, and organizations worldwide.
According to research by Dekker published in Eftsure [35], in 2023, spam accounts
for 14.5 million messages globally per day, and this makes up 45% of all emails.

This pervasive issue affects individuals and organizations, leading to significant
economic and security concerns [36]. Spam not only makes it difficult for users to
find legitimate messages, but it also poses serious risks by often containing phishing
attempts, malware, or other malicious content. The financial impact of spam can be
substantial, incurring costs related to lost productivity, network bandwidth, and po-
tential data breaches. Moreover, as spammers become increasingly sophisticated, the
threat to cybersecurity intensifies, necessitating robust filtering and detection mea-
sures to protect users and maintain the integrity of email communications.

The widespread use of email spam has led to an increased need for effective spam
detection mechanisms to filter out unwanted and potentially harmful messages from
users. Email spam detection involves the application of various techniques, ranging
from rule-based filters to sophisticated machine learning algorithms, to identify and
classify spam emails accurately.
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Rule-based filtering is one of the traditional and widely used techniques for email
spam detection. It involves the application of predefined rules or heuristics to iden-
tify spam emails based on specific characteristics or patterns. The popular rule-based
techniques include keyword matching [37], blacklist filtering [38], and email struc-
ture analysis [39]. Rule-based filtering is relatively simple to implement and can
provide effective spam detection in some cases. However, it has limitations, such
as being less adaptable to evolving spamming techniques and potentially generating
false positives or false negatives.

To address the limitations of rule-based techniques, more advanced techniques
including machine learning [40] and deep learning [41] have been employed to im-
prove spam detection accuracy. Machine learning algorithms can identify patterns
in the spam email and adapt their detection criteria based on new data. Thus, they
improve the detection accuracy over time. However, traditional machine learning
algorithms often require experts to handcraft relevant features from the email data,
which can be time-consuming and may not capture the full complexity of spam email
patterns. Moreover, machine learning models may struggle to effectively process un-
structured data like email text, images, or attachments, which limits their ability to
leverage the rich information present in emails. Conversely, deep learning models
can effectively process unstructured data like email text, images, and attachments,
enabling them to leverage the rich information present in emails to achieve better
accuracy. Additionally, deep learning models can automatically extract relevant fea-
tures from raw data, reducing the need for manual feature engineering. This end-
to-end learning approach allows them to handle complex and diverse spam email
patterns without relying on handcrafted rules or heuristics [42].

Recently, generative models have been employed for spam email detection. Most
of the previous research on applying the generative models for spam email detec-
tion employs autoagressive models to learn representation of spam email. For ex-
ample, Wanda et al. [43] proposed the GRU model for effective spam detection in
emails. The proposed GRUSpam model automatically extracts high-level features
from spam messages to enhance the accuracy of spam detection. The experiments
show the promise results in addressing the evolving landscape of spam and improv-
ing detection efficiency. Specifically, GRUSpam outperforms traditional classifiers
like decision trees, K-Nearest Neighbor, and Support Vector Machines. Zavrak and
Yilmaz [44] proposed a novel technique for email spam detection that combines
convolutional neural networks, gated recurrent units, and attention mechanisms. The
attention mechanism allows the model to focus on the necessary parts of the email
text. Moreover, the combination of CNN and GRN helps to extract both temporal
and spatial features from the emails. Based on the cross-dataset evaluation results,
the proposed technique advances the results of the present attention-based techniques
by utilizing temporal convolutions. Ghanem and Erbay [45] proposed a novel deep
learning model called Contextualized Bi-directional Long Short Term Memory neu-
ral network (CBLSTM) to address the spam texts problem on social networks. They
used a bidirectional long short-term neural network with embedding from language
models to handle the “out of vocabulary” problem in spam email. The experimental
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results on three benchmark datasets show that the proposed method achieves high
accuracy and outperforms the existing state-of-the-art methods to detect spam on
social networks.

More recently, LLMs have also been utilized for spam email detection. Due to
the ability to understand and analyze natural language, LLMs enhance the effective-
ness and accuracy of spam detection systems, making them more robust to evolving
spam strategies. For instance, Labonne and Moran [46] investigated the effectiveness
of large language models (LLMs) in email spam detection. They compare promi-
nent models from three distinct families: BERT-like, Sentence Transformers, and
Seq2Seq in four public datasets. The experimental results reveal that LLMs often
surpass the performance of the popular baseline techniques, particularly in few-shot
scenarios. The authors also introduce Spam-T5, a model that has been specifically
adapted and fine-tuned for the purpose of detecting email spam, and this model sur-
passes baseline models and other LLMs in the majority of scenarios, particularly
when there is a limited number of training samples available. Wu et al. [47] evaluated
the performance of ChatGPT for spam email detection in English and Chinese email
datasets. The authors employ ChatGPT for spam email detection using in-context
learning, which requires a prompt instruction and a few demonstrations. The exper-
iments show that the performance of ChatGPT is not better than deep supervised
learning methods in the large English dataset. However, ChatGPT presents supe-
rior performance on the low-resourced Chinese dataset, even outperforming BERT.
Roumeliotis et al. [48] address the persistent challenges of spam emails and phish-
ing attacks by introducing a cutting-edge approach to email filtering. They combine
the capabilities of advanced language models, particularly the state-of-the-art GPT-4
Large Language Model (LLM), along with BERT and RoBERTa Natural Language
Processing (NLP) models. Through an extensive literature review, experimentation,
and evaluation, they demonstrate the effectiveness of the proposed approach in accu-
rately identifying spam and phishing emails while minimizing false positives. They
also show the potential of fine-tuning LLMs for specialized tasks like spam classifi-
cation, offering enhanced protection against evolving spam.

Generally, the research on the application of generative AI techniques, such as
Large Language Models (LLMs), generative adversarial networks (GANs) or vari-
ational autoencoders (VAEs) and Autoregressive models for spam email detection
has received limited attention from the research community. Despite the advance-
ments in generative AI, the majority of existing literature on spam email detection
has predominantly focused on discriminative models and traditional machine learn-
ing algorithms. The lack of research papers exploring the application of generative
AI to spam email detection presents an opportunity for future research. Future stud-
ies could investigate how generative AI models can be used to generate synthetic
spam emails for training robust detection models. Research could also explore the
use of generative models to generate countermeasures to enhance the resilience of
spam detection systems. Furthermore, the application of LLMs also opens a poten-
tial direction to improve the accuracy and efficiency of spam email detection systems.
Overall, there is significant potential for future research to explore the application of
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generative AI in spam email detection. Generative AI could offer new insights and
approaches to tackle this persistent problem.

6.3 NETWORK DATA ANALYSIS
This section discusses the application of generative AI in network data analysis.
Specifically, we will discuss the applications of generative models in network traffic
analysis, software logs analysis, and system call analysis.

6.3.1 NETWORK TRAFFIC ANALYSIS

Network traffic analysis [49] is the process of inspecting and examining data packets
flowing through a computer network. It involves monitoring and analyzing network
traffic to gain insights into network behavior, identify potential security threats, and
optimize network performance. Network traffic analysis allows the examination of
network traffic patterns, protocols, and packet payloads to detect anomalies, such as
malicious activities unauthorized access attempts. Moreover, it also aids in network
troubleshooting by identifying latency issues and performance bottlenecks. Overall,
network traffic analysis is a fundamental practice for maintaining a secure and effi-
cient network infrastructure.

There are several approaches to network traffic analysis that are commonly used in
practice, such as signature-based analysis, statistical analysis and machine learning-
based analysis. Signature-based techniques [50] for network traffic analysis identify
specific patterns or signatures associated with malicious activities. These techniques
rely on predefined rules or signatures that represent known vulnerabilities, exploits,
and attack types. When network packets are analyzed, any match against these sig-
natures triggers an alert, allowing security systems to respond swiftly to potential
threats. This method is particularly effective for detecting established malware, net-
work intrusions, and other forms of attacks that have been previously cataloged.
However, signature-based detection struggles with zero-day attacks and sophisti-
cated, evolving malware that may not have identifiable signatures.

Statistical analysis for network traffic analysis involves examining data patterns
and trends within network communications to identify anomalies and potential se-
curity threats [51]. Using statistical methods allows for the detecting deviations that
may indicate malicious activity, such as unusual spikes in traffic, abnormal packet
sizes, or irregular communication patterns between devices. Techniques such as
time-series analysis, clustering, and hypothesis testing are employed to evaluate the
frequency and distribution of network events. This approach provides valuable in-
sights into network performance and security, helping to uncover hidden threats
that signature-based methods might miss. Furthermore, statistical analysis can fa-
cilitate proactive monitoring, enabling organizations to respond promptly to emerg-
ing vulnerabilities and optimize their network infrastructure for better security and
efficiency. However, statistical analysis often fails to detect threats if they do not
significantly deviate from established patterns. Additionally, the reliance on base-
line behavior means that any changes in legitimate traffic, such as those due to
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network upgrades or seasonal variations, can distort the analysis. Furthermore, statis-
tical methods often lack adaptability to new and sophisticated attacks, making them
less effective against evolving threats.

Recently, machine learning has emerged as a powerful tool for network traffic
analysis [52]. Machine learning offers advanced capabilities to detect and respond
to security threats in real-time. ML models allow learning from historical data and
identify patterns to detect unknown or emerging threats. Additionally, ML-based
models can learn intricate relationships in network traffic data and make accurate
predictions, leading to more reliable detection outcomes. Moreover, ML models can
adapt to changes in network infrastructure and new applications without requiring
manual updates, ensuring their effectiveness in dynamic network environments.

Recently, generative models utilizing deep neural networks have been applied to
improve network traffic analysis. For instance, models like GANs and VAEs are em-
ployed to synthesize data for network analysis tasks. Ring et al. [53] introduced a
methodology for generating realistic flow-based network traffic using Generative
Adversarial Networks (GANs). They proposed three preprocessing techniques to
convert flow-based data into continuous values and developed a domain knowledge-
based evaluation method to assess the quality of generated traffic. Their experiments,
conducted on the CIDDS-001 dataset, revealed that two of the three preprocessing
approaches produced high-quality synthetic data.

Xu et al. [26] presented STAN (Synthetic network Traffic generation with Autore-
gressive Neural models), which generate realistic synthetic network traffic datasets
for downstream applications. The model captures both temporal dependencies and
attribute relationships at any given time, handling both continuous and discrete vari-
ables. To evaluate the synthetic data’s effectiveness, the authors trained two anomaly
detection models using self-supervised learning, showing only a minor drop in ac-
curacy when models were trained exclusively on synthetic data. Shahid et al. [55]
proposed combining an autoencoder with a GAN to generate sequences of packet
sizes corresponding to bidirectional flows. The autoencoder learns latent represen-
tations of real packet size sequences, while the GAN generates latent vectors that
are decoded into realistic sequences. Experiments using bidirectional flows from a
Google Home Mini demonstrated that this approach produces packet size sequences
closely resembling real bidirectional flows.

With the development and the success of LLMs in various application domains,
researchers have also paid more attention to applying LLMs for network traffic anal-
ysis. For instance, Kholgh et al. [56] addressed challenges posed by the scarcity of
realistic datasets for network traffic analysis by proposing a novel framework to gen-
erate reliable synthetic data, namely PAC-GPT. The core components of this frame-
work include two modules: a Flow Generator, which is responsible for capturing and
regenerating patterns in a series of network packets, and Packet Generator, which
can generate individual network packets given the network flow. The authors also
propose a packet generator based on LLM chaining. The experimental results con-
clude that transformers are a suitable approach for synthetic packet generation with
minimal fine-tuning performed. Qu et al. [57] addressed the token length limitation
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problem of LLMs in generating network traffic. They introduce TrafficGPT, a deep
learning model that can tackle complex challenges related to long flow classification
and generation tasks. This model uses generative pre-training with the linear atten-
tion mechanism, which allows for a substantially increased capacity of up to 12,032
tokens from the previous limit of only 512 tokens. Moreover, TrafficGPT shows su-
perior performance in classification tasks, reaching state-of-the-art levels. Kan et
al. [58] presented an open-source mobile network-specialized LLM called Mobile-
LLaMA, which is an instruction-finetuned variant of the LLaMA 2 13B model. They
built Mobile-LLaMA by instruction fine-tuning LLaMA 2 13B with their own net-
work analysis data collected from publicly available, real-world 5G network datasets,
and expanded its capabilities through a self-instruct framework utilizing OpenAI’s
pre-trained models (PMs). Mobile-LLaMA has three main functions: packet anal-
ysis, IP routing analysis, and performance analysis enabling it to provide network
analysis and contribute to the automation and artificial intelligence (AI) required for
5G network management and data analysis. Their evaluation demonstrates Mobile-
LLaMA’s proficiency in network analysis code generation, achieving a score of 247
out of 300, surpassing GPT-3.5’s score of 209.

Overall, Large Language Models (LLMs) provide a promising tool for enhancing
accuracy in network traffic analysis. LLMs, with their advanced natural language
processing and machine learning capabilities, offer unique advantages in understand-
ing and analyzing network traffic data. It is expected that there will be more research
of applying LLMs to network traffic analysis in the coming time.

6.3.2 SOFTWARE LOGS ANALYSIS

Software logs analysis is the process of examining and extracting valuable insights
from the logs generated by software applications, systems, or services [59]. Software
logs are records of events, activities, errors, and other relevant information that oc-
cur during the execution of software. Log analysis involves collecting and parsing
logs to identify patterns, anomalies, and trends, which can provide valuable infor-
mation about system behavior, performance, and potential issues. By analyzing soft-
ware logs, one can gain visibility into the health, security, and operational aspects of
their software systems. Log analysis can also help in troubleshooting and diagnosing
software problems, detecting and mitigating security incidents, optimizing system
performance, and monitoring compliance with regulatory requirements.

There are several techniques used in software log analysis to extract valuable
insights and information about software and systems. Traditional logs analysis tech-
niques include pattern matching, log parsing, and statistical analysis. Pattern match-
ing involves searching for specific patterns or regular expressions within log data.
This technique helps identify predefined events or errors that can provide important
information about system behavior or potential issues [60]. Log parsing breaks down
log entries into structured data for easier analysis. It facilitates subsequent analysis
and enables querying and filtering based on specific criteria [61]. Statistical analysis
techniques are used to derive meaningful insights from log data. These techniques
can identify trends, patterns, and anomalies within the log entries, aiding in trou-
bleshooting, performance optimization, and anomaly detection [62].
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Advanced log analysis techniques such as machine learning and deep learning
are also widely used for logs analysis. By training models on historical log data,
machine learning can learn patterns of normal behavior and flag any deviations as
potential anomalies or security threats. Thus, machine learning techniques can en-
hance the accuracy and efficiency of log analysis, especially in detecting complex or
previously unseen issues [63]. Deep learning even shows better results in software
log analysis due to its ability to automatically learn complex patterns and represen-
tations from raw log data [64]. Specifically, Deep learning models are excellent at
feature extraction, automatically learning relevant characteristics from raw log data
without requiring extensive manual preprocessing. Additionally, the ability to handle
unstructured data makes deep learning particularly suitable for log analysis, as logs
often consist of varied formats and structures.

Recently, Generative models, including Variational Autoencoders (VAEs) and
Generative Adversarial Networks (GANs) have improved software log analysis in
various ways. First, these models can be used to generate synthetic log data. Gener-
ative models can be trained on existing log data to generate synthetic log entries that
closely resemble real log data. This synthetic log can be useful in some scenarios
such as augmenting datasets, creating realistic test scenarios, or simulating logs for
training anomaly detection models [65, 66]. Second, generative models can be used
for anomaly detection in logs. These models first learn the normal patterns and struc-
tures present in log data. By comparing new log entries against the learned model, de-
viations from the learned distribution can be flagged as potential anomalies [67, 68].
The benefit of using generative models is that they can capture complex relationships
and identify subtle deviations that may be missed by traditional rule-based, statisti-
cal methods or traditional machine learning. Last but not least, generative models
can be used for log parsing. These models can be applied to automatically extract
structured information from unstructured log data, thus helping to reduce the manual
effort required for log parsing and enabling more efficient and accurate analysis of
log data [69].

Besides GANs and VAEs, LLMs are also used for log analysis. For example,
LLMs can assist in log parsing by understanding the natural language content of
log messages. They can identify and extract relevant fields and attributes from log
entries, such as timestamps, log levels, error codes, or message content. LLMs can
leverage their contextual understanding to interpret the log messages and accurately
extract structured information [70]. LLMs can be used for log summarization. LLMs
can generate summaries or abstracts of log entries, capturing the key information
and reducing the need to analyze each log entry individually. By training on a large
corpus of logs, LLMs can generate concise summaries that provide a high-level
overview of the log content, aiding in efficient log analysis and troubleshooting [71].

Overall, LLMs provide a powerful tool for log analysis by combining language
understanding and contextual knowledge. However, it’s important to note that LLMs
require substantial computational resources for training and inference and may have
limitations in handling large-scale log datasets.
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6.3.3 SYSTEM CALLS ANALYSIS

System call analysis is the process of examining the system calls made by a soft-
ware application or program during its execution [72]. System calls are the interface
between user applications and the operating system, allowing programs to request
services from the underlying operating system kernel. By analyzing system calls, we
can gain insights into the behavior and interactions of software with the operating
system. System call analysis can reveal important information such as file opera-
tions, network communication, process management, and resource utilization. It can
help identify security vulnerabilities, detect malicious activities, and monitor the per-
formance of software applications.

Popular system call analysis techniques include profiling, behavior analysis, de-
pendency analysis, and machine learning-based analysis. Profiling aims to collect
information about the system calls made by a set of programs [73]. This can be done
by coding to log system call invocations or by using tools like to trace system calls
in real-time. Profiling helps in understanding the frequency and timing of system
calls, identifying bottlenecks, and optimizing system performance. Behavior anal-
ysis focuses on understanding the patterns and sequences of system calls made by
programs [74]. Behavior analysis helps to identify normal or expected behavior and
detect anomalies or suspicious activities. Behavioral analysis is commonly used in
intrusion detection systems, malware analysis, and system monitoring. Dependency
analysis aims to identify the dependencies and relationships between system calls of
programs [75]. It examines the interactions between system calls and the resources
they access, such as files, network sockets, or shared memory. Dependency analysis
helps to identify potential conflicts or synchronization issues resulting from pro-
grams. Machine learning algorithms can be used to classify system call behavior or
identify malicious activities. These algorithms can learn to recognize patterns and
make predictions about the nature of system call activities [76].

Recently, generative models, especially LSTMs, have been used to analyze system
calls. For example, Xiao et al. [27] applied LSTM to analyze system calls to detect
Android malwares. They treat one system call sequence as a sentence in the language
and construct a classifier based on the LSTM model. Specifically, two LSTM models
are trained using the system call sequences from malware and benign applications,
respectively. After that, two similarity scores are computed and used to determine
whether the application under analysis is malicious or trusted by the greater score.
The experiments show that the proposed approach achieves a high recall of 96.6%
with a low false positive rate of 9.3%. Xie et al. [78] propose a sensitivity-based
LSTM model to design a System-call Behavioral Language (SBL) system for mal-
ware detection. The proposed model consists of two parts: the behavior language
learning to extract features from system call sequences, and the sensitivity-based at-
tention to pay more attention to important features. The model achieves 78% speci-
ficity on the unknown attack datasets compared to only 66% of the classic language
models. Soni et al. [79] compared and LSTM sequence-to-sequence (Seq-Seq) model
and one-class support vector machines (OCSVM) for anomalous system call se-
quence detection. The evaluated results show that the LSTM Seq-Seq model with
a sequence length of five provides a higher detection accuracy of 97.2%.
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Other generative models, such as GANs, are also used to facilitate system call
analysis. Alsheraifi et al. [80] proposed to use a GAN model to simulate system
calls of malicious Android processes. They tested tabular-based and pictorial-based
models in multiple trials to determine the better one for classification. However, the
testing quantity was insufficient for definitive evidence of the quality of proposed
models. For VAEs and LLMs, there is very limited research employing these models
in system calls analysis. In fact, we could not find any related research paper in
Google Scholar that applies VAEs and LLMs for system calls analysis. This opens
an opportunity for further future search on applying generative models, particularly
VAE and LLMs to system calls analysis.

6.4 SUMMARY
In this chapter, we investigated the applications of generative models in general and
autoregressive models in particular to cybersecurity. We began by examining four
important architectures for sequence learning, i.e., variants of the recurrent neural
network, encoder-decoder architecture, Attention, and Transformer. The chapter then
highlighted the prominent application of autoregressive models to two important
problems in cybersecurity, including cyberattack detection and network data anal-
ysis.
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7 Generative AI for
Adversarial Learning in
Cybersecurity

Deep learning has evolved into a powerful and efficient framework capable of tack-
ling a wide range of complex learning challenges that were previously difficult to
address with traditional machine learning techniques. Over the past few years, deep
learning has advanced significantly, achieving human-level performance or even sur-
passing it in several tasks. However, deep learning systems are susceptible to secu-
rity threats posed by crafted adversarial examples, which, although imperceptible to
humans, can cause models to misclassify outputs. This chapter will delve into the
application of generative AI in adversarial learning within cybersecurity and discuss
strategies for defending against such attacks.

7.1 ADVERSARIAL MACHINE LEARNING
Recently, deep learning has been used extensively for diverse applications thanks
to its convincing performance. More importantly, these methods are the core com-
ponents in a number of safety-critical applications such as autonomous vehicles,
health-care applications and intelligent defense systems. However, emerging adver-
sarial learning attacks pose a serious security threat to deep learning systems. The
existence of the adversarial phenomenon in machine learning is one of the main ob-
stacles hindering the development of these models. Subsequently, investigating and
addressing the challenges posed by adversarial phenomena is of great importance
and it has received paramount interest from the research community.

In this section, we will investigate the basic concepts of adversarial machine learn-
ing. The applications of generative AI to adversarial learning and the defense strate-
gies will be discussed in the next two sections.

7.1.1 OBJECTIVE OF ADVERSARIAL LEARNING

Adversarial machine learning involves the study of attacks targeted at machine learn-
ing models and the development of strategies to defend against these attacks. Specif-
ically, adversarial machine learning studies the techniques that are used to exploit
vulnerabilities of a given machine learning model [1] and the methods to mitigate
these attacks. The adversarial phenomenon of machine learning is the phenomenon
when a machine learning model makes inconsistent or unexpected predictions for
some specific inputs. In other words, the adversarial phenomenon is the scenario
when the model could give totally different predictions from human prediction.
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The objectives of adversarial machine learning include several key areas aimed
at enhancing the security and robustness of machine learning models. The following
are the primary objectives of adversarial learning:

• Understanding Vulnerabilities: Adversarial learning aims to analyze and
comprehend the inherent weaknesses in machine learning models that make
them susceptible to adversarial attacks. This involves studying the factors
that contribute to these vulnerabilities, such as model architecture, training
data, and decision boundaries.

• Developing Attack Techniques: Adversarial learning attempts to cre-
ate and evaluate various adversarial attack methods, including white-box,
black-box, and grey-box attacks. This helps in illustrating the potential risks
and understanding how adversaries might exploit model weaknesses.

• Designing Robust Defenses: Another objective of adversarial learning is
to develop effective strategies and techniques to enhance the resilience of
the machine learning models against adversarial inputs. This includes meth-
ods like adversarial training, input preprocessing, ensemble approaches, and
regularization techniques.

• Evaluating Security: Adversarial learning also rigorously assesses the se-
curity of machine learning models by testing them against a range of adver-
sarial attacks. This evaluation helps determine the effectiveness of existing
defenses and identify areas for improvement.

While conventional machine learning attempts to improve the consistency be-
tween machine learning models and humans, adversarial learning focuses on explor-
ing the adversarial phenomenon to exploit machine learning models. The objective
of the adversary attack is to cause the model to predict incorrectly. In essence, an ad-
versarial attack involves providing an input x∗ to a machine learning system with the
intention of causing it to make an incorrect prediction. The objectives of adversarial
attacks can be broadly categorized based on their impact on the system’s output as
follows:

1. Confidence reduction: The attackers attempt to reduce the confidence
score of the target model when predicting the legitimate samples. For ex-
ample, the attackers try to influence the model to make it return a low score
for a malignant input image. Subsequently, the cancer patients could be ig-
nored without treatment, and this may result in serious consequences for
them.

2. Mis-classification: Attackers aim to alter the model’s output for a given
input example so that it is classified as any class other than its original
class. For instance, a legitimate input might be misclassified as any class
other than the legitimate class.

3. Targeted mis-classification: The attackers attempt to create data samples
that force the model to classify them to a specific target class. For example,
the attackers contaminate the training data to make the model to predict any
input sample to be a legitimate class.
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4. Source/Target mis-classification: Attackers attempt to manipulate the
model into predicting a specific input as a particular target class. For ex-
ample, they might try to make the model classify a malignant input as be-
longing to the normal class.

Generally, three different paradigms have been developed to exploit the adver-
sarial phenomenon in different stages of the machine learning life-cycle. These
paradigms include training-time adversarial attack, testing-time adversarial attack
and exploratory attack [2]. Although the objectives of these paradigms are the same,
their developments are almost independent and different. In the following subsection,
we will further investigate them in detail.

7.1.2 ADVERSARIAL ATTACKS CLASSIFICATION

There are usually two methods to categorize adversarial attacks. The first method is
based on the stages of the life-cycle of a machine learning system in which attackers
launch attacks. The second method is based on the information that attackers can use
to conduct attacks.

a) Classification based on the stages of the machine learning life-cycle
In the first method of categorizing, there are three main types of adversarial at-

tacks including poisoning attack at training phase, evasion attack at the testing phase
and exploratory attack at the deploying and running phase [3].

Evasion attack: Evasion attack is one of the most common types of attacks in
the adversarial setting [4]. This attack consists of carefully crafting the input sam-
ples at test time to make them misclassified. The attackers do not have access to
the training data. Specifically, an adversary may subtly alter the features of an in-
put—such as modifying pixel values in an image or slightly changing the text in a
message—while maintaining its original intent, aiming to exploit vulnerabilities in
the model’s decision-making process. These perturbations are often imperceptible to
human observers but can significantly confuse machine learning algorithms, leading
to incorrect predictions and potentially allowing harmful activities to go undetected.
Figure 7.1 presents an example of evasion attacks in which the image of cat is mis-
classified into the fox when the input is modified by adding with a noise.

As machine learning continues to be integrated into security systems, under-
standing and mitigating evasion attacks is crucial for maintaining the integrity and

Figure 7.1 A demonstration evasion attack
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effectiveness of these models. One of the approaches to mitigate evasion attacks is
building robust machine learning models during the training and validation steps.
This often involves exposing the model to a diverse range of adversarial examples to
improve its resilience. Another approach is implementing preprocessing techniques,
such as normalization or feature scaling, that can help reduce the impact of small per-
turbations in input data. Additionally, techniques like image denoising can mitigate
the effects of adversarial manipulations in visual data.

Poisoning attack: Poisoning attacks, also known as contamination attacks, are
a prevalent type of threat against machine learning systems. These attacks occur
during the training phase of the machine learning lifecycle. An attacker attempts to
compromise the training process by either injecting specially crafted samples into the
training data or altering the labels of existing data samples [6]. There are generally
two main strategies for poisoning training data, as illustrated in Figure 7.2.

Figure 7.2 Poisoning attack by label-flipping

• Data injection: In this strategy, the attacker lacks direct access to the exist-
ing training data, but has the capability to add new data to the training set.
Consequently, they can compromise the target model by inserting adversar-
ial samples into the dataset. Specifically, adversaries strategically craft and
insert poisoned samples that can skew the model’s learning, leading to bi-
ased predictions or incorrect classifications. For instance, an attacker might
add mislabeled data points or data that reflects specific characteristics in-
tended to influence the model’s behavior in a particular direction. This can
undermine the integrity of the model, causing it to make erroneous deci-
sions in real-world applications. The impact of data injection can be severe,
especially in critical areas such as finance, healthcare, and cybersecurity,
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where compromised model performance can lead to significant operational
risks. To combat this threat, developers must implement robust data valida-
tion techniques, anomaly detection systems, and continuous monitoring of
model inputs to ensure the integrity and reliability of their machine learning
systems.

• Data modification: In this strategy, the attacker has full access to the train-
ing data. He poisons the training data by directly altering its labels or some
feature values. After that, the poisoned data is used for training the tar-
get model. More precisely, adversaries may change labels, introduce subtle
perturbations, or replace legitimate data with malicious content, all aimed
at influencing the model’s output in a desired direction. For example, an at-
tacker might modify a few features of training samples to cause the model
to misclassify similar, unaltered inputs during inference. This can lead to re-
duced accuracy, biased predictions, or even the introduction of vulnerabili-
ties that can be exploited in real-world scenarios. The consequences of data
modification can be particularly severe in sensitive domains like finance
and healthcare, where reliance on accurate model predictions is critical. To
mitigate the risk of such attacks, researchers and practitioners should im-
plement rigorous data integrity checks, employ robust training algorithms
that can withstand adversarial influences, and continually monitor model
performance for unexpected behavior.

Poisoning attacks are particularly challenging in federated learning [7] due to the
decentralized nature of the training process, where multiple clients collaboratively
update a global model without sharing their raw data. In these attacks, malicious
participants can submit harmful model updates that introduce biases or inaccuracies,
effectively compromising the integrity of the global model. For instance, an attacker
might manipulate their local data or model parameters to skew the training process,
leading to degraded performance or biased predictions. Figure 7.3 shows an example
of a data poisoning attack on a federated learning system where the attack contami-
nates the local data of Client 1 and then sends the poisoned model to the server for
aggregation. This leads to the global model being poisoned and this poisoned model
is then broadcast to all other clients.

Since federated learning relies on aggregating diverse updates from various
clients, detecting the poisoning attacks can be particularly difficult [8]. To mitigate
the risks associated with poisoning attacks, federated learning systems can employ
robust aggregation techniques to identify and down-weight suspicious updates, im-
plement anomaly detection algorithms to flag outlier behaviors, and continuously
monitor the global model’s performance to ensure its reliability. These strategies aim
to enhance the resilience of federated learning against potential vulnerabilities intro-
duced by malicious participants.

Exploratory attack: Exploratory attacks aim to acquire as much information
as possible about the machine learning model and the patterns within its training
data [9]. These attacks often involve systematically testing the model’s behavior
by providing various inputs to identify weaknesses or biases in its predictions. For
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Figure 7.3 Data poisoning attack to federated learning

instance, attackers craft the adversarial examples, input them to the machine learning
system and analyze the output of the system to understand its behavior. An attacker
might use techniques such as input perturbation, where they subtly modify input
features to observe changes in the model’s output, thus gaining insights into its de-
cision boundaries and potential blind spots. Figure 7.4 demonstrates an example of
an exploratory attack where the attacker sends different input questions to a machine
learning service for spam filters. After getting the knowledge about the behavior of
the service, the attacker can craft the spam message to bypass the filtering system.

Figure 7.4 Exploratory attacks on a machine learning based spam filtering system.

The goal of exploratory attacks is to gather information that can later be used
for more targeted attacks, such as adversarial attacks or data poisoning. By under-
standing how the model responds to different types of input, adversaries can identify
specific vulnerabilities that can be exploited to degrade performance or manipulate
outcomes. There are four common types of exploratory attacks as follows:
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• Model Inversion Attack: Model Inversion is a type of attack that aims at
inverting a given pre-trained model to recover a private training dataset,
such as images, texts, and graphs. Different from the membership inference
attack or the property inference attack that only reveal partial information
about the training data, MI enables an adversary to fully reconstruct private
training samples, which has raised growing concern.

• Inference Attack: Inference attacks are a type of adversarial attack that seeks
to extract knowledge about pre-trained machine learning models from par-
tial information. By analyzing large datasets, attackers can illicitly gain in-
sights into the training dataset or its contents without direct access. Infer-
ence attacks can be categorized into two main types: membership inference
attacks (MIAs) and property inference attacks (PIAs). Membership infer-
ence attacks aim to determine if a specific record is part of the target model’s
training set. For example, attackers might use MIAs to identify common
customers between themselves and their competitors to develop targeted
business strategies. Property inference attacks primarily use publicly avail-
able information about an instance to infer unknown attributes, such as sex-
ual orientation, political inclination, or gender, often in online social net-
works. Over time, the concept of PIAs has expanded to infer broader prop-
erties of the training set, like gender or age ratios, becoming more prevalent.

There are several countermeasures to mitigate the exploratory attacks on ma-
chine learning models [9]. One effective strategy is to implement input validation
and sanitization techniques that ensure only legitimate and expected data formats
are processed by the model. Another is to employ adversarial training that helps the
model learn to recognize and withstand perturbations, making it less susceptible to
exploratory probing. Regular audits and monitoring of model behavior can also be
beneficial, as they allow for the detection of unusual patterns or input distributions
that may indicate exploratory attacks. Furthermore, incorporating ensemble meth-
ods can enhance model robustness by aggregating predictions from multiple models,
making it more challenging for attackers to discern vulnerabilities. Finally, estab-
lishing strict access controls and employing differential privacy techniques can limit
the information available to potential attackers, thereby reducing the likelihood of
successful exploratory attacks and safeguarding the integrity of the machine learning
system.

b) Classification based on the information used by attackers
In the second method of categorizing, the adversarial attacks can be broadly clas-

sified into either White-Box or Black-Box attacks.
White-box attacks: The first attack in this category is White-box. White-box at-

tack [10] assumes that the attacker has total knowledge about the model used in ma-
chine learning systems (e.g., type of neural networks along with number of layers,
number of neurons in each layer, etc.). The attacker also knows the algorithm used
in training (e.g., gradient-descent optimization), and he/she can access the training
data. Additionally, the attacker has access to the optimized parameters of the trained
model, providing them with comprehensive insights. This allows attackers to create
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highly effective adversarial examples tailored to exploit specific vulnerabilities in the
model. For example, they can compute the gradients of the loss function with respect
to the input data, enabling them to make precise adjustments that result in misclassi-
fication while ensuring these changes remain imperceptible to human observers.

Generally, there are six main techniques used to conduct white-box attacks:

• The Fast Gradient Sign Method (FGSM) generates adversarial examples
by leveraging the gradient of the loss function with respect to the input
data. It modifies the input by perturbing it in the direction of the gradient
to maximize the loss, resulting in a manipulated input that is likely to be
misclassified.

• Projected Gradient Descent (PGD) [12] extends the FGSM method by ap-
plying iterative small perturbations to the input. After each iteration, the
perturbed input is projected back onto a predefined norm ball to ensure it
remains within a specified distance from the original input. This iterative
process typically produces stronger adversarial examples.

• Carlini & Wagner (C&W) Attack [13]: This advanced attack formulates the
creation of adversarial examples as an optimization problem. Its objective
is to minimize input distortion while ensuring the model produces incorrect
classifications. The C&W attack is highly effective, even against models
equipped with robust defense mechanisms.

• DeepFool [14]: DeepFool is a simple and accurate method to fool deep neu-
ral networks. This attack iteratively computes the smallest perturbation nec-
essary to change the classification of an input. It iteratively approximates the
decision boundary of the model, making it a precise and efficient approach
for generating adversarial examples.

• Jacobian-based Saliency Map Attack (JSMA) [15]: JSMA uses the Jaco-
bian matrix of the model’s output to identify which features to perturb for
maximum impact on classification. By selectively modifying certain fea-
tures, it creates adversarial examples that are often less noticeable to human
observers.

• Transfer Attacks [16]: Transfer learning is not only applied to train a ma-
chine learning model that can leverage the knowledge from one domain to
another domain. This technique can also be employed by attacks. An ad-
versary can train a surrogate model and generate adversarial examples that
may transfer effectively to the target model.

To defend against white-box attacks, we can employ various strategies such as
adversarial training, which involves training the model on a mixture of clean and ad-
versarial examples to enhance its robustness [17]. Additionally, implementing input
preprocessing techniques and using ensemble methods can help mitigate the risks
posed by such attacks. Continuous monitoring and updating of models are also cru-
cial to ensure they remain resilient against evolving attack strategies.

Black-box attacks. The second attack is a Black-box. Black-box attack [18] is
different from the white-box attack in the way that it assumes no knowledge about
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the model is available to attackers. Instead of exploiting detailed knowledge of the
model, attackers rely on querying the model with various inputs to observe its out-
puts, thereby inferring information about its decision boundaries and vulnerabili-
ties. Black-box attacks can be particularly concerning because they can be executed
without insider knowledge, making them applicable in real-world scenarios where
adversaries may only interact with the model through its API.

Black box attacks can be further categorized into two classes. The first class is the
non-adaptive black-box attack [19]. In a non-adaptive black-box attack, the attacker
lacks knowledge about the model itself but has access to the target model’s training
data. The attacker can train a new model using a different algorithm on this dataset
to approximate the behavior of the target model. Subsequently, they craft adversarial
examples using their trained model and apply these crafted inputs to the target model
to induce mispredictions.

The second class is the adaptive black-box attack [20]. In an adaptive black-box
attack, the attacker lacks knowledge about the model’s architecture, the distribution
of the training data, and the training process. However, they can interact with the
target model by sending queries and observing the responses. The attacker queries
the target model, labels the samples based on the returned values, and then trains
a surrogate model using this labeled data. This surrogate model is used to generate
adversarial samples that cause the target model to mispredict malicious data.

There are various techniques used to conduct black-box attacks. These techniques
often rely on limited information about the model, primarily using its outputs to infer
vulnerabilities. Following are some common techniques used in black-box attacks:

• Query-based Attacks [21]: In these attacks, adversaries query the model
with multiple inputs to collect output predictions. By analyzing these out-
puts, they can infer the model’s decision boundaries. Two main approaches
to carry out query-based attacks include Random Sampling and Gradient
Estimation. Generating random inputs and observing the model’s predic-
tions to identify patterns. Gradient Estimation uses the outputs of the model
to approximate gradients, allowing for the generation of adversarial exam-
ples.

• Zeroth Order Optimization (ZOO) [22]: ZOO techniques estimate the gra-
dients of the model using only the output scores. By perturbing the input
and measuring the change in output, attackers can perform optimization to
create adversarial examples without direct access to the model’s internals.

• Boundary Attack [23]: This approach starts with a misclassified input and
iteratively moves it towards the decision boundary of the model in a manner
that maintains its adversarial nature. By querying the model’s output, the at-
tacker can navigate the input space to create effective adversarial examples.

• Sign-Optimized Perturbations: In this technique, the attacker adds small,
carefully chosen perturbations to the input based on the sign of the gradient
estimated through query outputs. This method efficiently creates adversarial
examples while minimizing the number of queries needed.
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• Adversarial Patch [24]: This method involves creating a physical or digital
patch that, when placed on an input (like an image), causes the model to
misclassify it. The patch can be optimized in a black-box setting by itera-
tively testing its effectiveness through model queries.

• Model Distillation [25]: Knowledge distillation, or model distillation, in-
volves transferring knowledge from a larger model to a smaller one. This
technique is commonly used to simplify deep neural network models, but is
also exploited by attackers for black-box attacks. Specifically, adversaries
train a simplified model that mimics the behavior of the target model by
learning from its outputs. Using this distilled model, they can craft adver-
sarial examples that are likely to impact the original model’s predictions.

Mitigating black-box attacks on machine learning models requires a combination
of strategies aimed at enhancing model robustness and security. Popular countermea-
sures include adversarial training, defensive distillation, and input preprocessing.

Grey-box attacks. The third type of attack is the grey-box attack [26]. Grey-
box attacks represent a hybrid approach, combining elements of both white-box and
black-box attacks. In this scenario, the attacker possesses partial knowledge about the
model’s architecture, parameters, or training data. Unlike white-box attacks, where
the adversary has complete access, or black-box attacks, where they have no internal
knowledge, grey-box attacks leverage this intermediate level of information to create
effective adversarial examples.

In grey-box scenarios, attackers might possess knowledge about the model’s
input-output behavior or its general structure but lack complete details. This allows
them to employ techniques that leverage both the observed outputs from the model
and the known characteristics of the model type. For instance, an attacker might use
a known architecture (like a convolutional neural network) to apply targeted pertur-
bations to the input, informed by their understanding of how similar models behave.

Grey-box attacks can be particularly dangerous because they combine the advan-
tages of both white-box and black-box strategies, allowing for more nuanced and
targeted adversarial examples. Defending against such attacks requires robust strate-
gies, including adversarial training, model regularization, and continuous monitoring
of model performance to detect unusual patterns that may indicate an ongoing attack.

7.2 GENERATIVE AI FOR ADVERSARIAL ATTACKS
This section presents an overview of applying generative AI to create adversarial
attacks. The section first analyses the utilisation of generative models for evasion
attacks. After that, their usage in poisoning attacks is highlighted. Finally, the section
discusses some researches on the application of generative models to exploratory
attacks.

7.2.1 EVASION ATTACKS

Evasion attacks are perhaps the most prevalent type of attack on machine learning
systems. These attacks typically involve carefully altering input examples to deceive
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the model into making incorrect predictions and evading detection. Adversarial ex-
amples are crafted from input samples with the intent of causing a machine learning
model to produce outputs that contradict human expectations. For instance, an in-
put originally belonging to class A might be subtly modified in a way that remains
imperceptible to humans, yet the model incorrectly classifies it as class B [4].

Attackers employ several methods to modify input samples and create adversarial
examples. One common approach involves using information from the gradient of
the loss function. The attacker treats the crafting process as an optimization problem,
starting with a benign example. They then take steps in the direction opposite to the
gradient of the loss function with respect to the input, targeting a specific class [5].

While crafting input examples is a common method for creating adversarial sam-
ples, it may not always be feasible due to the unavailability of real data samples. In
such cases, attackers can conduct evasion attacks by utilizing generative models to
produce artificial examples that deceive target systems. The approach involves train-
ing a generative model on the original benign data to learn its distribution. Then,
the generator of the trained model is used to create adversarial examples by manip-
ulating the latent space. This process involves two steps: first, a benign data point is
projected into the latent space, and then, the attacker searches nearby in the latent
space to find another data point that, when translated back to the original space, is
misclassified by the target model. This method enables attackers to generate entirely
new adversarial examples without relying on perturbations.

Using generative models for crafting adversarial examples is popular in the image
process domain. For example, Xiao et al. proposed AdvGAN [27] to generate adver-
sarial examples. The authors train a conditional adversarial network to directly pro-
duce adversarial examples and apply these examples to both black-box attacks and
black-box attacks. Their experimental results show the effectiveness of the genera-
tive examples against some popular defenses on the MNIST dataset. Song et al. [28]
proposed to use Auxiliary Classifier Generative Adversarial Network (AC-GAN) to
synthesize unrestricted adversarial examples entirely from scratch. Specifically, they
train an AC-GAN model to estimate the class-conditional distribution over data sam-
ples. Then, the trained AC-GAN model is used to generate adversarial samples that
are mis-predicted by the target system. Xiao et al. [29] propose to use a pre-trained
model based on GAN models to generate adversarial patches to face recognition
models. They show that the adversarial examples optimized on a manifold support to
build a surrogate model that responds similarly to the target models. Dolatabadi et al.
proposed AdvFlow [30] that uses normalizing flows to model the density function of
adversarial examples around a given target input. They then apply the generated ad-
versarial example to a novel black-box attack on image classifiers. The experimental
results show the competitive performance of AdvFlow against defended models.

Although modifying input examples is a common approach for generating adver-
sarial samples, it is not always practical due to the lack of access to real data samples.
In such situations, attackers can leverage generative models to create artificial exam-
ples that deceive target systems. This technique involves training a generative model
on benign data to capture its distribution and then using the model’s generator to
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produce adversarial examples by manipulating the latent space. The process consists
of two steps: first, a benign data point is mapped into the latent space, and then the
attacker searches within this space to identify another point that, when transformed
back into the original space, is misclassified by the target model. This method enables
attackers to generate entirely new adversarial examples without relying on perturba-
tions.

Hu et al. [33] introduced MalGAN, a technique for crafting adversarial examples
aimed at malware detection systems. These systems operate as black boxes for at-
tackers, concealing their internal processes. As a result, attackers utilize black-box
attacks to deduce the features leveraged by the malware detection algorithm. The fun-
damental idea behind MalGAN is to trick the malware detection system into incor-
rectly classifying benign programs as malware. It utilizes a dataset of programs rep-
resented as binary vectors based on API features. MalGAN incorporates a black-box
detection model (oracle) within its discriminator and generator framework, where
the generator creates adversarial examples and the discriminator simulates the oracle.
These adversarial examples can effectively evade the black-box detector, showcasing
their transferability across different classifiers. Nevertheless, retraining the detector
using these adversarial examples strengthens its resistance to such attacks.

Lin et al.[34] developed the IDSGAN model to generate adversarial attacks that
can deceive and circumvent intrusion detection systems (IDS). This model treats the
IDS as a black box, employing adversarial techniques to mislead it. IDS systems typ-
ically utilize classifiers like DNN or SVM on cybersecurity datasets such as NSL-
KDD. IDSGAN comprises a generator and a discriminator, with the discriminator
mimicking the behavior of the black-box IDS. The generator produces adversarial
examples by making minimal perturbations only to non-functional features of the
attack data. Experimental results show that IDSGAN effectively generates adversar-
ial examples that evade detection by the black-box IDS, resulting in lower detection
rates and higher evasion rates. Similarly, Chauhan et al.[35] introduced an attack
model based on GAN to create adversarial polymorphic attacks. This model aims
to assess the vulnerability and resilience of IDS systems. The polymorphic attacks
continuously modify their features to produce various iterations, with the goal of
identifying the most effective attack that can bypass the IDS while maintaining its
functional characteristics.

Recent progress in large language models (LLMs) has significantly increased the
prevalence of adversarial attacks leveraging these models. For instance, ChatGPT
has been shown to facilitate advanced attack scenarios, including social engineering
schemes [36], phishing campaigns [37], and the creation of malicious software [38].
Karanjai [37] highlights that LLMs can generate highly convincing phishing emails
capable of bypassing spam filters and deceiving recipients, though the effectiveness
of such emails depends on the specific LLM and its training data. Additionally, Chat-
GPT has demonstrated the ability to produce sophisticated and obfuscated malware,
incorporating evasive coding techniques. Beckerich [38] presents a proof-of-concept
showing that ChatGPT can be utilized to distribute malicious software that evades de-
tection and establishes communication with a server to execute commands targeting
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victim systems. These findings underscore the significant cybersecurity risks posed
by the misuse of LLM services.

Generative models offer a significant advantage in creating adversarial examples,
particularly in domains where valid perturbations are challenging to identify. For in-
stance, in malware analysis, obtaining malware samples for perturbation can be dif-
ficult. In such cases, researchers can use generative models like GANs [39] or auto-
aggressive models [40] to produce adversarial examples that appear benign to the
target classifier. Furthermore, adding noise to benign samples may alter their mean-
ing, making tasks like generating adversarial text more complex without changing
the intended meaning of a sentence [41]. Importantly, generative models can cre-
ate adversarial examples without relying on perturbation, allowing them to bypass
certain defenses designed to detect and eliminate perturbations. As a result, these
systems struggle to identify adversarial examples generated by such models.

It should be noted that generative models are not only used to carry out adver-
sarial attacks but they themselves can be the victim of these attacks. For example,
adversarial attacks have been used to launch attacks on generative models in natural
language processing [42] and image compression [43].Wallace et al. [42] demon-
strate the existence of universal adversarial triggers for deep generative models in
NLP tasks. These triggers are token sequences that, when appended to any input,
consistently cause the target model to produce specific predictions. The authors also
show that the appended words cause the GPT-2 model to output offensive text. In-
terestingly many of the appended sentences can bypass all models tested. Kos et al.
propose three classes of attacks against VAE and VAE-GAN when these models are
trained on three image classification datasets, i.e., MNIST, SVHN and CelebA. The
first attack adds a classifier to the encoder of the target generative model, which can
then be used to indirectly manipulate the latent representation. The second attack di-
rectly uses the VAE loss function to generate a target reconstruction image from an
adversarial example. The third directly optimizes against differences in source and
target latent representations. They argue that an attacker could potentially trick the
decoder to return an entirely different image.

7.2.2 POISONING ATTACKS

Poisoning attacks differ from evasion attacks in that they modify inputs during the
training phase rather than the testing phase. The objective of poisoning attacks is to
compromise the target model. A common type of poisoning attack is the backdoor
attack, which involves adding a “trigger” (such as a small pattern or a single value)
to data points. This trigger is added to numerous training samples, which are then la-
beled as a specific class. As the model trains, it learns to associate the trigger with the
target class, allowing the attacker to manipulate the model’s predictions by including
the trigger in new inputs.

The triggered samples can be generated by generative models. Among genera-
tive models, GAN and its variants are very widely used to create triggered samples
in poisoning attacks. For example, Turner et al. [44] propose label-consistent back-
door attacks that create adversarial samples similar to their original samples using
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generative models. The triggered samples are then used to force the model to learn
the trigger pattern. This approach has the advantage that the triggered examples are
less likely to be filtered out by defenders. Munozgonzalez et al. [45] propose to use
Generative Adversarial Net to craft systematic poisoning attacks against machine
learning classifiers. They attempt to generate adversarial training examples that look
like genuine data but can degrade the classifier’s accuracy when used for training.
Using GAN allows them to identify the regions of the underlying data distribution
that are more vulnerable to data poisoning. The experimental results show the effec-
tiveness of their method against machine learning models including deep networks.
Keshav2021 et al. [46] leverage Generative Adversarial Text to Image Synthesis to
create triggers against machine learning classifiers. Their method has three com-
ponents, i.e., a generator, a discriminator, and a target classifier. They perform an
extensive evaluation to prove the efficiency of their attack to compromise machine
learning models, including deep networks.

Another generative model that is often used for poisoning attack is Variational
AutoEncoder (VAE). Specifically, the adversarial samples are usually generated by
sampling from the latent space of a VAE. For example, Ujjwal and [47] proposed
a novel framework to generate adversarial examples where the latent space repre-
sentation of a disentangled variational autoencoder is utilized to tamper with the
inherent structure of the image while maintaining the perceptual quality intact and
to act as legitimate data samples. The latent space poisoning exploits the inclina-
tion of classifiers to model the independent and identically distribution of training
dataset and tricks it by producing out-of-distribution samples. The authors train a
disentangled variational autoencoder, and then we add noise perturbations using a
class-conditioned distribution function to the latent space under the constraint that it
is misclassified to the target label. Kumar et al. [48] developed a generative adver-
sarial model based on a Variational Autoencoder to mimic the attack on Ensemble
Clustering. In particular, the generative model will simulate behaviors of both the
clean basic partition and the perturbed key basic partition algorithm, and thus can
launch effective attacks with less attention. The authors have conducted extensive
experiments on eleven clustering benchmarks and have demonstrated that their pro-
posed approach is effective in attacking the Ensemble Clustering algorithm under
both transductive and inductive settings.

In addition, generative models can be used to speed up the generation of poisoned
samples. Yang et al. [49] propose a generative method to accelerate the generation
rate of the poisoned data. Specifically, they use a GAN model to generate poisoned
data by updating a reward function of the loss, and the target model (discriminator)
receives the poisoned data to calculate the loss w.r.t. the normal data. The experi-
mental results show that the generative method speeds up the generating rate up to
239 times compared with the gradient method.

Generative models are also used to launch poisoning attacks to federated learn-
ing systems. Zhang et al. [50] used GANs to attack federated learning networks. An
attacker first attempts to train a GAN to mimic prototypical samples of the benign
participants. Then these generated samples are fully controlled by the attacker to
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generate the poisoning updates to the server. In the evaluation, they show that the at-
tacker can successfully generate samples of other benign participants. Later, Zhang
et al. [51] proposed a poison data generation method, named Data˙Gen, based on the
generative adversarial networks (GANs). Data˙Gen relies on the iteratively updated
global model parameters to regenerate samples of interested victims. They then pro-
pose a novel generative poisoning attack model, named PoisonGAN, against the fed-
erated learning framework. This model uses Data˙Gen to reduce the attack assump-
tions and make attacks feasible in practice. The experimental results demonstrate that
these two attack models are effective in federated learning. Recently, Chen et al. [52]
introduced an innovative end-to-end poisoning framework, P-GAN. Specifically, the
malicious participant initially employs semi-supervised learning to train a surrogate
target model. Subsequently, this participant employs a GAN-based method to pro-
duce adversarial perturbations to degrade the surrogate target model’s performance.
Finally, the generator is obtained and tailored for VFL poisoning.

The poisoning attacks are also conducted to generative models. Wallace et al. [53]
applies poisoning attacks to NLP translation models. They insert a small number of
pseudo triggers into the model, making this model difficult to identify which training
samples result in the error. Their experimental results show the potential vulnerability
of generative models to poisoning. Wan et al. [54] optimize their inputs and outputs
using a bag-of-words approximation to the LLMs. This allows them to contribute
poison examples to training datasets for LLMs allowing them to manipulate model
predictions whenever a desired trigger phrase appears in the input. They evaluate
their method on open-source instruction-tuned LMs. By using as few as 100 poison
examples, they can cause arbitrary phrases to have consistent negative polarity or
induce degenerate outputs across hundreds of held-out tasks. Moreover, they also
show that larger LMs are increasingly vulnerable to poisoning and that defenses
based on data filtering or reducing model capacity provide only moderate protections
while reducing test accuracy. Shu et al. [55] proposed AutoPoison, an automated data
poisoning pipeline. This approach naturally and coherently incorporates versatile
attack goals into poisoned data with the help of an oracle LLM. They show two
example attacks: content injection and over-refusal attacks, each aiming to induce
a specific exploitable behavior. They quantify and benchmark the strength and the
stealthiness of their data poisoning scheme. The results show that AutoPoison allows
an adversary to change a model’s behavior by poisoning only a small fraction of data
while maintaining a high level of stealthiness in the poisoned examples. This research
raises awareness of the importance of data quality for responsible deployments of
LLMs.

Finally, generative models can also be used to defend agaist poisining attacks.
Zhao et al. [56] proposed a poisoning defense mechanism to detect and mitigate
poisoning attacks in federated learning. This mechanism uses generative adversarial
networks to generate auditing data in the training procedure and removes adversaries
by auditing their model accuracy. The experiments conducted on two well-known
datasets, MNIST, and Fashion-MNIST show that the proposed defense method can
detect and mitigate the poisoning attack. Alonso et al. [57] explored the application
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of autoencoders as a means to detect anomalous or fraudulent updates to Differen-
tially Private Federated Learning (DP-FL). They assess the effectiveness in identi-
fying anomalies by leveraging the reconstruction errors generated by autoencoders.
Specifically, they proposed an approach to ensure data privacy by adding noise to the
model updates before aggregation, thus preventing any individual contributor’s data
from being compromised.

Generally, generative models, GAN, VAEs, and LLMs have been used for poi-
soning attacks. On the one hand, these model can be used to carry out poisoning
attacks to various machine learning systems. One the other hand, these models can
help to mitigate and prevent poisoning attacks. Moreover, these generative models
can themselves be the victim of poisoning attacks.

7.2.3 EXPLORATORY ATTACKS

Exploratory attacks differ from other adversarial techniques as they do not involve
contaminating the training data or creating adversarial samples to evade machine
learning systems. Instead, their focus is on extracting information about the target
model. Specifically, exploratory attacks aim to uncover details such as the training
data, model parameters, or hyperparameters [58]. These attacks compromise the pri-
vacy of the training data and can steal sensitive and valuable information about ma-
chine learning systems.

The first common exploratory attack is a model inversion attack, where the attack-
ers attempt to extract sensitive information from machine learning models. In this
attack, adversaries leverage access to a model’s outputs to reconstruct input data or
infer private attributes associated with the training data. By systematically querying
the model and analyzing its predictions, attackers can infer details about individual
training samples, potentially compromising the confidentiality of sensitive informa-
tion, such as personal data or proprietary datasets. For instance, in image classifica-
tion tasks, an attacker might generate images that maximize the model’s output for
a specific class, effectively reconstructing features of the original training images.
The implications of model inversion attacks are severe, particularly in applications
involving sensitive data, such as healthcare or finance, highlighting the need for ro-
bust privacy-preserving techniques, such as differential privacy, to safeguard against
such vulnerabilities.

Some researchers have applied generative models to model inversion attacks and
achieve state-of-the-art performance. For example, Zhang et al. [59] present a novel
attack method, termed the generative model-inversion attack, which can invert deep
neural networks with high success rates. Rather than reconstructing private train-
ing data from scratch, they leverage partial public information, which can be very
generic, to learn a distributional prior via generative adversarial networks (GANs)
and use it to guide the inversion process. The extensive experiments demonstrate that
the proposed attack improves identification accuracy over the existing work by about
75% for reconstructing face images from a state-of-the-art face recognition classifier.
We also show that differential privacy, in its canonical form, is of little avail to de-
fend against our attacks. Chen et al. [60] present a novel inversion-specific GAN that
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can better distill knowledge useful for performing attacks on private models from
public data. Particularly, they train the discriminator to differentiate not only the real
and fake samples but also the soft-labels provided by the target model. Moreover,
unlike previous work that directly searches for a single data point to represent a tar-
get class, they propose to model a private data distribution for each target class. The
experiments show that the combination of these techniques can significantly boost
the success rate of the state-of-the-art MI attacks by 150%, and generalize better to
a variety of datasets and models.

Recently, Struppek et al. [61] proposed Plug & Play Attacks to address the time-
and resource-consuming, inflexible, and susceptible to distributional shifts between
datasets or the previous methods. Their methods relax the dependency between the
target model and image prior, and enable the use of a single GAN to attack a wide
range of targets, requiring only minor adjustments to the attack. Moreover, we show
that powerful MIAs are possible even with publicly available pre-trained GANs and
under strong distributional shifts, for which previous approaches fail to produce
meaningful results. Our extensive evaluation confirms the improved robustness and
flexibility of Plug & Play Attacks and their ability to create high-quality images re-
vealing sensitive class characteristics. Nguyen et al. [62] analyzed the optimization
objective of state-of-the-art model inversion algorithms, arguing that the objective is
sub-optimal for achieving model inversion. Based on this, they proposed an improved
optimization objective that boosts attack performance significantly. Their proposed
solutions are simple and improve all state-of-the-art model inversion attack accuracy
significantly. Specifically in the standard CelebA benchmark, their solutions improve
accuracy by 11.8% and achieve, for the first time, over 90% attack accuracy. Their
findings demonstrate that there is a clear risk of leaking sensitive information from
deep learning models.

Not only being applied to carry out model inversion attacks, generative models
have been used to defend against model inversion attacks. For example, Gong et
al. [63] introduced a novel GAN-based defense approach against model inversion
attacks. Unlike previous works that perturb the prediction vector of the model, they
manipulate the training procedure of the victim model by incorporating carefully-
designed GAN-based fake samples. They also adjust the loss of the inverted samples
to inject misleading features into the protected label of the victim model. Addition-
ally, they adopt the concept of continual learning to improve the utility of the model.
Extensive experiments were conducted on the CelebA, VGG-Face, and VGG-Face2
datasets demonstrate that our proposed method outperforms existing defenses against
state-of-the-art model inversion attacks.

The second prevalent type of exploratory attack is the membership inference at-
tack [64], where the attacker seeks to determine if a specific individual’s data was
included in the training dataset. These attacks exploit the fact that machine learning
models often make different predictions for data points that were part of the train-
ing dataset versus those that were not. This issue is particularly pronounced with
overfitted models. However, recent studies have shown that this problem also affects
models that are not overfitted [65].
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Membership inference attacks have been carried out to generative models to ex-
ploit their weakness. For example, Hayes et al. [66] present the first membership
inference attacks against generative models. They leverage Generative Adversarial
Networks (GANs) to detect overfitting and recognize inputs that were part of train-
ing datasets, using the discriminator’s capacity to learn statistical differences in dis-
tributions. They present attacks based on both white-box and black-box access to
the target model, against several state-of-the-art generative models, over datasets of
complex representations of faces (LFW), objects (CIFAR-10), and medical images
(Diabetic Retinopathy). Hilprecht et al. [67] present two information leakage attacks
that outperform previous work on membership inference against generative models.
The first attack allows membership inference without assumptions on the type of the
generative model. The second attack specifically targets Variational Autoencoders,
achieving high membership inference accuracy. Their attacks are evaluated on two
generative model architectures, Generative Adversarial Networks (GANs) and Vari-
ational Autoencoders (VAEs), trained on standard image datasets. The results show
that the two attacks yield success rates superior to previous work on most data sets
while at the same time having only very mild assumptions. Sun et al. [68] proposed
a series of attribute-based Membership inference attacks that consider both black-
box and white-box settings. The attacks are performed on the generator, and the
inferences are derived by overfitting the non-trivial attributes. Additionally, they put
forward a novel perspective on model generalization by evaluating the overfitting
status of each individual attribute. A series of empirical evaluations in both settings
demonstrates that the attacks remain stable and successful when using non-IID can-
didate samples. Further experiments illustrate that each attribute exhibits a distinct
overfitting status.

Recently, membership inference attacks were also carried to LLMs. Galli
et al. [69] introduced an efficient methodology to conduct the Membership Infer-
ence Attacks (MIA). They generate noisy neighbors for a target sample by adding
stochastic noise in the embedding space, requiring operating the target model in in-
ference mode only. Their findings demonstrate that this approach closely matches
the effectiveness of employing shadow models, showing its usability in practical
privacy auditing scenarios for LLMs. Duan et al. [70] performed a large-scale eval-
uation of MIAs over a suite of language models (LMs) ranging from 160M to 12B
parameters. They find that MIAs barely outperform random guessing for most set-
tings across varying LLM sizes and domains. Based on further analysis, they can
identify specific settings where LLMs have been shown to be vulnerable to member-
ship inference and show that the apparent success in such settings can be attributed
to a distribution shift, such as when members and non-members are drawn from the
seemingly identical domain but with different temporal ranges. Wen et al [71] present
the first membership inference attack tailored to Large Language Models (LLMs) in
In-Context Learning (ICL) by relying solely on generated texts without their associ-
ated probabilities. They propose four attack strategies tailored to various constrained
scenarios and conduct extensive experiments on four popular large language mod-
els. Empirical results show that their attacks can accurately determine membership
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status in most cases, e.g., 95% accuracy advantage against LLaMA, indicating that
the associated risks are much higher than those shown by existing probability-based
attacks. Additionally, they propose a hybrid attack that synthesizes the strengths of
the aforementioned strategies, achieving an accuracy advantage of over 95% in most
cases.

Generative models are also employed for exploratory attacks. Shi et al. [72] uti-
lize a generative adversarial network (GAN) for this purpose. Initially, the adversary
conducts an exploratory (inference) attack by querying the API of an online machine
learning system, specifically a classifier, with input data samples and collecting the
returned labels. The GAN is then trained on this gathered data to generate synthetic
training data. This generated data is used to train a classifier, which subsequently
selects training and test samples based on the confidence scores it produces. Ulti-
mately, this selected data is used to execute poisoning attacks (intended to disrupt
the training process) and evasion attacks (aimed at misleading the classifier). This
research demonstrates the effectiveness of GANs in enhancing exploratory attacks
with minimal resource consumption (via a limited number of API calls). Overall,
there is a scarcity of research on the use of generative models for exploratory at-
tacks, highlighting a potential area for future investigation.

7.3 DEFENSE STRATEGIES
Previous research has shown that many modern machine learning algorithms can
be surprisingly vulnerable to adversarial attacks. However, developing an effective
defense strategy against these attacks is equally challenging. This difficulty arises
from several factors:

• Constructing a theoretical model for adversarial attacks is challenging due
to the complexity of crafting adversarial samples, which involves solving
non-linear and non-convex optimization problems inherent to most machine
learning models. The lack of appropriate theoretical tools to analyze and
characterize solutions to these optimization challenges makes it difficult to
provide a solid theoretical basis for evaluating the effectiveness of specific
defenses in mitigating certain adversarial examples.

• The need for robustness in machine learning models: Machine learning
models must typically deliver accurate outputs for all possible inputs. En-
hancing the model to be robust against adversarial examples can alter its
fundamental objective, potentially resulting in inaccurate predictions for
valid inputs.

Most existing defense strategies struggle to address all types of adversarial at-
tacks effectively. A defense mechanism that mitigates one type of attack may inad-
vertently expose vulnerabilities that attackers familiar with its design can exploit.
Furthermore, implementing these defenses often introduces performance overheads,
potentially degrading the model’s prediction accuracy. In this section, we explore
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recent advancements in defense mechanisms against adversarial attacks, along with
their associated implementation challenges.

A significant body of research has focused on developing practical defenses
against adversarial examples. Generally, these defense mechanisms can be catego-
rized based on their implementation methods.

7.3.1 ADVERSARIAL TRAINING

Adversarial training [73] is a technique designed to enhance model robustness by
incorporating adversarial examples into the training dataset. This approach involves
generating numerous adversarial samples and using them to strengthen the model’s
resilience. These adversarial examples can be created either by introducing noise to
original samples or by perturbing their content.

The adversarial training is one of the first defense strategies used for training
robust deep neural networks. For example, Shaham et al. [74] generate perturbed
examples by adding the original data a small amount with respect to the sign of the
gradient of the loss function. Specifically, the adversarial sample x′ is created using
the following equation:

x′ = x+ ε.
∂Jx(θ)

∂θ
(7.1)

where ∂Jx(θ)
∂θ

is the gradient of the loss function at the input x. After that, the crafted
samples are used during the training process through an iterative minimization-
maximization procedure, where the network parameters are updated with respect
to worst-case data, rather than to the original training data. The authors reported that
their approach increases the robustness of the network to existing adversarial exam-
ples, while making it harder to generate new ones.

In another work, Lyu [75] proposed a unified framework to build a robust machine
learning models against adversarial attacks. In this paper, the small perturbation is
calculated as follows:

ε = σ .sign(
∂Jx(θ)

∂θ
).(
|∂Jx(θ)|
||∂Jx(θ)||p∗

)
p

1−p (7.2)

where σ is a small constant, p is a hyper-parameter and p∗ is where the dual of p.
After that, the regular optimization problem is converted to the new optimization as
follows:

minθ J(x)+σ .||∂Jx(θ)

∂θ
||p∗ (7.3)

That is, instead of minimizing J(x), the authors minimize J(x+ ε). The authors
proven that the proposed framework offers a unified view to deal with adversarial
examples.

Recently, Tramer et al. introduced Ensemble Adversarial Training (EAT), which
involves augmenting training data with adversarial examples generated from multiple
target models rather than a single one [76]. The benefit of EAT lies in its ability to
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mitigate the sharp curvatures resulting from single-step attacks. However, designing
the interactions among different target models can be challenging, potentially leading
to similar predictions and shared adversarial subspaces, which may compromise its
performance. For a more in-depth review of adversarial training, readers are directed
to [73].

Adversarial training is effective in defending against adversarial examples, par-
ticularly those designed for the original model. However, this method lacks robust-
ness against black-box attacks [77], where adversarial samples are generated from a
locally trained substitute model. Additionally, adversarial training is susceptible to
two-step attacks, where random perturbations are first applied to an instance, fol-
lowed by the application of any classical attack method, such as black-box or white-
box attacks, using the modified sample.

7.3.2 DEFENSIVE DISTILLATION

Knowledge distillation, introduced by Hinton et al. [78], is a method for transfer-
ring knowledge from a larger model to a smaller, more deployable one suitable for
real-world limitations. This technique is mainly used with neural network models
that feature complex architectures with numerous layers and parameters. As deep
learning has advanced over the past decade, achieving success in areas like speech
recognition, image recognition, and natural language processing, knowledge distil-
lation methods have garnered considerable interest for practical applications.

Deploying large deep neural network models presents considerable challenges,
especially for edge devices with restricted memory and computational power. To
tackle this problem, an initial model compression method was proposed to transfer
knowledge from a larger model to train a smaller one, with the goal of preserving
performance while minimizing loss [79]. Hinton and his colleagues formalized this
process of creating a compact model from a larger one as the “Knowledge Distil-
lation” framework [78]. Recently, this approach has also been used as a defense
strategy against adversarial example generation methods.

Assume we have a neural network F that has been trained on a dataset D= (X ,Y ),
where X represents the input samples and Y is the corresponding label. The final
softmax layer of F generates a probability distribution over Y . Next, we aim to train
a second neural network F ′ using the input X to achieve comparable performance.
Instead of relying on the target class labels Y from the training dataset, we utilize the
outputs from network F as the labels for training F ′. Consequently, the new labels
reflect a distribution over all possible values in Y rather than a single value from the
original labels.

Papernot et al. [80] were the first authors to use defensive distillation to defend
against adversarial attacks. The benefit of using soft-targets as training labels is that
additional knowledge found in probability vectors is used to train the distilled model.
Moreover, training a network with the relative information about classes prevents
models from over-fitting to the original data, and contributes to better generaliza-
tion. Subsequently, the distilled models possess the ability to combat the adversarial
example attacks.
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Recently, Gao et al. [81] used a defensive distillation to build a robust autoen-
coder for an end-to-end communication system. Distillation is introduced to modify
the structure of the neural network so that it assists to enhance the robustness of the
system model against perturbation. Imam et al. [82] proposed Self-Ensembling Vi-
sion Transformer (ViT) with defensive Distillation and Adversarial training (SEDA).
SEDA utilizes efficient CNN blocks to learn spatial features with various levels of ab-
straction from feature representations extracted from intermediate ViT blocks, which
are largely unaffected by adversarial perturbations. Furthermore, SEDA leverages
adversarial training in combination with defensive distillation for improved robust-
ness against adversaries. Distillation using soft probabilities introduces uncertainty
and variation into the output probabilities, making it more difficult for adversarial
and privacy attacks.

7.3.3 BLOCKING THE TRANSFERABILITY

Blocking transferability is a defensive strategy aimed at protecting machine learn-
ing models from black-box attacks. Many established defense mechanisms often fail
due to the strong transferability characteristic of neural networks, where adversarial
examples created for one classifier can lead to similar mistakes in another classifier.
This transferability remains effective even among classifiers with different architec-
tures or trained on distinct datasets. Thus, an essential method for defending against
black-box attacks is to disrupt the transferability of adversarial examples. The main
idea is to inhibit the transferability of the machine learning model, making it more
difficult for adversaries to generate effective adversarial examples.

For instance, Hosseini et al. [83] mitigated the transferability of models by em-
ploying a three-step NULL labeling technique. The concept involves adding a new
sample with a NULL label to the original dataset. Subsequently, the authors train the
model to classify adversarial examples as NULL, effectively rejecting them. More
specifically, the NULL labeling method comprises three steps:

1. Training the model on a clean dataset to establish the decision boundaries
for samples within each class.

2. Calculating the probability of belonging to the NULL for the adversarial
example generated based on the amount of perturbation that example has.

3. Retraining the original classifier using both clean samples and different per-
turbed inputs of the samples. The label for the training data is decided using
the NULL probabilities obtained in step 2.

The experimental results indicate that the NULL labeling method can effectively
reject adversarial examples while maintaining high accuracy on the clean data.

Recently, Agarwal et al. [84] introduced a method to safeguard machine learning
models against adversarial examples by utilizing non-deep learning techniques. This
approach employs the Discrete Wavelet Transform and Discrete Sine Transform to
extract image features, followed by classification using a Support Vector Machine.
The results indicate that this method effectively mitigates the impact of adversar-
ial perturbation attacks. Meanwhile, McCarthy et al. [85] proposed a novel defense
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strategy against adversarial attacks on network traffic classifiers by leveraging hier-
archical learning. This strategy aims to reduce the vulnerability of the attack surface
within the parameter space constraints, thereby enhancing resilience to crafted ad-
versarial attacks. The experimental findings demonstrate that the proposed model
maintains classification accuracy comparable to the original model when not under
attack, while effectively withstanding adversarial attacks.

7.3.4 OTHER TECHNIQUES

Beside three above techniques for defending against adversarial attacks. There are
also a number of other techniques used for the same purpose. These techniques in-
clude: Gradient hiding, Feature squeezing, Defense-GAN and

Gradient hiding: Gradient hiding is an inherent defense strategy against gradient-
based attacks. This method seeks to obscure details about the model’s gradient from
potential attackers. For instance, using non-differentiable techniques like Decision
Trees or Random Forests in the model makes it more challenging for gradient-based
attacks to succeed [76]. Recently, Qiu et al. [86] addressed the challenges posed
by advanced gradient-based attack techniques (e.g., BPDA and EOT). Specifically,
the authors make two steps towards mitigating those advanced gradient-based at-
tacks with two major contributions. First, they perform an in-depth analysis about
the root causes of those attacks, and propose four properties that can break the fun-
damental assumptions of those attacks. Second, they identify a set of operations that
can meet those properties. based on these operations, they design two preprocessing
functions that can invalidate these powerful attacks. Extensive evaluations indicate
that their solutions can effectively mitigate all existing standard and advanced attack
techniques.

Feature squeezing: Feature squeezing is an additional method for enhancing
model robustness. This technique focuses on simplifying the representation of data
within models [87]. As a result, model outputs become less sensitive, allowing for
the removal of adversarial perturbations. For input images, two primary approaches
can be used to decrease data complexity. The first involves lowering the color depth
of each pixel, which means encoding colors with fewer values. The second approach
uses a smoothing filter to consolidate multiple inputs into a single value.

Recently, Rosenberg et al. [88] presented a novel defense method, referred to as
sequence squeezing, aimed at making Long Short Term Memory classifiers more ro-
bust against adversarial attacks. This method differs from existing defense methods,
which were designed only for non-sequence based models. Using sequence squeez-
ing, they were able to decrease the effectiveness of such adversarial attacks from
99.9% to 15%, outperforming all of the baseline defense methods. Zheng et al. [89]
proposed a new method to effectively detect adversarial examples presented to a
person re-identification (ReID) network. The proposed method utilizes parts-based
feature squeezing to detect the adversarial examples. They apply two types of squeez-
ing to segmented body parts to better detect adversarial examples. The experimental
results show that the proposed method can effectively detect the adversarial exam-
ples, and has the potential to avoid significant decreases in person ReID performance
caused by adversarial examples.
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Generally, the feature squeezing technique is a potential approach to mitigate the
influence of adversarial attacks. These techniques help to effectively prevent adver-
sarial attacks However, the side effect is that they sometimes result in the worse
performance of the model on the original data.

Defense-GAN: Defense-GAN [90] is the approach to combat both white-box and
black-box attacks. The idea is to train a GAN model in which the generator of the
GAN model approximates the input samples. During the inference time, every test
sample is first transformed by the generator of GAN, and the output of GAN is used
as the input to the classifier instead of the original input. More specifically, a GAN is
trained to model the distribution of unperturbed samples. Then, at inference time, for
a given input x, a new sample z∗ that minimizes Equation 7.4 is first found. Finally,
z∗ is input to the model instead of x.

z∗= minz||G(z)− x||2 (7.4)

Figure 7.5 provides an overview of the Defense-GAN mechanism. Although
Defense-GAN has demonstrated considerable effectiveness against adversarial at-
tacks, its success relies heavily on the expressiveness and generative abilities of the
GAN. Furthermore, training a GAN can be challenging, and improper execution may
lead to a significant decline in the performance of Defense-GAN.

Figure 7.5 Architecture of Defense-GAN

MagNet: Meng et al. [91] proposed MagNet as a defense mechanism against ad-
versarial examples. This approach treats the classifier as a black box, analyzing only
the output of its final layer without accessing internal layers or modifying the classi-
fier itself. MagNet incorporates detectors to differentiate between normal and adver-
sarial inputs by measuring the distance between the test sample and the data man-
ifold, rejecting inputs that exceed a predefined threshold. Additionally, it employs
a reformer, based on an autoencoder, to adjust adversarial examples into legitimate
ones. An overview of this technique is illustrated in Figure 7.6.

Although MagNet demonstrated strong effectiveness against various black-box
attacks, its performance deteriorated significantly under white-box attacks, where
attackers are presumed to have knowledge of MagNet’s parameters. To counter this
vulnerability, the authors proposed enhancing the defense by employing multiple
types of autoencoders and randomly selecting one for each instance. This strategy
increases unpredictability, making it more challenging for adversaries to determine
which autoencoder was used.

Currently, existing defense mechanisms have limitations as they can only offer
robustness against specific attacks under particular conditions. Developing a machine
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Figure 7.6 Architecture of MagNet

learning model that is universally robust against all types of adversarial examples
remains an unresolved research challenge.

7.4 SUMMARY
In this chapter, we examined the application of generative models in adversarial
learning. Initially, we covered the objectives of adversarial learning and categorized
adversarial attacks. We then delved into using generative models to execute three pri-
mary types of adversarial attacks: evasion attacks, poisoning attacks, and exploratory
attacks. Finally, the chapter concluded by presenting various techniques and strate-
gies for defending against these adversarial attacks.
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8 Case Studies and Detailed
Implementation/Experi-
ments

This chapter presents detailed case studies that demonstrate the practical applications
of generative AI in different cybersecurity domains. Each case study provides the
comprehensive description of the problem statement, the data sources utilized, and
the specific generative AI approach employed. It further presents the experimental
setup, evaluation metrics, and results obtained. The case studies cover a wide range of
cybersecurity scenarios, including Intrusion detection system, Data Synthesis, Mal-
ware classification, Traffic analysis, and Deepfake and Counter-measurements. They
showcase how generative AI techniques can effectively enhance the accuracy and
efficiency of existing cybersecurity systems, leading to improved threat intelligence
and proactive defense mechanisms. In each case study, we outline four key steps for
building a generative model based on data: defining the problem, preprocessing the
data, designing the model, and training and testing the model.

8.1 INTRUSION DETECTION SYSTEM
8.1.1 PROBLEM STATEMENT

Intrusion Detection Systems (IDSs) are essential tools in cybersecurity, designed to
monitor network traffic and detect unauthorized access. They analyze data to find
potential security threats, using known attack patterns or spotting deviations from
normal network behavior. IDSs play a key role in protecting network systems, ensur-
ing timely detection of malicious activity, and reducing the risks of cyberattacks.

Autoencoder (AE) is a type of neural network that can learn and reconstruct nor-
mal patterns in data through unsupervised learning. In IDSs, AEs are valuable be-
cause they can identify anomalies that differ from usual network behavior, which
may indicate intrusions. Since AEs do not rely on predefined attack signatures, they
can detect new or unknown threats, making them especially useful in various network
environments. AEs also help reduce false positives and simplify data processing, im-
proving anomaly detection accuracy in IDSs.

8.1.2 DATA PREPROCESSING

Data preprocessing is crucial for preparing datasets for machine learning models by
ensuring they are clean and well-structured. Raw datasets often contain inconsisten-
cies, missing values, or features with varying scales, which can negatively impact
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model performance. For this case study, we utilize the UNSW dataset [1], a widely
recognized benchmark in intrusion detection research. Other popular datasets, such
as NSLKDD [2] and CICIDS2017 [3], can be used similarly, applying comparable
preprocessing techniques to maintain data consistency.

1 import pandas as pd

2 from sklearn.preprocessing import MinMaxScaler

3 import joblib

4 import os

5 def prepare_data(dir_path , data_type="train"):

6 data = pd.read_csv(f"{dir_path }/{ data_type }.csv", sep=",",

header=None)

7 data.dropna(inplace=True)

8 X, y = data.iloc[:, :-1]. to_numpy (), (data.iloc[:, -1] > 0).

astype(int)

9 if data_type == "train":

10 X, y = X[y == 0], y[y == 0]

11 scaler_path = os.path.join("checkpoints", "scaler.pkl")

12 scaler = MinMaxScaler ()

13 if data_type == "train":

14 X = scaler.fit_transform(X)

15 joblib.dump(scaler , scaler_path)

16 else:

17 scaler = joblib.load(scaler_path)

18 X = scaler.transform(X)

19 return X, y

Listing 8.1: Data preprocessing for training and testing.

In this table data, e.g., the UNSW dataset, data preprocessing involves five key
steps as in Listing 8.1, i.e., cleaning data, extracting features and labels, preprocess-
ing labels, and normalizing feature values. The first step is to clean the dataset by
removing missing values and None (NaN) values. In the line 6 in Listing 8.1, the
dataset is loaded using the pandas library, and missing data points are eliminated in
the line 7 using the dropna() function. This helps the dataset to be free from incom-
plete entries. The data features and labels are extracted as in the line 8. Here, the data
features are represented by X while data labels y are taken from the last column of
the dataset file. The labels are preprocessed as follows. The label values greater than
zero are anomalies and vice versa. Due to the AE model be trained with only normal
data, only normal data samples, i.e., the data samples with label values as 0, are re-
tained for training data as shown in lines 9 and 10, while abnormal data is filtered out
according to the data_type argument. Finally, the data is normalized for consistent
scaling across all features. The code in line 13 to line 15 applies a MinMaxScaler

function as a scaler object on the training data, and this scaler object is saved for
future use. In the testing process, the code in the line 16 to the line 18 shows that the
saved scaler object is loaded to normalize the testing data. The preprocessed feature
set X and corresponding labels y are returned at the end of this preprocessing process.
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8.1.3 DESIGNING AE ARCHITECTURE

The AE model is implemented by using the nn.Module class from PyTorch, as
shown in Listing 8.2. The architecture of this model composes of two primary com-
ponents, i.e., an encoder and a decoder.

The encoder is designed to map input data into a latent representation space. This
process is outlined from line 6 to 11 in Listing 8.2. The input vector consists of
nfeatures neurons, while the latent vector has

√
nfeatures + 1 neurons. These numbers

of neurons can be adjusted for different experiments and datasets. The encoder has
three Linear layers followed by the Tanh activation function. Readers can modify the
number of layer or use other activation functions. However, Tanh is a common acti-
vation function used in AE trained on the table structure data. This encoder reduces
gradually the input dimensionality from the input layer with nfeatures neurons to the
latent representation layer with

√
nfeatures +1 neurons as in [18, 8]. The readers can

modify these hyperparameters to suitable with different configurations.
The decoder aims to reconstruct the original input data from its latent represen-

tation. The method to create the decoder is detailed from line 12 to line 17 in List-
ing 8.2. The latent vector, which has

√
nfeatures+1 neurons, is the input of the decoder

part, while the output of the decoder has the same number of neurons with the in-
put of the encoder part, i.e., nfeatures. Similar to the encoder, the decoder has three
layers where each layer is followed by the activation function, e.g., Tanh. In an AE,
each layer of the decoder is usually designed to have the same number of neurons as
the corresponding layer of the encoder. This symmetry ensures that the decoder can
effectively learn to reconstruct the input data from the latent representation, main-
taining alignment between the features extracted by the encoder and those generated
by the decoder.

The forward function, defined from line 20 to line 22 in Listing 8.2, is inte-
gral to call the AE model. This model takes the input data and passes it through its
encoder component, which compresses the data into a lower-dimensional representa-
tion known as the latent representation, latent˙z. This latent representation captures
the essential features of the input while reducing its dimensionality. Subsequently,
this latent˙z vector is fed into the decoder component, which reconstructs the origi-
nal input data from this latent vector. The forward function returns both the latent
vector and the reconstructed data, which can be used for further adaptation of the AE
model.

1 import torch.nn as nn

2 from math import sqrt

3 class AutoEncoder(nn.Module):

4 def __init__(self , n_features):

5 super(AutoEncoder , self).__init__ ()

6 self.encoder = nn.Sequential(

7 nn.Linear(n_features , round(n_features * 0.75)),

8 nn.Tanh(),

9 nn.Linear(round(n_features * 0.75), round(n_features

* 0.5)),

10 nn.Tanh(),

11 nn.Linear(round(n_features * 0.5), round(sqrt(
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n_features)) + 1))

12 self.decoder = nn.Sequential(

13 nn.Linear(round(sqrt(n_features)) + 1, round(

n_features * 0.5)),

14 nn.Tanh(),

15 nn.Linear(round(n_features * 0.5), round(n_features *

0.75)),

16 nn.Tanh(),

17 nn.Linear(round(n_features * 0.75), n_features))

18 def forward(self , x):

19 latent_z = self.encoder(x)

20 x_reconstruction = self.decoder(latent_z)

21 return latent_z , x_reconstruction

Listing 8.2: The Autoencoder architecture for Intrusion Detection System.

8.1.4 TRAINING AND TESTING PROCESS

8.1.4.1 Training Process
To train the AE, it’s essential to define hyperparameters, e.g., learning_rate,
batch_size, and n_epochs. Details about these settings are provided in Listing 8.3.
The batch_size (line 2) specifies the number of data samples used simultaneously
to calculate the loss and update the model’s weights. We can change this batch˙size
for suitable memory usage. The learning_rate (line 3) controls the adjustment
size of the model’s weights, directly influencing the speed and effectiveness of the
learning process. Finally, the n_epochs (line 4) indicates how many complete passes
the model makes through the training data, affecting how well it learns from the data.

1 cfg = {

2 "batch_size": 8,

3 "learning_rate": 1e-3,

4 "n_epochs": 100}

Listing 8.3: Configuration settings for training the AE in an Intrusion Detection
System.

Sequently, we need to define the training function to load training data, define a
loss function, and define an optimization method. Specifically, this function can be
drawn as in Listing 8.4. The training process for the AE model involves the following
steps. First, the procedure starts by loading the dataset for training. This is executed
by using the prepare_data function (line 3), which reads data from the specified
directory (dataset_dir). The dataset is then divided into training and validation
sets based on the validation_split hyperparameter (lines 5–7) and further bro-
ken down into mini-batches according to the batch_size (lines 8–9). Based on the
computing power, the model is initialized and moved to the appropriate device, either
GPU or CPU (lines 10–12). For each batch, the input data goes through the model
(line 26). The encoder compresses the data into a latent representation, while the
decoder reconstructs the original input.

Next step is defining the loss function. Training the AE model aims to minimize
the difference between the input and output vectors. Note that, these vectors are in
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the FLOAT type. Thus, we can use a type of loss function suitable for measuring the
difference between two these vectors, e.g., Mean Squared Error (MSE)1 (line 14).
The MSE loss measures how well the model captures the data patterns by comparing
between the input vector and its reconstruction, i.e., the output vector.

Third, we need to define an optimization algorithms for training. The aim of an
optimization algorithm in training a neural network is to adjust the model’s weights
and biases to minimize the loss function, thereby improving its accuracy and perfor-
mance. There are many types of optimization algorithm to train neural networks2.
Here, we choose a popular algorithm, i.e., Adam, as in the line 13.

Each training epoch consists of multiple steps, as shown in the line 23. In each
step, the model performs a forward pass, where data flows from the input layer to
the output layer, followed by a backward pass to calculate gradients and update the
model’s weights. This iterative process enables the model to gradually reduce the
loss values until it reaches convergence (lines 19–32). At the end of each epoch of
training, the model’s weights are saved to the specified directory (save_dir) (line
47) as checkpoints, and the training losses for the epoch are recorded in a text file for
future visualization observation (line 44).

After each training epoch, we evaluate the model’s performance using a validation
dataset by switching to evaluation mode, as shown in line 33. This process allows
us to assess and select the best model checkpoint after training. Various metrics,
such as accuracy, precision, recall, and loss values, can be used to validate model
checkpoints. In this experiment, we measure the quality of model checkpoints based
on their loss values on the validation set (lines 36–43). These validation loss values
are recorded using the TensorBoard library, as shown in line 45, enabling further
assessment and analysis.

1 def train(cfg):

2 device = torch.device("cuda" if cfg["gpu_usage"] else "cpu")

3 X_train , _ = prepare_data(dir_path=cfg["dataset_dir"],

data_type="train")

4 X_train = torch.tensor(X_train , dtype=torch.float32)

5 val_size = int(cfg["validation_split"] * len(X_train))

6 train_size = len(X_train) - val_size

7 train_dataset , val_dataset = random_split(X_train , [

train_size , val_size ])

8 train_loader = DataLoader(train_dataset , batch_size=cfg["

train_batch_size"], shuffle=True , num_workers=cfg["

num_workers"])

9 val_loader = DataLoader(val_dataset , batch_size=cfg["

train_batch_size"], shuffle=False , num_workers=cfg["

num_workers"])

10 model = AutoEncoder(n_features=X_train.shape [1])

11 model = model.to(device)

12 model.train ()

13 optimizer = Adam(model.parameters (), lr=cfg["learning_rate"])

14 loss_fn = nn.MSELoss ()

1https://pytorch.org/docs/stable/generated/torch.nn.MSELoss.html.
2https://pytorch.org/docs/stable/optim.html.

https://pytorch.org/docs/stable/generated/torch.nn.MSELoss.html
https://pytorch.org/docs/stable/optim.html
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15 writer = SummaryWriter(log_dir=cfg["log_dir"])

16 n_epochs = cfg["n_epochs"]

17 epoch_losses = []

18 for epoch in range(n_epochs):

19 model.train ()

20 pbar = tqdm(train_loader , ncols=80, desc="Training")

21 running_loss = 0.0

22 train_num = 0

23 for step , x in enumerate(pbar):

24 x = x.to(device)

25 optimizer.zero_grad ()

26 _, x_reconstruction = model(x)

27 loss = loss_fn(x, x_reconstruction)

28 loss.backward ()

29 optimizer.step()

30 running_loss += loss.item() * x.shape [0]

31 train_num += x.shape [0]

32 train_loss = running_loss / train_num

33 model.eval()

34 val_running_loss = 0.0

35 val_num = 0

36 with torch.no_grad ():

37 for x in val_loader:

38 x = x[0].to(device)

39 _, x_reconstruction = model(x)

40 val_loss = loss_fn(x, x_reconstruction)

41 val_running_loss += val_loss.item() * x.shape [0]

42 val_num += x.shape [0]

43 val_loss = val_running_loss / val_num

44 writer.add_scalar("Loss/Train_epoch", train_loss , epoch)

45 writer.add_scalar("Loss/Validation_epoch", val_loss ,

epoch)

46 epoch_losses.append(train_loss)

47 torch.save(model.state_dict (), f"{cfg["save_dir"]}/ model_

{epoch }.pth")

48 writer.close()

49 with open(f"{cfg["save_dir"]}/ epoch_losses.txt", "w") as f:

50 for loss in epoch_losses:

51 f.write(f"{loss}\n")

Listing 8.4: Training procedure for training the AE in an IDS.

Visualizing the training log is essential for monitoring the model’s progress. This
log, recorded throughout the training process (as indicated in the lines 44-45 of List-
ing 8.4), provides valuable insights into the model’s performance. For example, in
Figure 8.1, we can see a steady decrease in the training loss value across the training
steps, indicating that the model is learning accurately. To access this log, the readers
can use the command tensorboard --logdir=log_dir, which will open the de-
fault web browser of the operating system to display the log. Note that, if the training
loss is still decreasing but the validation loss starts increasing, it indicates the over-
fitting problem of machine learning. In such cases, we need to adjust the training
process by changing data pre-processing, model architecture, or hyperparameters to
improve the model’s performance.
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Figure 8.1 Visualization of training and validation loss for IDS using AE in Ten-
sorBoard.

8.1.4.2 Testing Process

1 def calculate_metrics(labels , predictions):

2 accuracy = metrics.accuracy_score(labels , predictions)

3 precision = metrics.precision_score(labels , predictions)

4 recall = metrics.recall_score(labels , predictions)

5 f1_score = metrics.f1_score(labels , predictions)

6 confusion_matrix = metrics.confusion_matrix(labels ,

predictions)

7 plt.figure(figsize =(8, 6))

8 sns.heatmap(confusion_matrix , annot=True , fmt="d", cmap="

Blues", cbar=False)

9 plt.title("Confusion Matrix")

10 plt.xlabel("Predicted Labels")

11 plt.ylabel("True Labels")

12 plt.savefig("confusion_matrix.pdf")

13 plt.show()

14 return {

15 "accuracy": accuracy ,

16 "precision": precision ,

17 "recall": recall ,

18 "f1_score": f1_score

19 }

Listing 8.5: Functions for calculating evaluation metrics for model performance.

The primary goal of the testing phase is to evaluate how effectively the AE model
detects anomalies by analyzing its performance on unseen data. The process de-
scribed in Listing 8.6 begins by loading the testing dataset and converting it into
PyTorch tensors using the prepare_data function (lines 9–11). These tensors are
then wrapped in the TensorDataset object and loaded into a DataLoader with a spec-
ified batch size (lines 12–13).
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Figure 8.2 Confusion matrix generated by test procedure

Once the data is prepared, the trained AE model is restored from a checkpoint and
set to evaluation mode to ensure that its parameters remain static during testing (lines
14–18). Each input sample is fed into the model, and the testing loss is calculated
using the MSE loss function (line 19). This loss is then compared to a predefined
threshold called as an anomaly score, allowing the model to classify the data as
either normal or abnormal. Specifically, if one testing data sample outputs the MSE
value larger than the anomaly score, it will be indicated as abnormal data sample or
attacked data sample in the IDS dataset and vice versa.

To facilitate a comprehensive evaluation of the model’s performance, we define a
function called calculate_metrics (as shown in Listing 8.5). This function takes
two inputs, i.e., labeled (ground-truth) value and the predicted value. This function
computes four classification metrics, i.e., accuracy, precision, recall, and F1-score.
Additionally, the function generates a confusion matrix to illustrate how well the
model’s predictions align with the actual classes. This confusion matrix is displayed
as a heatmap, providing a clear visualization of the model’s performance, as shown
in Figure 8.2. Specifically, the anomaly score of each testing data sample is calcu-
lated as in the lines from 33 to 40 in Listing 8.6. Then, the model’s performance in
detecting anomalies is evaluated using the calculate_metrics function, providing
a detailed analysis of its capabilities (line 32).

1 cfg = {

2 "gpu_usage": True ,

3 "seed": 42,

4 "dataset_dir": "data/UNSW",

5 "batch_size": 8,

6 "save_dir": "checkpoints",

7 }

8 def test(cfg):

9 X_test , y_test = prepare_data(dir_path=cfg["dataset_dir"],

data_type="test")

10 X_test = torch.tensor(X_test , dtype=torch.float32)
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11 y_test = torch.tensor(y_test , dtype=torch.int64)

12 test_dataset = TensorDataset(X_test , y_test)

13 test_loader = DataLoader(test_dataset , batch_size=cfg["

test_batch_size"], shuffle=False)

14 model = AutoEncoder(n_features=X_test.shape [1])

15 model_path = os.path.join(cfg["save_dir"], "model_last.pth")

16 model.load_state_dict(torch.load(model_path , map_location=

device))

17 model = model.to(device)

18 model.eval()

19 loss_fn = nn.MSELoss(reduction="none")

20 train_losses = np.loadtxt(os.path.join(cfg["save_dir"], "

epoch_losses.txt"))

21 threshold = train_losses [-1]

22 comparison_factors = []

23 labels = []

24 with torch.no_grad ():

25 for x_batch , y_batch in tqdm(test_loader , desc="Testing")

:

26 x_batch = x_batch.to(device)

27 _, x_reconstruction = model(x_batch)

28 cmp_factor = loss_fn(x_batch , x_reconstruction).mean(

dim =1)

29 comparison_factors.extend(cmp_factor.cpu().tolist ())

30 labels.extend(y_batch.tolist ())

31 predictions = [int(factor > threshold) for factor in

comparison_factors]

32 performance_metrics = calculate_metrics(labels , predictions)

33 return performance_metrics

Listing 8.6: Testing proceduce for testing the AE in an IDS.

Readers can download the complete implementation code for this section from
here 3.

8.2 DATA SYNTHESIS
8.2.1 PROBLEM STATEMENT

Data synthesis plays a vital role in overcoming the difficulties of acquiring large vol-
umes of labeled or high-quality data in the field of cybersecurity. Creating synthetic
data that closely mimics real-world data, helps to bridge the gap when actual datasets
are scarce. This synthetic data can be integrated with existing datasets, enhancing
the training of machine learning and deep learning models for threat detection. Fur-
thermore, synthetic data can be tailored to simulate various types of cyberattacks,
making it a versatile and effective resource for testing and refining cybersecurity
systems. This approach not only improves the performance of models but also helps
organizations better prepare for potential threats.

3https://github.com/lyvt/genai˙cybersecurity/tree/main/01-intrusion-detection-system

In this study, we utilize the Conditional Deep Convolutional Generative Adver-
sarial Networks (cDCGAN), which is a common generative models introduced in3,

https://github.com/lyvt/genai%CB%99cybersecurity/tree/main/01-intrusion-detection-system
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for synthesizing malware data samples. By using cDCGAN, we can create synthetic
malware that mimics the behavior of real malware, thereby enhancing the diversity
and quantity of training data available. This approach not only alleviates the short-
age of malware data but also enables the exploration of various types of malware,
facilitating a more comprehensive understanding of potential threats. Moreover, cD-
CGAN allows for the generation of malware samples with specific characteristics,
which provides researchers with the opportunity to investigate different attack sce-
narios and refine malware detection methods.

8.2.2 DATA PREPROCESSING

In this experiment, we use the Microsoft Malware Classification Challenge (BIG
2015) dataset, which can be downloaded from [4]. The dataset contains malware data
samples structured as Portable Executable (PE) files in binary format, representing
nine different types of malware. These malware samples are converted into fixed-size
grayscale images, each measuring 256x256 pixels, as illustrated in Figure 8.3. The
converting process is executed by the function binary_to_image in Listing 8.7.
The function begins by creating a blank 256x256 pixel image filled with zero pixels
using np.zeros() (line 3 in Listing 8.7). It then opens the PE file in the read-mode
(line 4) and fills the content of the PE file into a variable called byte_data (line 5).
To focus on relevant data, the function starts processing from the 9th byte (line 6).

The binary data is processed in chunks of 47 bytes (line 7). Within each chunk,
the function extracts 5 bytes at a time (line 11). The first two bytes are used to de-
termine the x-coordinate (line 12), while the last two bytes are converted into the
y-coordinate (line 13) using the hexadecimal-to-decimal conversion. Both coordi-
nates are clamped to a maximum value of 255 (lines 14–15) to ensure fitting within
the image dimensions.

This process continues until all the values in the PE file are processed (lines 7–
18). Finally, the function binary_to_image returns the grayscale image (line 19).

Figure 8.3 Diagram illustrating the conversion of a malware binary file into an
image.
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By converting malware in binary files into images, this method provides us with the
visualizations of malware patterns. It allows us to effectively manage various types
of malware and quickly adapt to new threats.

1 import numpy as np

2 def binary_to_image(binary_file):

3 image = np.zeros ((256, 256), dtype=np.uint8)

4 with open(binary_file , "rb") as file:

5 byte_data = file.read()

6 i = 9

7 while i < len(byte_data):

8 data = byte_data[i:i + 47]

9 j = 0

10 while j < len(data):

11 data_temp = data[j:j + 5]

12 x = int(data_temp [:2], 16) if "?" not in

data_temp [:2]. decode("utf -8") else 0

13 y = int(data_temp [3:], 16) if "?" not in

data_temp [3:]. decode("utf -8") else 0

14 x1 = min(x, 255)

15 y1 = min(y, 255)

16 image[x1, y1] += 1

17 j += 6

18 i += 47 + 11

19 return image

Listing 8.7: Procedure for converting malware binary data into images.

To convert all the training malware binary files in the dataset into images, we
can use the prepare_data function in Listing 8.8. It starts by loading class labels
from the file trainLabels.csv (line 2) and iterates through each entry (lines 3–
5). It retrieves the file_id and corresponding class_label for each binary file.
For each class, this function creates a dedicated folder to store the images (lines 6–
7). The path to the binary file is then constructed using the file_id (line 8). The
resulting image is saved as a PNG file in an appropriate class folder (lines 11–13).
This approach ensures that all binary files are effectively transformed into images
and organized by class, streamlining future analysis. After preprocessing steps, the
data is fully prepared for use with the cDCGAN architecture to synthesize malware
data.

1 def prepare_data(src_path , dest_path):

2 labels_df = pd.read_csv("trainLabels.csv")

3 for index , row in labels_df.iterrows ():

4 file_id = row["Id"]

5 class_label = row["Class"]

6 class_directory = os.path.join(dest_path , str(class_label

))

7 os.makedirs(class_directory , exist_ok=True)

8 binary_file_path = os.path.join(src_path , f"{file_id }.

bytes")

9 if os.path.exists(binary_file_path):

10 image = binary_to_image(binary_file_path)

11 image_filename = os.path.join(class_directory , f"{

file_id }.png")
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12 img = Image.fromarray(image)

13 img.save(image_filename)

Listing 8.8: Data preprocessing workflow for training and testing with Data
Synthesis.

8.2.3 DESIGNING THE ARCHITECTURE OF CDCGAN

The cDCGAN model is a specialized type of Generative Adversarial Network (GAN)
that generates realistic images based on specific labels or conditions. This makes
cDCGAN is particularly effective for tasks where image generation needs to align
with predefined categories or classes.

The cDCGAN consists of two main components, i.e., the Generator and the Dis-
criminator. The Generator generates images from noise values and label information,
while the Discriminator evaluates images to determine if they are real, i.e., images
from the dataset, or fake, i.e., images outputting from the Generator. By utilizing
convolutional layers, cDCGAN enhances the ability to capture the spatial features
of the images. This makes cDCGAN a powerful tool for synthesizing image-based
data.

The Generator is designed to produce synthetic images from the noise vector (z)
and label vector (c). The main goal is to generate realistic images that reflect the pat-
terns learned from the training data (real images) with specific labels or classes. As
outlined in Listing 8.9, the architecture of the Generator consists of multiple layers
that progressively convert the input noise and label into a high-resolution image. It
includes three key components:

• hidden_layer1: This layer processes the input noise vector (lines 14–15).
• hidden_layer2: This layer manages the label vector (lines 18–22).
• hidden_layers: This part combines both the noise and label inputs and

passes them through a series of intermediate hidden layers (lines 26–30).

The intermediate hidden layers are made up of convolutional layers, each fol-
lowed by batch normalization and ReLU activation functions. This combination
gradually enhances the spatial resolution of the features being generated. Finally,
the Generator concludes with an output layer that produces the final image with the
shape (output_dim). The Tanh activation function is applied at the end to constrain
the output values to a range between -1 and 1 (lines 31–36). This structure allows
the Generator to effectively create high-quality synthetic images conditioned on the
input labels. The reader can change the hyperparameters of these layers, e.g., kernel
size, activation functions, etc., for further experiments.

1 class Generator(torch.nn.Module):

2 def __init__(self , input_dim , label_dim , num_filters ,

output_dim):

3 super(Generator , self).__init__ ()

4 self.hidden_layer1 = torch.nn.Sequential ()

5 self.hidden_layer2 = torch.nn.Sequential ()
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6 self.hidden_layers = torch.nn.Sequential ()

7 for i in range(len(num_filters)):

8 if i == 0:

9 input_deconv = torch.nn.ConvTranspose2d(input_dim

, num_filters[i] // 2, kernel_size =4, stride=1,

10 padding

=0)

11 self.hidden_layer1.add_module("input_deconv",

input_deconv)

12 torch.nn.init.normal_(input_deconv.weight , mean

=0.0, std =0.02)

13 torch.nn.init.constant_(input_deconv.bias , 0.0)

14 self.hidden_layer1.add_module("input_bn", torch.

nn.BatchNorm2d(num_filters[i] // 2))

15 self.hidden_layer1.add_module("input_act", torch.

nn.ReLU())

16 label_deconv = torch.nn.ConvTranspose2d(label_dim

, num_filters[i] // 2, kernel_size =4, stride=1,

17 padding

=0)

18 self.hidden_layer2.add_module("label_deconv",

label_deconv)

19 torch.nn.init.normal_(label_deconv.weight , mean

=0.0, std =0.02)

20 torch.nn.init.constant_(label_deconv.bias , 0.0)

21 self.hidden_layer2.add_module("label_bn", torch.

nn.BatchNorm2d(num_filters[i] // 2))

22 self.hidden_layer2.add_module("label_act", torch.

nn.ReLU())

23 else:

24 deconv = torch.nn.ConvTranspose2d(num_filters[i -

1], num_filters[i], kernel_size =4, stride=2,

25 padding =1)

26 self.hidden_layers.add_module(f"deconv_{i}",

deconv)

27 torch.nn.init.normal_(deconv.weight , mean =0.0,

std =0.02)

28 torch.nn.init.constant_(deconv.bias , 0.0)

29 self.hidden_layers.add_module(f"bn_{i}", torch.nn

.BatchNorm2d(num_filters[i]))

30 self.hidden_layers.add_module(f"act_{i}", torch.

nn.ReLU())

31 self.output_layer = torch.nn.Sequential ()

32 out_deconv = torch.nn.ConvTranspose2d(num_filters [-1],

output_dim , kernel_size =4, stride=2, padding =1)

33 self.output_layer.add_module("output_deconv", out_deconv)

34 torch.nn.init.normal_(out_deconv.weight , mean =0.0, std

=0.02)

35 torch.nn.init.constant_(out_deconv.bias , 0.0)

36 self.output_layer.add_module("output_act", torch.nn.Tanh

())

37 def forward(self , z, c):

38 h1 = self.hidden_layer1(z)

39 h2 = self.hidden_layer2(c)

40 x = torch.cat([h1, h2], dim =1)

41 h = self.hidden_layers(x)
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42 out = self.output_layer(h)

43 return out

Listing 8.9: The architecture of the cDCGAN ’s Generator.

The forward method, outlined in the lines from 37 to 43 of Listing 8.9, details
the data flow through the Generator. In this process, the noise and label vectors are
processed separately. Specifically, the noise vector passes through a transpose convo-
lutional layer in line 38, while the label vector undergoes similar processing in line
39. The outputs from these two branches are then concatenated along the channel
dimension (line 40). Then, it is passed through additional transpose convolutional
layer that progressively increases the spatial resolution (line 41).

1 class Discriminator(torch.nn.Module):

2 def __init__(self , input_dim , label_dim , num_filters ,

output_dim):

3 super(Discriminator , self).__init__ ()

4 self.hidden_layer1 = torch.nn.Sequential ()

5 self.hidden_layer2 = torch.nn.Sequential ()

6 self.hidden_layers = torch.nn.Sequential ()

7 for i in range(len(num_filters)):

8 if i == 0:

9 input_conv = torch.nn.Conv2d(input_dim ,

num_filters[i] // 2, kernel_size =4, stride=2, padding =1)

10 self.hidden_layer1.add_module("input_conv",

input_conv)

11 torch.nn.init.normal_(input_conv.weight , mean

=0.0, std =0.02)

12 torch.nn.init.constant_(input_conv.bias , 0.0)

13 self.hidden_layer1.add_module("input_act", torch.

nn.LeakyReLU (0.2))

14 label_conv = torch.nn.Conv2d(label_dim ,

num_filters[i] // 2, kernel_size =4, stride=2, padding =1)

15 self.hidden_layer2.add_module("label_conv",

label_conv)

16 torch.nn.init.normal_(label_conv.weight , mean

=0.0, std =0.02)

17 torch.nn.init.constant_(label_conv.bias , 0.0)

18 self.hidden_layer2.add_module("label_act", torch.

nn.LeakyReLU (0.2))

19 else:

20 conv = torch.nn.Conv2d(num_filters[i - 1],

num_filters[i], kernel_size =4, stride=2, padding =1)

21 self.hidden_layers.add_module(f"conv_{i}", conv)

22 torch.nn.init.normal_(conv.weight , mean =0.0, std

=0.02)

23 torch.nn.init.constant_(conv.bias , 0.0)

24 self.hidden_layers.add_module(f"bn_{i}", torch.nn

.BatchNorm2d(num_filters[i]))

25 self.hidden_layers.add_module(f"act_{i}", torch.

nn.LeakyReLU (0.2))

26 self.output_layer = torch.nn.Sequential ()

27 out_conv = torch.nn.Conv2d(num_filters [-1], output_dim ,

kernel_size =4, stride=1, padding =0)
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28 self.output_layer.add_module("output_conv", out_conv)

29 torch.nn.init.normal_(out_conv.weight , mean =0.0, std

=0.02)

30 torch.nn.init.constant_(out_conv.bias , 0.0)

31 self.output_layer.add_module("output_act", torch.nn.

Sigmoid ())

32 def forward(self , z, c):

33 h1 = self.hidden_layer1(z)

34 h2 = self.hidden_layer2(c)

35 x = torch.cat([h1, h2], dim =1)

36 h = self.hidden_layers(x)

37 out = self.output_layer(h)

38 return out

Listing 8.10: The architecture of the cDCGAN ’s Discriminator.

The Discriminator is designed to distinguish between real images from the dataset
and fake images generated by the Generator. As described in Listing 8.10, the Dis-
criminator is composed of several convolutional layers that progressively reduce the
spatial resolution of the input images while extracting useful features. The architec-
ture of the Discriminator is organized into three main parts:

• hidden_layer1 processes the input image using convolutional layers (line
13);

• hidden_layer2 processes the label vector(line 18);
• hidden_layers combines the image and label features by concatenating

them along the channel dimension and further puts them into other convo-
lutional layers (lines 21–25).

To train the Discriminator, the input image and label data must be fed into it to
classify whether the image is real or fake, as in Listing 8.10. Training the Discrim-
inator is similar to a general classifier. Specifically, the image passes through the
convolutional layer with a filter size of num_filters[0] (line 33), while the label
undergoes a similar convolutional operation (line 34). The outputs from these two
branches are concatenated along the channel dimension (line 35) and passed through
other convolutional layers to extract high-level features. The final output layer (line
37) uses the Sigmoid activation function for classification purpose.

The integration of the Generator and Discriminator forms the core of the robust
cDCGAN model. The Generator generates images from the noise vector, while the
Discriminator distinguishes whether those images are real or fake. This adversarial
process enables both these components to improve iteratively. The Generator learns
to produce more realistic images while the Discriminator becomes better at distin-
guishing between real and generated images. Through this interaction, the cDCGAN
effectively captures complex patterns of the real data, allowing it to generate high-
quality images.
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8.2.4 TRAINING AND TESTING PROCESS

8.2.4.1 Training Process
To effectively train the cDCGAN model, it is essential to define key components,
including the loss function, optimization method, training procedure, and hyperpa-
rameters such as learning_rate, batch_size, and n_epochs. These hyperpa-
rameters are critical for optimizing the training process and ensuring efficient use
of computational resources. The readers can also change these hyperparameters for
further experiments.

The specific configuration for the Generator and Discriminator is detailed in
Listing 8.11. The key hyperparameters in this configuration include image_size

(line 5), G_input_dim (line 7), G_output_dim (line 8), D_input_dim (line 9),
D_output_dim (line 10), num_filters (line 11). Specifically, image_size sets
the resolution of the images processed by both the Generator and Discriminator to
256x256; G_input_dim defines the size of the latent space, typically represented as a
random noise vector from which the Generator synthesizes images. G_output_dim
indicates the number of channels in the generated images, corresponding to RGB
color channels. D_input_dim reflects the RGB channels in the images fed into the
Discriminator. D_output_dim indicates the output dimension of the Discriminator.
Finally, num_filters determines the number of convolutional filters at each layer,
starting from 1024 and decreasing to 32. This influences the model’s ability to learn
and capture intricate details.

1 cfg = {

2 "batch_size": 16,

3 "learning_rate": 1e-5,

4 "n_epochs": 20,

5 "image_size": 256,

6 "label_dim": 9,

7 "G_input_dim": 100,

8 "G_output_dim": 3,

9 "D_input_dim": 3,

10 "D_output_dim": 3,

11 "num_filters": [1024, 512, 256, 128, 64, 32],

12 }

Listing 8.11: Configuration settings for training the cDCGAN in Data Synthesis.

The training process of the cDCGAN model involves the following steps.
First, the training data is loaded and prepared by resizing the images, convert-
ing them into tensors, and normalizing their values. A custom dataset named as
MalwareDataset is created to allow for batch processing of training data samples
using the DataLoader (lines 3–5). Next, both the Generator and Discriminator mod-
els are initialized with specific input and output dimensions. They are then moved to
an appropriate computing device (lines 6–11). The Adam optimizer is used for train-
ing both Generator and Discriminator, with learning rates and other hyperparameters
set in the configuration (lines 12–13). The loss function is Binary Cross-Entropy
Loss, i.e., (BCELoss) in line 14. Additionally, we use SummaryWriter from Tensor-
Board to log training metrics for later visualization (line 15).
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During training, the labels for the training samples are converted into one-hot
encoding format (lines 16–20). The training loop runs for a number of epochs (lines
22–78). In each training iteration, the Discriminator is trained using both real images
and fake images generated by the Generator (lines 50–55). Its loss is calculated based
on how well it distinguishes real and fake images (line 52).

1 def train(cfg):

2 device = torch.device("cuda" if cfg["gpu_usage"] else "cpu")

3 transform_train = transforms.Compose ([ transforms.Resize ((cfg[

"image_size"], cfg["image_size"])), transforms.ToTensor (),

transforms.Normalize(mean =(0.5, 0.5, 0.5), std=(0.5, 0.5,

0.5))])

4 train_dataset = MalwareDataset(os.path.join(cfg["dataset_dir"

], "train"), transform_train)

5 train_loader = DataLoader(train_dataset , batch_size=cfg["

train_batch_size"], shuffle=True , num_workers=cfg["

num_workers"])

6 generator_model = Generator(cfg["G_input_dim"], cfg["

label_dim"], cfg["num_filters"], cfg["G_output_dim"])

7 discriminator_model = Discriminator(cfg["D_input_dim"], cfg["

label_dim"], cfg["num_filters"][::-1], cfg["D_output_dim"])

8 generator_model = generator_model.to(device)

9 discriminator_model = discriminator_model.to(device)

10 generator_model.train ()

11 discriminator_model.train()

12 G_optimizer = Adam(generator_model.parameters (), lr=cfg["

learning_rate"], betas=cfg["betas"])

13 D_optimizer = Adam(discriminator_model.parameters (), lr=cfg["

learning_rate"] * 0.3, betas=cfg["betas"])

14 loss_fn = torch.nn.BCELoss ()

15 writer = SummaryWriter(log_dir=cfg["log_dir"])

16 onehot = torch.zeros(cfg["label_dim"], cfg["label_dim"])

17 onehot = onehot.scatter_(1, torch.LongTensor ([0, 1, 2, 3, 4,

5, 6, 7, 8]).view(cfg["label_dim"], 1), 1).view(cfg["

label_dim"], cfg["label_dim"], 1, 1)

18 fill = torch.zeros([cfg["label_dim"], cfg["label_dim"], cfg["

image_size"], cfg["image_size"]])

19 for dim in range(cfg["label_dim"]):

20 fill[dim , dim , :, :] = 1

21 n_epochs = cfg["n_epochs"]

22 for epoch in range(n_epochs):

23 if epoch == 5 or epoch == 10:

24 G_optimizer.param_groups [0]["lr"] /= 2

25 D_optimizer.param_groups [0]["lr"] /= 2

26 pbar = tqdm(train_loader , ncols=80, desc="Training")

27 D_running_loss = 0.0

28 G_running_loss = 0.0

29 train_num = 0

30 for step , data in enumerate(pbar):

31 images , labels = data["image"], data["label"]

32 images = images.to(device)

33 labels = labels.to(device)

34 mini_batch = images.size()[0]

35 labels_fill_ = fill[labels ].to(device)

36 D_real_decision = discriminator_model(images ,

labels_fill_).squeeze ()
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37 y_real_ = torch.ones_like(D_real_decision).to(device)

38 y_fake_ = torch.zeros_like(D_real_decision).to(device

)

39 D_real_loss = loss_fn(D_real_decision , y_real_)

40 z_ = torch.randn(mini_batch , cfg["G_input_dim"]).view

(-1, cfg["G_input_dim"], 1, 1).to(device)

41 c_ = (torch.rand(mini_batch , 1) * cfg["label_dim"]).

type(torch.LongTensor).squeeze ()

42 if len(c_.shape) == 0:

43 c_ = c_.unsqueeze (0)

44 c_onehot_ = onehot[c_].to(device)

45 if epoch == 0:

46 fixed_noise = z_

47 fixed_label = c_onehot_

48 gen_image = generator_model(z_ , c_onehot_)

49 c_fill_ = fill[c_].cuda()

50 D_fake_decision = discriminator_model(gen_image ,

c_fill_).squeeze ()

51 D_fake_loss = loss_fn(D_fake_decision , y_fake_)

52 D_loss = D_real_loss + D_fake_loss

53 D_optimizer.zero_grad ()

54 D_loss.backward ()

55 D_optimizer.step()

56 z_ = torch.randn(mini_batch , cfg["G_input_dim"]).view

(-1, cfg["G_input_dim"], 1, 1).to(device)

57 c_ = (torch.rand(mini_batch , 1) * cfg["label_dim"]).

type(torch.LongTensor).squeeze ()

58 if len(c_.shape) == 0:

59 c_ = c_.unsqueeze (0)

60 c_onehot_ = onehot[c_].to(device)

61 gen_image = generator_model(z_ , c_onehot_)

62 c_fill_ = fill[c_].cuda()

63 D_fake_decision = discriminator_model(gen_image ,

c_fill_).squeeze ()

64 G_loss = loss_fn(D_fake_decision , y_real_)

65 G_optimizer.zero_grad ()

66 G_loss.backward ()

67 G_optimizer.step()

68 D_running_loss += D_loss.item() * mini_batch

69 G_running_loss += G_loss.item() * mini_batch

70 train_num += mini_batch

71 D_train_loss = D_running_loss / train_num

72 G_train_loss = G_running_loss / train_num

73 print(f"\tG train loss: {G_train_loss :.4f}, D_train_loss:

{D_train_loss :.4f}")

74 writer.add_scalar("Discriminator Loss/Train_epoch",

D_train_loss , epoch)

75 writer.add_scalar("Generator Loss/Train_epoch",

G_train_loss , epoch)

76 torch.save(generator_model.state_dict (), f"{cfg["save_dir

"]}/ G_model_{epoch }.pth")

77 torch.save(discriminator_model.state_dict (), f"{cfg["

save_dir"]}/ D_model_{epoch}.pth")

78 writer.close()

Listing 8.12: Training procedure for training the cDCGAN in Data Synthesis.
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We record the training log to monitor the model’s progress and performance (as
illustrated in lines 76-77 of Listing 8.12). Figure 8.4 demonstrates that balancing the
losses of the Discriminator and Generator can be challenging. The readers can adapt
this training by adjusting learning rates, using gradient clipping, label smoothing,
etc., to stabilize the training process.

Figure 8.4 Visualization of training the Discriminator and Generator losses for
Data Synthesis using cDCGAN in Tensorboard

8.2.4.2 Testing Process

1 def test(cfg):

2 device = torch.device("cuda" if cfg["gpu_usage"] else "cpu")

3 generator = Generator(cfg["G_input_dim"], cfg["label_dim"],

cfg["num_filters"], cfg["G_output_dim"]).to(device)

4 num_epoch = 19

5 generator_path = os.path.join(cfg["save_dir"], f"G_model_{

num_epoch }.pth")

6 if os.path.exists(generator_path):

7 generator.load_state_dict(torch.load(generator_path ,

map_location=device))

8 generator.eval()

9 onehot = torch.eye(cfg["label_dim"]).view(cfg["label_dim"],

cfg["label_dim"], 1, 1)

10 noise = torch.randn(cfg["test_batch_size"], cfg["G_input_dim"

], 1, 1).to(device)

11 c_ = (torch.rand(cfg["test_batch_size"]) * cfg["label_dim"]).

long()

12 label = onehot[c_].to(device)

13 with torch.no_grad ():

14 gen_image = generator(noise , label)

15 gen_image = denorm(gen_image)

16 n_samples = noise.size (0)

17 n_rows = int(np.ceil(np.sqrt(n_samples)))

18 n_cols = int(np.ceil(n_samples / n_rows))
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19 fig , axes = plt.subplots(n_rows , n_cols , figsize =(5, 5))

20 for ax, img in zip(axes.flatten (), gen_image):

21 ax.axis("off")

22 img = img.cpu().numpy().transpose (1, 2, 0) and transpose

23 img = (img - img.min()) * 255 / (img.max() - img.min())

24 ax.imshow(img.astype(np.uint8), aspect="equal")

25 plt.subplots_adjust(wspace=0, hspace =0)

26 plt.title(f"Epoch {num_epoch +1}")

27 plt.show()

Listing 8.13: Testing procedure for testing the cDCGAN in Data Synthesis.

The testing procedure for the cDCGAN model is detailed in Listing 8.13. Initially,
the testing configuration is set up to align with the training process, which includes
loading the trained Generator and its weights from a checkpoint and switching to
evaluation mode (lines 2–8). The process then creates random noise vectors and one-
hot encoded labels to facilitate the generation of new data samples (lines 9–12).
Within a torch.no_grad() context (line 20), the Generator produces images from
the noise and labels. Finally, the generated images are organized into a grid format
for evaluation purposes (lines 17–27), allowing for a comprehensive assessment of
the generator’s output quality. Figure. 8.5 shows generated data samples.

Figure 8.5 Sample images produced by the cDCGAN model after the training
phase.
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Readers can download the complete implementation code for this section from
here4.

8.3 MALWARE CLASSIFICATION
8.3.1 PROBLEM STATEMENT

This experimental study focuses on developing a practical and effective method for
malware classification—an essential task in cybersecurity that enables early threat
identification and timely incident response. Accurate classification not only helps
security systems understand the type and behavior of malware but also supports the
development of targeted defense strategies. In this case study, we explore an inno-
vative approach by converting malware binaries into image representations, which
reveal structural patterns that are often difficult to detect in raw binary format. These
visual cues can significantly improve the accuracy and robustness of classification
models. By integrating this technique with generative AI, such as GAN-based mod-
els, students and practitioners can build efficient, scalable, and real-world-ready so-
lutions for malware detection, gaining hands-on experience in applying generative
models to pressing cybersecurity challenges.

8.3.2 DATA PREPROCESSING

The dataset used in this experiment is consistent with the one employed in the
Data Synthesis case study, allowing readers to follow the same preprocessing steps
outlined in Section 8.2.2. After preprocessing, each malware sample is converted
into a grayscale image, enabling visual analysis and deep learning-based classifi-
cation. This image-based representation captures structural patterns within the mal-
ware, which can enhance the performance of generative models. However, readers
are encouraged to explore alternative formats of malware data—such as raw bina-
ries, opcode sequences, or byte-level representations—to evaluate the adaptability
and effectiveness of generative approaches across different data types. This flexibil-
ity provides valuable opportunities to deepen understanding and assess the broader
applicability of deep neural network models in malware analysis.

8.3.3 DESIGNING THE ARCHITECTURE OF A DEEP NEURAL NETWORK

In this section, we apply a Deep Neural Network (DNN) model to perform mal-
ware classification. Two implementation strategies are available: training a model
from scratch or fine-tuning a pre-trained model. For the first approach, we design a
custom DNN using PyTorch, following architectural guidelines found in prior liter-
ature [5]. Readers can refer to Section 8.2.3 for guidance on constructing neural net-
work models, particularly the discriminator, which can be adapted for classification
purposes. Alternatively, for the fine-tuning approach, we can leverage pre-trained
DNN backbones that were originally developed for image classification tasks, such

4https://github.com/lyvt/genai˙cybersecurity/tree/main/02-data˙synthesis

https://github.com/lyvt/genai%CB%99cybersecurity/tree/main/02-data%CB%99synthesis
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as InceptionV3 or GoogLeNet [6]. These pre-trained models provide a solid founda-
tion for transfer learning, enabling more efficient training and improved performance
on malware image datasets.

In this case study, we demonstrate how to implement a DNN model for mal-
ware classification using GoogLeNet, as detailed in Listing 8.14. The process begins
by initializing the model with pre-trained weights from GoogLeNet (line 3), which
have been learned from a large-scale image classification dataset. Next, we mod-
ify the model by replacing the top fully connected layer with output predictions for
our specific set of nine malware classes (line 4). This approach leverages transfer
learning, allowing us to fine-tune the model for the task of malware classification
while benefiting from the general image features learned during pre-training. While
GoogLeNet is used in this example, readers are encouraged to experiment with other
popular CNN backbones such as ResNet, InceptionV3, or EfficientNet to explore
and compare their performance in malware classification.

1 import torch

2 import torchvision.models as models

3 googlenet = models.googlenet(pretrained=True)

4 googlenet.fc = torch.nn.Linear(googlenet.fc.in_features , 9)

Listing 8.14: Customizing GoogleNet architecture for Malware Classification Tasks

8.3.4 TRAINING AND TESTING PROCESS

8.3.4.1 Training Process
The training process for the DNN model is designed to iteratively improve its ability
to classify malware by minimizing prediction errors. As illustrated in Listing 8.15,
the workflow begins with loading and preprocessing the training and validation
datasets, which includes transformations such as random resizing, cropping, and nor-
malization to enhance generalization (lines 3–10). These datasets are then wrapped
in DataLoader objects to enable efficient batch processing. The GoogLeNet model
is initialized, moved to the appropriate computation device (CPU or GPU), and set to
training mode (lines 11–12). During each training batch, input data is passed through
the model to generate predictions (line 25), and the cross-entropy loss is computed by
comparing these predictions with the ground-truth labels (line 26). This loss indicates
the model’s classification error, guiding the optimization process. The backpropaga-
tion algorithm computes the gradients (line 27), and the Adam optimizer updates the
model’s weights to reduce the loss (line 28). After each epoch, the model is evaluated
on the validation dataset by switching to evaluation mode, allowing the calculation
of validation loss and helping to monitor performance and detect overfitting (lines
32–42).

1 def train(cfg):

2 device = torch.device("cuda" if cfg["gpu_usage"] else "cpu")

3 transform_train = transforms.Compose ([

4 transforms.RandomResizedCrop (224) ...])

5 transform_val = transforms.Compose ([

6 transforms.ToTensor (), ...])
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7 train_datasetset = MalwareDataset(os.path.join("dataset", "

train"), transform_train)

8 train_loader = torch.utils.data.DataLoader(train_datasetset ,

batch_size=cfg["train_batch_size"], shuffle=True , num_workers

=cfg["num_workers"])

9 val_dataset = MalwareDataset(os.path.join("dataset", "test"),

transform_val)

10 val_loader = torch.utils.data.DataLoader(val_dataset ,

batch_size=cfg["train_batch_size"], shuffle=False ,

num_workers=cfg["num_workers"])

11 model = googlenet.to(device)

12 model.train ()

13 optimizer = SGD(model.parameters (), lr=cfg["learning_rate"],

momentum =0.9, weight_decay =5e-4)

14 loss_fn = nn.CrossEntropyLoss ()

15 writer = SummaryWriter(log_dir=cfg["log_dir"])

16 n_epochs = cfg["n_epochs"]

17 for epoch in range(n_epochs):

18 model.train ()

19 pbar = tqdm(train_loader , ncols=80, desc="Training")

20 running_loss = 0.0

21 train_num = 0

22 for step , data in enumerate(pbar):

23 inputs , targets = data["image"].to(device), data["

label"].to(device)

24 optimizer.zero_grad ()

25 outputs = model(inputs)

26 loss = loss_fn(outputs , targets)

27 loss.backward ()

28 optimizer.step()

29 running_loss += loss.item() * inputs.shape [0]

30 train_num += inputs.shape [0]

31 train_loss = running_loss / train_num

32 model.eval()

33 val_running_loss = 0.0

34 val_num = 0

35 with torch.no_grad ():

36 for inputs in val_loader:

37 inputs , targets = data["image"].to(device), data[

"label"].to(device)

38 outputs = model(inputs)

39 val_loss = loss_fn(outputs , targets)

40 val_running_loss += val_loss.item() * inputs.

shape [0]

41 val_num += inputs.shape [0]

42 val_loss = val_running_loss / val_num

43 writer.add_scalar("Loss/Train_epoch", train_loss , epoch)

44 writer.add_scalar("Loss/Validation_epoch", val_loss ,

epoch)

45 torch.save(model.state_dict (), f"{cfg["save_dir"]}/ model_

{epoch}.pth")

46 writer.close()

Listing 8.15: Training proceduce for training the DNN model in Malware
Classification.
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Visualizing the training log is crucial for tracking the model’s convergence during
the training process. The training log (as shown in the lines 44-45 of Listing 8.4),
allows us to monitor the training’s progress and model’s performance. To access this
log, use the command tensorboard --logdir=log_dir, which opens the default
browser. If we observe the overfitting problem presented in the log visualization, we
need to adjust the data pre-process hyper-parameter set to enhance performance.

Visualizing the training log is essential for monitoring the model’s learning behav-
ior and ensuring proper convergence throughout the training process. As shown in
lines 44–45 of Listing 8.4, the training log records important metrics such as training
and validation loss over time, helping to track the model’s performance. Readers can
visualize these metrics using TensorBoard by running the command tensorboard

--logdir=log_dir, which launches an interactive dashboard in your default web
browser. This visualization enables early detection of issues like overfitting—where
the model performs well on training data but poorly on validation data. If overfitting
or other training issues are observed, readers are encouraged to refine the prepro-
cessing steps, adjust hyperparameters, or apply regularization techniques to improve
model generalization.

8.3.4.2 Testing Process
The primary objective of the testing phase is to evaluate how well the trained DNN
model can classify previously unseen malware samples. This is accomplished using
the function shown in Listing 8.5, which computes standard classification perfor-
mance metrics such as accuracy, precision, recall, and F1-score. As detailed in List-
ing 8.16, the testing process begins by preparing the test dataset: loading malware
images from the designated directory using the MalwareDataset class, applying the
necessary transformations, and organizing the data into batches via a DataLoader

(lines 3–5). The previously trained model is then restored from a checkpoint and
switched to evaluation mode to disable gradient computation and dropout layers
(lines 6–11). During testing, the model processes each batch, predicts class labels
by selecting the highest probability scores (lines 16–18), and stores both the pre-
dicted and true labels (lines 19–20). Finally, the calculate_metrics function is
called (line 21) to evaluate the overall performance of the model, providing a clear
and quantitative summary of its classification effectiveness.

1 def test(cfg):

2 device = torch.device("cuda" if cfg["gpu_usage"] else "cpu")

3 transform_test = transforms.Compose ([ transforms.ToTensor (),

...)

4 test_dataset = MalwareDataset(os.path.join("dataset", "test")

, transform_test)

5 test_loader = torch.utils.data.DataLoader(test_dataset ,

batch_size=cfg["train_batch_size"], shuffle=False ,

num_workers=cfg["num_workers"])

6 model = googlenet.to(device)

7 model_path = os.path.join(cfg["save_dir"], "model_9.pth")

8 if os.path.exists(model_path):

9 model.load_state_dict(torch.load(model_path))
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10 model = model.to(device)

11 model.eval()

12 labels = []

13 predictions = []

14 with torch.no_grad ():

15 for x_batch , y_batch in tqdm(test_loader):

16 x_batch = x_batch.to(device)

17 outputs = model(x_batch)

18 _, y_predict = outputs.max (1)

19 labels.extend(y_batch.tolist ())

20 predictions.extend(y_predict.cpu().tolist ())

21 performance_metrics = calculate_metrics(labels , predictions)

22 return performance_metrics

Listing 8.16: Testing procedure for testing the DNN model in Malware
Classification.

Readers can download the complete implementation code for this section from
here 5.

8.4 TRAFFIC ANALYSIS
8.4.1 PROBLEM STATEMENT

Network traffic classification plays a vital role in managing and securing modern
networks by identifying the types of traffic generated by various applications. This
process not only ensures smooth network performance but also aids in detecting and
mitigating potential security threats. However, with the growing adoption of encryp-
tion to protect user privacy, accurately classifying traffic has become increasingly
challenging. Encrypted traffic conceals the payload, making it difficult for conven-
tional methods to inspect and analyze content.

Traditional approaches such as Deep Packet Inspection (DPI), which depend on
examining patterns within packet payloads, become ineffective when encryption is
present. Moreover, the rapid evolution of encryption protocols further complicates
classification efforts, rendering many existing techniques obsolete or less effective.
As a result, developing models that can recognize subtle and robust patterns in en-
crypted traffic is now crucial for maintaining strong network security.

To address these challenges, recent advancements in pre-trained deep learning
models have shown great promise. These models, which have revolutionized fields
like natural language processing and computer vision, are trained on large volumes
of unlabeled data to extract generalizable features. They can then be fine-tuned on
smaller, task-specific datasets to achieve high performance with minimal labeled
data. In this experiment, we adopt the Encrypted Traffic Bidirectional Encoder Rep-
resentations from Transformers (ET-BERT) architecture [7] to learn meaningful rep-
resentations of encrypted traffic. By leveraging ET-BERT’s ability to capture con-
textual information in network flows, this approach provides a powerful solution for
handling encrypted traffic classification with improved accuracy and adaptability.

5https://github.com/lyvt/genai˙cybersecurity/tree/main/03-malware-image-classification

https://github.com/lyvt/genai%CB%99cybersecurity/tree/main/03-malware-image-classification
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8.4.2 DATA PREPROCESSING

In this experiment, we utilize a real-world TLS 1.3 encrypted traffic dataset, collected
between March and July 2021 on the China Science and Technology Network (CST-
NET) [7]. This dataset captures traffic from various applications under real network
conditions, making it highly suitable for evaluating encrypted traffic classification
models. The dataset is preprocessed using the prepare_data() function, as illus-
trated in Listing 8.17, which formats the raw input for BERT-based classification by
parsing and tokenizing each traffic sample.

Effective data preprocessing is a critical step in preparing datasets for machine
learning models, ensuring the input data is clean, consistent, and appropriately struc-
tured. In this case, since the input traffic is represented in text format, preprocess-
ing involves parsing CSV-formatted records and converting them into tokenized se-
quences suitable for BERT-based models. The prepare_data() function begins
by initializing an empty list called dataset to store preprocessed records and a
columns dictionary to map column names to their respective indices (line 2). It
reads the CSV file line by line, maps column headers, and extracts relevant fields,
including the target classification label from the label column (lines 3–9).

Each traffic sample is then tokenized with BERT-specific tokens such as [CLS]
and [SEP] to mark the beginning and separation of input segments. Segment embed-
dings are assigned (1 for the first segment, 2 for the second) to help the model differ-
entiate between parts of the input (line 23). To maintain a consistent input length for
the model, sequences are either truncated if they exceed the maximum length (lines
24–26) or padded with special tokens if they are shorter (lines 27–29). Finally, each
processed sequence, along with its corresponding label, is added to the dataset list
(lines 30–33), resulting in a structured and tokenized dataset ready for training and
evaluation.

1 def prepare_data(args , path):

2 dataset , columns = [], {}

3 with open(path , mode="r", encoding="utf -8") as f:

4 for line_id , line in enumerate(f):

5 if line_id == 0:

6 for i, column_name in enumerate(line.strip().

split("\t")):

7 columns[column_name] = i

8 continue

9 line = line [: -1]. split("\t")

10 tgt = int(line[columns["label"]])

11 if args.soft_targets and "logits" in columns.keys():

12 soft_tgt = [float(value) for value in the line[

columns["logits"]]. split(" ")]

13 if "text_b" not in columns:

14 text_a = line[columns["text_a"]]

15 src = args.tokenizer.convert_tokens_to_ids ([

CLS_TOKEN] + args.tokenizer.tokenize(text_a))

16 seg = [1] * len(src)

17 else:

18 text_a , text_b = line[columns["text_a"]], line[

columns["text_b"]]
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19 src_a = args.tokenizer.convert_tokens_to_ids(

20 [CLS_TOKEN] + args.tokenizer.tokenize(text_a)

+ [SEP_TOKEN ])

21 src_b = args.tokenizer.convert_tokens_to_ids(args

.tokenizer.tokenize(text_b) + [SEP_TOKEN ])

22 src = src_a + src_b

23 seg = [1] * len(src_a) + [2] * len(src_b)

24 if len(src) > args.seq_length:

25 src = src[: args.seq_length]

26 seg = seg[: args.seq_length]

27 while len(src) < args.seq_length:

28 src.append (0)

29 seg.append (0)

30 if args.soft_targets and "logits" in columns.keys():

31 dataset.append ((src , tgt , seg , soft_tgt))

32 else:

33 dataset.append ((src , tgt , seg))

34 return dataset

Listing 8.17: Data preprocessing workflow for Traffic Analysis.

8.4.3 DESIGNING THE ARCHITECTURE OF BERT

For network traffic classification, we use a classifier architecture based on the pre-
trained BERT model to efficiently classify encrypted traffic protocols. The architec-
ture has three main parts, i.e., the embedding layer, the encoder layer, and the output
layer. Each part has a specific role in helping the model accurately recognize traffic
types in encrypted environments, as described in Listing 8.18.

1 class Classifier(nn.Module):

2 def __init__(self , args):

3 super(Classifier , self).__init__ ()

4 self.embedding = WordPosSegEmbedding(args , len(args.

tokenizer.vocab))

5 self.encoder = TransformerEncoder(args)

6 self.labels_num = args.labels_num

7 self.soft_targets = args.soft_targets

8 self.soft_alpha = args.soft_alpha

9 self.output_layer_1 = nn.Linear(args.hidden_size , args.

hidden_size)

10 self.output_layer_2 = nn.Linear(args.hidden_size , self.

labels_num)

11 def forward(self , src , tgt , seg):

12 emb = self.embedding(src , seg)

13 output = self.encoder(emb , seg)[:, 0, :]

14 output = torch.tanh(self.output_layer_1(output))

15 logits = self.output_layer_2(output)

16 if tgt is not None:

17 loss = nn.N Los()(nn.LogSoftmax(dim=-1)(logits), tgt.

view(-1))

18 return loss , logits

19 else:

20 return None , logits

Listing 8.18: The classifier architecture for traffic analysis.
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The embedding layer, described in line 4 of Listing 8.18, plays a crucial role
in converting input traffic data into meaningful token embeddings. It combines
word embeddings with positional and segmentation embeddings to effectively cap-
ture the structural and sequential features of encrypted traffic. In this architecture,
the WordPosSegEmbedding layer is utilized for generating embeddings, as demon-
strated in Listing 8.19. The WordPosSegEmbedding class integrates three types of
word-embeddings, positional embedding, and segmentation to create the compre-
hensive input representations.

Word embeddings, which map each token in the vocabulary to a fixed-size dense
vector defined by args.emb_size (line 7), capture the meaning of the input. Po-
sitional embeddings indicate the order of the sequence, specifying the position of
each token within the input (line 8). Segmentation embeddings provide details about
specific segments, with the parameter 3 representing three possible segments (line
9). To generate token embeddings from the input, the data is fed into the embedding
layer, and the output is retrieved. The forward function, defined in the architec-
ture, starts by computing the word embeddings in line 13, where src represents the
input token indices. In the line 14, positional embeddings are generated by creat-
ing a tensor of sequential indices corresponding to the length of the input sequence.
This tensor is then passed to the positional embedding layer to obtain the respective
embeddings. Next, the final embedding is the summarization of the word, positional,
and segmentation embeddings in the line 18. This summation ensures that each token
representation encompasses both its meaning and its position within the sequence.

1 class WordPosSegEmbedding(nn.Module):

2 def __init__(self , args , vocab_size):

3 super(WordPosSegEmbedding , self).__init__ ()

4 self.remove_embedding_layernorm = args.

remove_embedding_layernorm

5 self.dropout = nn.Dropout(args.dropout)

6 self.max_seq_length = args.max_seq_length

7 self.word_embedding = nn.Embedding(vocab_size , args.

emb_size)

8 self.position_embedding = nn.Embedding(self.

max_seq_length , args.emb_size)

9 self.segment_embedding = nn.Embedding(3, args.emb_size)

10 if not self.remove_embedding_layernorm:

11 self.layer_norm = LayerNorm(args.emb_size)

12 def forward(self , src , seg):

13 word_emb = self.word_embedding(src)

14 pos_emb = self.position_embedding(

15 torch.arange(0, word_emb.size (1), device=word_emb.

device , dtype=torch.long)

16 .unsqueeze (0).repeat(word_emb.size (0), 1))

17 seg_emb = self.segment_embedding(seg)

18 emb = word_emb + pos_emb + seg_emb

19 if not self.remove_embedding_layernorm:

20 emb = self.layer_norm(emb)

21 emb = self.dropout(emb)

22 return emb

Listing 8.19: The WordPosSegEmbedding layer architecture for Traffic Analysis.
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In the BERT architecture, the TransformerEncoder is utilized as the encoder
layer, as detailed in Listing 8.20. The TransformerEncoder class initializes sev-
eral key components within its __init__ method. It first establishes the mask and
the number of layers based on parameters defined in args (lines 4–5). The line 6
creates self.transformer, which initializes a list of transformer layers using the
TransformerLayer class, repeated for the specified number of layers. The line 7
initializes relative_pos_emb, which incorporates relative positional information
to enhance the representation of token relationships. The forward function begins
by determining the size of the input embeddings, which is stored in the variables
batch_size and seq_length (line 12). A mask is then generated using the seg-
ment input, designed to remove tokens during processing (lines 13–15). The position
bias is calculated using the RelativePositionEmbedding class, incorporating rel-
ative positional information between tokens (line 17). Core processing occurs within
a loop that iterates for the specified number of layers. During each iteration, the
hidden states are updated by passing them through the transformer layers. The fi-
nal output hidden of the encoder represents the transformed embeddings, ready for
further processing in the model (lines 18–19).

1 class TransformerEncoder(nn.Module):

2 def __init__(self , args):

3 super(TransformerEncoder , self).__init__ ()

4 self.mask = args.mask

5 self.layers_num = args.layers_num

6 self.transformer = TransformerLayer(args)

7 self.relative_pos_emb = RelativePositionEmbedding(

bidirectional=True , heads_num=args.heads_num , num_buckets=

args.relative_attention_buckets_num)

8 def forward(self , emb , seg):

9 batch_size , seq_length , _ = emb.size()

10 mask = (seg > 0).unsqueeze (1).repeat(1, seq_length , 1).

unsqueeze (1)

11 mask = mask.float()

12 mask = (1.0 - mask) * -10000.0

13 hidden = emb

14 position_bias = self.relative_pos_emb(hidden , hidden)

15 for i in range(self.layers_num):

16 hidden = self.transformer(hidden , mask , position_bias

=position_bias)

17 return hidden

Listing 8.20: The Transformer Encoder layer architecture for Traffic Analysis.

The output layers, defined in lines 9-10 of Listing 8.18, transform the final hidden
states into classification logits. This process is composed of two fully connected
layers. The first layer performs a non-linear transformation using the Tanh activation
function (line 16), which introduces non-linearity to capture complex patterns in the
traffic data. The second layer maps the transformed hidden states to the label space,
producing the classification logits that serve as the model’s output for prediction.
To train the classifier, the processed traffic data is passed through the model, and
the corresponding output is generated. This process is defined in the forward()

function, starting at line 11 of Listing 8.18.
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8.4.4 TRAINING AND TESTING PROCESS

8.4.4.1 Training Process
The training process for the traffic analysis model involves feeding input data through
the model, calculating the loss, and updating the model’s weights based on the gradi-
ents. As outlined in Listing 8.21, this first loads the training and validation datasets,
configuring various paths and hyperparameters via command-line arguments (lines
2–6). The datasets are processed to create tensors for the source, target, and seg-
ment inputs. The dataset is then shuffled to introduce randomness (lines 12–18). The
BertTokenizer is initialized (line 7), followed by the Classifier model (line
9). After loading or initializing the model parameters (line 10), the training setup
proceeds by calculating the total number of training steps based on the size of the
datasets, the number of epochs, and the batch size (line 19). An optimizer and a
learning rate schedulers are defined to manage the learning process. The main train-
ing loop iterates through each epoch, with the model set to training mode (line 24).
For each batch, the gradients are reset (line 28), and the input data is transferred to
the appropriate device (lines 29–31).

Subsequently, calculating the loss and updating the model’s weights are executed
as follows. The loss is computed by performing forward propagation through the
model (line 32). The loss value, computed by using the classification logits and the
true labels, is backpropagated to update the model’s parameters (line 33). The learn-
ing rate is then adjusted dynamically (line 35). After completing each epoch, the
average loss is recorded (line 39). Once the training is finalized, the model’s state
dictionary is saved to an output path (line 40). This model leverages pre-trained
BERT model and fine-tunes on the traffic data allowing the encoder to effectively
capture the relationships between tokens in the input data, as discussed in [7].

1 def train():

2 args = parser.parse_args ()

3 args.train_path = "data/cstnet -tls -1.3/ fine -tuning/packet/

train_dataset.tsv"

4 args.dev_path = "data/cstnet -tls -1.3/ fine -tuning/packet/

valid_dataset.tsv"

5 args.vocab_path = "models/encryptd_vocab.txt"

6 ...

7 args.tokenizer = BertTokenizer(args)

8 args.device = torch.device("cuda:0" if torch.cuda.

is_available () else "cpu")

9 model = Classifier(args)

10 load_or_initialize_parameters(args , model)

11 model = model.to(args.device)

12 train_data = prepare_data(args , args.train_path)

13 random.shuffle(train_data)

14 instances_num = len(train_data)

15 batch_size = args.batch_size

16 src = torch.LongTensor ([ example [0] for example in train_data

])

17 tgt = torch.LongTensor ([ example [1] for example in train_data

])
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18 seg = torch.LongTensor ([ example [2] for example in train_data

])

19 args.train_steps = int(instances_num * args.epochs_num /

batch_size) + 1

20 optimizer , scheduler = build_optimizer(args , model)

21 args.model = model

22 writer = SummaryWriter(log_dir="runs")

23 for epoch in tqdm.tqdm(range(1, args.epochs_num + 1)):

24 model.train ()

25 running_loss = 0.0

26 train_num = 0

27 for i, (src_batch , tgt_batch , seg_batch) in enumerate(

batch_loader(batch_size , src , tgt , seg)):

28 model.zero_grad ()

29 src_batch = src_batch.to(args.device)

30 tgt_batch = tgt_batch.to(args.device)

31 seg_batch = seg_batch.to(args.device)

32 loss , _ = model(src_batch , tgt_batch , seg_batch)

33 loss.backward ()

34 optimizer.step()

35 scheduler.step()

36 running_loss += loss.item() * src_batch.shape [0]

37 train_num += src_batch.shape [0]

38 train_loss = running_loss / train_num

39 writer.add_scalar("Loss/Train_epoch", train_loss , epoch)

40 torch.save(model.state_dict (), args.output_model_path)

41 writer.close()

Listing 8.21: Training procedure for a training classifier for Traffic Analysis.

8.4.4.2 Testing Process
The main objective of the testing phase is to assess how well the classifier model
performs on unseen data by evaluating its ability to classify samples accurately. The
testing procedure for the BERT model in network traffic classification involves feed-
ing input data into the model to generate predictions. As detailed in Listing 8.22, the
process begins by configuring the argument parser, which sets the hyperparameters,
dataset paths, and additional options such as the tokenizer and batch size (lines 2–
9). Next, the model’s hyperparameters are loaded, and the number of labels in the
dataset is determined (lines 10–11). A BertTokenizer is initialized (line 12), and
the model is restored from a pre-trained checkpoint (lines 14–16). The test dataset
is prepared by converting it into tensors representing the source, target, and segment
inputs (lines 17–21).

We need to switch to the evaluation mode and disable gradients of the model’s
weights to test data in batches (line 23). For each batch, the inputs are transferred
to the appropriate device (CPU or GPU) (lines 27–29). Then, the model predicts
the output logits (line 31), which are converted into label predictions by apply-
ing a softmax function followed by an argmax operation (line 32). Finally, the
calculate_metrics() function computes performance metrics to provide a com-
prehensive summary of the model’s performance on the test dataset (line 36).
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1 def test():

2 parser = argparse.ArgumentParser(formatter_class=argparse.

ArgumentDefaultsHelpFormatter)

3 finetune_opts(parser)

4 args = parser.parse_args ()

5 args.test_path = "data/cstnet -tls -1.3/ fine -tuning/packet/

test_dataset.tsv"

6 args.train_path = "data/cstnet -tls -1.3/ fine -tuning/packet/

train_dataset.tsv"

7 args.vocab_path = "models/encryptd_vocab.txt"

8 ...

9 args.batch_size = 1

10 args = load_hyperparam(args)

11 args.labels_num = count_labels_num(args.train_path)

12 args.tokenizer = BertTokenizer(args)

13 args.device = torch.device("cuda:0" if torch.cuda.

is_available () else "cpu")

14 model = Classifier(args)

15 model.load_state_dict(torch.load(args.output_model_path))

16 model = model.to(args.device)

17 test_data = prepare_data(args , args.test_path)

18 batch_size = args.batch_size

19 src = torch.LongTensor ([ example [0] for example in test_data ])

20 tgt = torch.LongTensor ([ example [1] for example in test_data ])

21 seg = torch.LongTensor ([ example [2] for example in test_data ])

22 args.model = model

23 model.eval()

24 labels = []

25 predictions = []

26 for i, (src_batch , tgt_batch , seg_batch) in enumerate(

batch_loader(batch_size , src , tgt , seg)):

27 src_batch = src_batch.to(args.device)

28 tgt_batch = tgt_batch.to(args.device)

29 seg_batch = seg_batch.to(args.device)

30 with torch.no_grad ():

31 _, logits = args.model(src_batch , tgt_batch ,

seg_batch)

32 y_pred = torch.argmax(nn.Softmax(dim=1)(logits), dim =1)

33 y_gt = tgt_batch

34 predictions.extend(y_pred.cpu().tolist ())

35 labels.extend(y_gt.cpu().tolist ())

36 performance_metrics = calculate_metrics(labels , predictions)

37 return performance_metrics

Listing 8.22: Testing procedure for testing classifier for Traffic Analysis.

Readers can download the complete implementation code for this section from
here 6.

6https://github.com/lyvt/genai˙cybersecurity/tree/main/04-traffic-analysis

https://github.com/lyvt/genai%CB%99cybersecurity/tree/main/04-traffic-analysis
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8.5 DEEPFAKE COUNTER-MEASUREMENTS
8.5.1 PROBLEM STATEMENT

Deepfakes are a technology that uses advanced deep learning techniques, like Au-
toencoders and Generative Adversarial Networks (GANs), to change or swap faces
in images or videos, resulting in very realistic but fake content. While this technology
can create impressive media, it also brings serious security and privacy risks. Mali-
cious individuals can misuse deepfakes to create fake videos of well-known figures.

Variational Autoencoders (VAEs) are powerful Deep Learning models that can be
used for various applications, including Deepfake Detection. In this section, we ex-
plore the potential of VAEs in addressing deepfake detection as an anomaly detection
problem. Specifically, real images are classified as “normal,” while deepfake images
are treated as anomalies. This approach allows us to effectively identify and differ-
entiate between real and fake content, leveraging the unique capabilities of VAEs to
capture the underlying distribution of real images.

8.5.2 DATA PREPROCESSING

In this experiment, we utilize the DFFD dataset [8] which comprises several publicly
accessible collections, including both real and synthetic images generated by various
methods. These images are different in resolution and quality. Specifically, we focus
on the Flickr-Faces-HQ (FFHQ) subset of the DFFD dataset for real images, while
the synthetic images are generated using StyleGAN-based models trained on the
FFHQ dataset. From the original data, we separate the images into two folders: one
for real images and another for fake images. Samples from each class are visualized
in Fig 8.6.

Figure 8.6 Examples of real and fake images used for training and evaluation,
with real images sourced from the FFHQ dataset and fake images generated by
StyleGAN-based models.
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8.5.3 DESIGNING THE ARCHITECTURE OF VAE

The Variational AutoEncoder (VAE) architecture is implemented by the nn.Module
class, as shown in Listing 8.23. This architecture is composed of two primary com-
ponents, i.e., the encoder and the decoder.

1 class VAE_CNN(nn.Module):

2 def __init__(self):

3 super(VAE_CNN , self).__init__ ()

4 self.encoder = nn.Sequential(

5 nn.Conv2d(3, 16, kernel_size =3, stride=1, padding=1,

bias=False),

6 ...

7 nn.ReLU())

8 self.fc1 = nn.Linear (25 * 25 * 16, 1024)

9 self.fc_bn1 = nn.BatchNorm1d (1024)

10 self.fc_mu = nn.Linear (1024, 1024)

11 self.fc_logvar = nn.Linear (1024 , 1024)

12

13 self.fc3 = nn.Linear (1024 , 1024)

14 self.fc_bn3 = nn.BatchNorm1d (1024)

15 self.fc4 = nn.Linear (1024 , 25 * 25 * 16)

16 self.decoder = nn.Sequential(

17 nn.ConvTranspose2d (16, 64, kernel_size =3, stride=1,

padding=1, bias=False),

18 ...

19 nn.ReLU(),

20 nn.ConvTranspose2d (16, 3, kernel_size =3, stride=2,

21 padding=1, output_padding =1, bias=False))

Listing 8.23: The VAE architecture for Deepfake Counter-measurements.

1 def reparameterize(self , mu, logvar):

2 std = torch.exp (0.5 * logvar)

3 eps = torch.randn_like(std)

4 return mu + eps * std

Listing 8.24: The VAE architecture for Deepfake Counter-measurements:
components

1 def encode(self , x):

2 conv_out = self.encoder(x)

3 conv_out = conv_out.view(-1, 25 * 25 * 16)

4 fc_out = self.relu(self.fc_bn1(self.fc1(conv_out)))

5 mu = self.fc_mu(fc_out)

6 logvar = self.fc_logvar(fc_out)

7 return mu, logvar

8

9 def decode(self , z):

10 fc_out = self.relu(self.fc_bn3(self.fc3(z)))

11 fc_out = self.fc4(fc_out).view(-1, 16, 25, 25)

12 decoded = self.decoder(fc_out)

13 return decoded.view(-1, 3, 100, 100)

14

15 def forward(self , x):
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16 mu, logvar = self.encode(x)

17 z = self.reparameterize(mu, logvar)

18 return self.decode(z), mu, logvar

Listing 8.25: The VAE architecture for Deepfake Counter-measurements:
components

In the VAE, the encoder is designed to map input data into a latent representa-
tion space and consists of several convolutional layers followed by fully connected
layers. Specifically, the encoder includes four convolutional layers (the lines 4-11
in Listing 8.23) that change the input from three channels (RGB images) to 16 fea-
ture map channels. This helps to effectively extract features at various resolutions.
Each convolution is followed by the batch normalization operation and the ReLU
activation function. The final output of the encoder is flattened and passed through
two fully connected layers, which produce the mean and log variance of the latent
representation.

The decoder aims to reconstruct the original input data from its latent representa-
tion. The decoder is set up similarly to the encoder but uses transposed convolutional
layers (the lines 20-28 in Listing 8.23). This will increase the latent representation
back to the original image size. It has three transposed convolutional layers that
gradually increase the number of channels from 16 channel of feature maps back
to 3 channels. Each transposed convolutional layer also uses batch normalization
and ReLU activations ensures the output stays within a suitable range for generating
images. The reparameterization trick (lines 38–41 in Listing 8.23) is a key part of
VAEs, allowing the model to sample from the learned distribution while keeping the
process differentiable. This trick adds randomness by generating a sample from a
Gaussian distribution defined by the mean and standard deviation (derived from the
log variance).

To train the VAE, it is essential to input data into the model and obtain the cor-
responding output. The forward method, defined in lines 49-52 of Listing 8.23,
outlines the data flow through the VAE. The encoder part computes the mean (mu)
and log variance (logvar) of the latent space using the encode function (line 50).
It then samples from this latent space using the reparameterization trick to obtain z

(line 51). Finally, z is decoded back into image space to produce a reconstructed out-
put (line 52). The method returns three outputs, i.e., the reconstructed data, the mean
mu, and the log variance logvar (line 52). This step-by-step process not only enables
the model to generate new images but also ensures it to learn important features from
the training data

8.5.4 TRAINING AND TESTING PROCESS

8.5.4.1 Training Process
To train the Variational Autoencoder (VAE), similar to other training neuron network
models in Pytorch, we need to define the loss function, optimization method, training
procedure, and hyperparameters. Listing 8.26 outlines a custom loss function and the
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training process for the VAE model using PyTorch. The customLoss class (lines 1–
8) inherits from the nn.Module class that combines the Mean Squared Error (MSE)
loss and the Kullback-Leibler Divergence (KLD) loss. The init method (lines 2–
4) initializes an MSE loss object, while the forward method (lines 5–8) calculates
the total loss. This total loss includes the MSE between the reconstructed output
(x_recon) and the original input (x). Besides, the KLD loss as well as the KLD is
calculated based on the encoder’s output parameters (mu and logvar).

1 class customLoss(nn.Module):

2 def __init__(self):

3 super(customLoss , self).__init__ ()

4 self.mse_loss = nn.MSELoss(reduction="sum")

5 def forward(self , x_recon , x, mu , logvar):

6 loss_MSE = self.mse_loss(x_recon , x)

7 loss_KLD = -0.5 * torch.sum(1 + logvar - mu.pow (2) -

logvar.exp())

8 return loss_MSE + loss_KLD

Listing 8.26: Custom loss function implementation for Variational Autoencoder.

The training procedure for the VAE model involves feeding input data through
the model, calculating the loss, and updating the model weights accordingly.
As described in Listing 8.27, the process begins by creating data loaders, i.e.,
train_loader and val_loader (lines 3–12), using the PyTorch DataLoader

class. This loads the batch data from the specified directories, applies transforma-
tions, e.g., resizing and normalization. The model is initialized from the VAE_CNN

class (lines 13–14) and transferred to the appropriate device for training (lines 13–
14). For each mini-batch, the input data passes through the model to generate pre-
dictions (line 27). The loss function is computed to assess the model’s performance
(line 28). The optimizer, e.g., Adam, then adjusts the model weights to minimize this
loss (line 30). Each training epoch consists of multiple forward passes (from input
to output) and backward passes (for gradient calculation and weight updates) (lines
28–30). After training on the training set, the model’s performance is evaluated on
the validation set by switching to the evaluation mode. In this assessment, the valida-
tion loss is computed without updating the model’s weights (lines 35–45). At the end
of each epoch, the model’s state is saved as checkpoints in the directory specified by
save_dir (line 48).

1 def train(cfg):

2 device = torch.device("cuda" if cfg["gpu_usage"] else "cpu")

3 transform_train = transforms.Compose ([

4 transforms.Resize (100),

5 ...

6 ])

7 transform_val = transforms.Compose ([

8 transforms.Resize (100),

9 ...

10 ])

11 train_loader = DataLoader(datasets.ImageFolder(cfg["

train_dataset_dir"], transform=transform_train), batch_size=

cfg["batch_size"], shuffle=True)
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12 val_loader = DataLoader(datasets.ImageFolder(cfg["

val_dataset_dir"], transform=transform_val), batch_size=cfg["

batch_size"])

13 model = VAE_CNN ().to(device)

14 model.train ()

15 optimizer = Adam(model.parameters (), lr=cfg["learning_rate"])

16 loss_fn = customLoss ()

17 writer = SummaryWriter(log_dir=cfg["log_dir"])

18 n_epochs = cfg["n_epochs"]

19 for epoch in range(n_epochs):

20 model.train ()

21 pbar = tqdm(train_loader , ncols=80, desc="Training")

22 running_loss = 0.0

23 train_num = 0

24 for step , x in enumerate(pbar):

25 x = x[0].to(device)

26 optimizer.zero_grad ()

27 recon_batch , mu , logvar = model(x)

28 loss = loss_fn(recon_batch , x, mu, logvar)

29 loss.backward ()

30 optimizer.step()

31 running_loss += loss.item() * x.shape [0]

32 train_num += x.shape [0]

33 train_loss = running_loss / train_num

34

35 model.eval()

36 val_running_loss = 0.0

37 val_num = 0

38 with torch.no_grad ():

39 for x in val_loader:

40 x = x[0].to(device)

41 x_reconstruction , mu, logvar = model(x)

42 val_loss = loss_fn(x, x_reconstruction , mu,

logvar)

43 val_running_loss += val_loss.item() * x.shape [0]

44 val_num += x.shape [0]

45 val_loss = val_running_loss / val_num

46 writer.add_scalar("Loss/Train_epoch", train_loss , epoch)

47 writer.add_scalar("Loss/Validation_epoch", val_loss ,

epoch)

48 torch.save(model.state_dict (), f"{cfg["save_dir"]}/ model_

{epoch}.pth")

49 writer.close()

Listing 8.27: Training procedure for training the VAE for Deepfake Counter-
measurements.

8.5.4.2 Testing Process
The primary goal of the testing phase is to assess the effectiveness of the VAE model
in distinguishing between real and fake images by evaluating its performance on
unseen data. In the context of Deepfake detection, the testing procedure involves
feeding input data into the trained model, calculating the reconstruction loss, and
comparing it to a predefined threshold to classify each sample as either real or fake.
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As described in Listing 8.28, the process begins by loading the dataset and creat-
ing the data loader, train_loader and test_loader, (lines 4–5), using PyTorch’s
DataLoader class. The trained VAE model is then restored from a checkpoint and
switched to evaluation mode to ensure that the model’s parameters remain static dur-
ing testing (lines 6–10). The MSE loss function is calculated (line 11) to compare
with the anomaly score (lines 13–19). The interquartile range (IQR) is used to iden-
tify the 80th percentile (T80) of this error distribution, which is anomaly score for

phase (lines 22–28), the reconstruction losses are computed for each data sample.
These losses are then compared to the anomaly score to make predictions (line 29).
Finally, performance metrics are computed using the calculate_metrics function
(line 30). These metrics provide a comprehensive summary of the model’s perfor-
mance during the testing phase.

1 def test(cfg):

2 device = torch.device("cuda" if cfg["gpu_usage"] else "cpu")

3 transform = transforms.Compose ([ transforms.Resize (100),

transforms.ToTensor (), transforms.Normalize ([0.485 , 0.456 ,

0.406] , [0.229 , 0.224, 0.225]) ])

4 train_loader = DataLoader(datasets.ImageFolder(cfg["

train_dataset_dir"],transform=transform), batch_size=cfg["

batch_size"], shuffle=True)

5 test_loader = DataLoader(datasets.ImageFolder(cfg["

test_dataset_dir"],transform=transform), batch_size=cfg["

batch_size"])

6 model = VAE_CNN ()

7 model_path = os.path.join(cfg["save_dir"], cfg.get("

model_checkpoint"))

8 if os.path.exists(model_path):

9 model.load_state_dict(torch.load(model_path , map_location

=device))

10 model.to(device).eval()

11 loss_fn = nn.MSELoss(reduction="none")

12 loss_list = []

13 with torch.no_grad ():

14 for x_batch , _ in tqdm(train_loader , desc="Processing

training data"):

15 x_batch = x_batch.to(device)

16 x_reconstruction , _, _ = model(x_batch)

17 cmp_factor = loss_fn(x_batch , x_reconstruction).mean(

dim =[1])

18 loss_list.extend(cmp_factor.cpu().numpy ())

19 threshold = np.quantile(loss_list , 0.8)

20 comparison_factors = []

21 labels = []

22 with torch.no_grad ():

23 for x_batch , y_batch in tqdm(test_loader , desc="Testing")

:

24 x_batch = x_batch.to(device)

25 x_reconstruction , _, _ = model(x_batch)

26 cmp_factor = loss_fn(x_batch , x_reconstruction).mean(

dim =[1])

27 comparison_factors.extend(cmp_factor.cpu().numpy())

classifying images as real or fake, following the approach in [9]. During the testing
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28 labels.extend(y_batch.numpy ())

29 predictions = (np.array(comparison_factors) > threshold).

astype(int)

30 return calculate_metrics(labels , predictions)

Listing 8.28: Testing procedure for testing the VAE for Deepfake Counter-
measurements.

Readers can download the complete implementation code for this section from
here 7.

8.6 SUMMARY
This chapter guides readers, especially students, in implementing generative models
for various cybersecurity applications. Through detailed case studies, it demonstrates
how generative AI techniques—such as GANs, VAEs, and AAE-based models—can
be effectively applied in areas like intrusion detection, malware classification, traffic
analysis, data synthesis, and deepfake countermeasures. Each case study follows a
structured approach, covering problem definition, data preprocessing, model design,
and model training and evaluation, to help readers understand the end-to-end pro-
cess of building generative AI solutions. Overall, this chapter serves as a practical
roadmap for students and practitioners to apply generative AI in solving real-world
cybersecurity challenges.
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Part III

Conclusion and Future
Perspectives

In Part III, the book discusses critical issues and challenges associated with gener-
ative AI applications to cybersecurity, such as training data availability, privacy, and
security concerns, and required computational complexity. The book will then ex-
plore potential solutions to these challenges, along with highlighting future research
directions in the field. Part III has 2 chapters as follows.
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9 Emerging Topics of
Generative AI in
Cybersecurity

This chapter provides an exploration of the emerging topics of generative AI in cy-
bersecurity. By investigating areas such as deepfakes, privacy-preserving techniques,
proactive threat hunting, and adversarial settings, the chapter highlights the potential
of generative AI to address evolving cybersecurity challenges. It is a valuable re-
source for researchers, practitioners, and policymakers seeking to stay abreast of
the latest advancements and emerging trends in generative AI for cybersecurity.
Moreover, this chapter discusses issues such as detecting sophisticated deepfake at-
tacks, the ethical implications of using generative models for offensive purposes,
and the trade-offs between privacy and utility in privacy-preserving generative AI
techniques.

9.1 DEEPFAKES AND THEIR IMPACT ON CYBERSECURITY
9.1.1 USING AI TO TRACE AND VERIFY DEEPFAKE ORIGINS

To trace and track the origin of documents, such as footage, images, audio, and
videos, the authors in [4] aim to use Ethereum smart contracts to prove the his-
tory of documents, even if they are copied multiple times. This technique uses hash
functions applied to the documents and stores their hash values to check whether a
document has been modified in the future. Therefore, any document modification can
be detected by comparing the stored hash value with the hash value of the checked
document.

Watermarking techniques are widely applied to AI-generated image verification.
The authors in [5] first generate subtle watermarks and then embed them into digi-
tal objects, such as images and audio files. Note that subtle watermarks can be text,
images, or codes. Watermark embedding refers to adding a watermark to a digital
object, including an image, to assert ownership or provide protection against unau-
thorized use or distribution. After embedding the watermark into the document, it
must be hidden using preprocessing techniques such as compression and noise addi-
tion. Subsequently, the document can be shared or distributed, and its integrity can
be checked for modifications. This can be done by extracting the watermark from the
document and comparing it with the original watermark. If they match, the document
is considered protected; if they do not, the document has been modified or faked.

Machine learning combined with metadata visualization is also applied to
check and verify digital material. The authors in [6] proposed a web-based image
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verification platform based on feature image tampering detection and metadata visu-
alization. First, metadata extraction aims to list the metadata in the image and display
any embedded thumbnails. If GPS metadata is detected, the location of the image can
be shown. The second step includes six tampering localization maps using different
forensic algorithms, which target capturing different potential tampering traces. The
third step links to Google Image Search to check the image using a browser, such
as Firefox or Chrome. Some image forensics services can be used, such as ELA,
Thumbnail, Metadata, and Geotagging1234.

9.1.2 DETECTION AND MITIGATION OF DEEPFAKE ATTACKS

Deepfake detection plays a crucial role in protecting information from fabricated
content. Initially, deepfake detection began as a classification problem, where ob-
jects—such as news, images, audio, and videos—are categorized as either real or
generated by models. Fake image detection emerged in early 2017 with the applica-
tion of handcrafted feature-based techniques [1]. For example, image preprocessing
techniques, such as Gaussian blur and noise addition, can increase the pixel-level sta-
tistical similarity between real and fake images. However, this method may struggle
to detect fake images synthesized by GANs, which learn the distribution of complex
input data and generate images that closely mimic that distribution.

In [2], the authors demonstrated that for low-resolution images generated by
GANs, the distance between the synthesized image distribution (referred to as the
oracle error) and that of the real images can be used to detect fakes. This is because
an increase in the oracle error indicates that the GAN model is generating images
less accurately. However, as the resolution increases, applying the oracle error be-
comes more challenging. A deep feature-based method has been applied to detect
fake images. The authors in [3] aim to extract features from fake and real images
using pairwise information. The features of two images are labelled as 1 if both im-
ages are of the same type, i.e., either both real or both fake. Otherwise, the features
extracted will be zero for a pair consisting of one real and one fake image. Note that
the fake images are generated by a generative model, such as a GAN. The extracted
features are then fed into classifiers for further analysis.

In addition, the self-consistency of the local source can be applied to detect fake
images. This is because an edited image may have different sources in different re-
gions. Therefore, using a pairwise self-consistency technique can help extract dis-
tinctive representations of fake inputs. This is achieved by penalizing pairs of features
within the same image to have a low similarity score while increasing the similarity
score of pairs from different image inputs. The above methods can detect fake im-
ages where only local regions or parts of an image have been manipulated. However,

1http://fotoforensics.com/
2https://29a.ch/photo-forensics/
3https://www.getghiro.org/
4https://github.com/MKLab-ITI/image-forensics
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feature-based methods may struggle to detect fake images when a generative model
generates the entire image.

Fake video detection is also a contemporary topic because detection methods ap-
plied to images may fail when applied to videos. Temporal features across video
frames can be used for fake video detection. The authors in [7] utilize both convolu-
tional neural networks (CNN) and Long Short-Term Memory (LSTM) networks to
detect fake videos. Initially, the CNN extracts features from the video frames, creat-
ing a sequence input that is subsequently processed by the LSTM for classification.

Interestingly, physiological signals, such as eye blinking, can also be used to de-
tect fake videos. For example, an adult human typically blinks every 2 to 10 seconds,
with each blink lasting between 0.2 and 0.4 seconds. Based on this observation, deep-
fake models struggle to replicate natural eye blinking patterns in a way that matches
real human videos. Consequently, blinking rates in deepfake videos are often much
lower than those in real videos. To detect fake videos, the authors in [8] attempt to
crop the eye areas in the video and use a CNN to extract features before feeding them
into an LSTM for classification.

9.1.3 ADVANCEMENTS IN REAL-TIME DEEPFAKE DETECTION USING AI

Real-time fake detection plays a crucial role in ensuring trust in online content.
The authors in [9] propose a novel approach to detecting fake images using Binary
Neural Networks (BNNs) for fast inference. They combine Fast Fourier Transform
(FFT) and Local Binary Pattern (LBP) to extract additional features for the BNN
model. The FFT magnitude is used to highlight anomalies by extracting the anomaly
spectrum from the image. The LBP, on the other hand, is designed to capture the
spatial structure of the image by comparing each pixel with its neighbors. Finally,
three channel formats—original input, FFT, and LBP—are combined and fed into
the BNN for classification.

Real-time deepfake detection using local regions is also applied to detect fake
images. The authors in [11] use a single 9× 9 image patch to generate a deepfake
score, which can be used to detect fake images. The deepfake score for an image is
given as: S(I) = 1

N ∑
N
i=1 ϕ(pi), where II is the image that needs to be checked, and

ϕ(pi) is the deepfake score of patch pi. Note that, to calculate the deepfake score
of patch pi, the patch must be passed through two models: a pre-trained model such
as ResNet50 and a neural network with 4 layers. The outputs of these two models
are then compared by measuring the distance between them using the mean squared
error (MSE), which serves as the deepfake score.

Real-time video-conferencing fake detection poses challenges for current meth-
ods. The authors in [10] make the assumption that during a video call, a user
is often positioned in front of a light source, such as the light from the com-
puter screen. Therefore, any changes in the appearance of the user’s face may in-
crease deviations from the expected changes, which could indicate the presence of
a fake video. To address this, an active illumination source is modeled as follows:
H(t) = 0.1307× cos

( t
8

)
, where t ∈ [0,16] is a hue value ranging from yellow to

magenta (i.e., [-0.1307, 0.1307]). Note that a face is extracted from each video frame
using the Dlib library. To counterattack models that might predict the illumination
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pattern, the authors randomly inject blank frames into the temporal illumination se-
quence.

Combining spatial and temporal information is also applied to real-time deepfake
video detection. The authors in [12] use a transfer learning technique with a pre-
trained model, which is employed for spatial feature extraction to reduce the amount
of training data before feeding it into a Long Short-Term Memory (LSTM) network
for classification. Specifically, video frames are collected from the video and passed
through the VGG16 model to extract features. These features are then processed by
global average pooling to obtain feature matrices. Next, the feature matrices are input
into the LSTM, followed by a fully connected network for classification.

9.1.4 CROSS-MODAL DEEPFAKE DETECTION (E.G., COMBINING
AUDIO-VISUAL CUES)

Traditional deepfake detection methods require forensic expertise to analyze ma-
nipulated images. Therefore, there is a growing need for a framework that enables
both experts and non-experts to combat the spread of fake information. The authors
in [13] introduced a Multi-Model GAN Guard (MMGANGuard), which integrates
four models for detecting fake images. Additionally, transfer learning is applied
to enhance the accuracy of the detection model. For example, GramNet, the Co-
Occurrence Matrix, ResNet-V2, and DenseNet-201 are used simultaneously to ana-
lyze an input, with each model assigned a weight representing its contribution to the
final detection result.

Learning cross-modal correlation is also applied to enhance the generalizability of
detection accuracy. The authors in [14] proposed a cross-modal distillation approach
to leverage cross-modal correlations based on content information. To achieve this,
both image frames and audio are simultaneously fed into the model to determine
whether they are fake or real in the first detection branch. In a second branch, features
from audio and image frames are extracted and synchronized. These synchronized
features are then processed using correlation distillation and contrastive learning.
Contrastive learning seeks to develop meaningful representations by maximizing the
similarity between similar (positive) samples and minimizing the similarity between
dissimilar (negative) samples. Meanwhile, correlation distillation transfers relational
information between data points from a larger (teacher) model to a smaller (stu-
dent) model. Instead of focusing solely on individual sample predictions, it preserves
pairwise or structural relationships among features, embeddings, or outputs during
training. Ultimately, the distillation branch is responsible for learning cross-modal
correlations.

A multi-modal attention framework can effectively leverage contextual informa-
tion for detecting fake audio. The authors in [15] employed attention mechanisms in
a multi-modal, multi-sequence setting to extract useful features from sequences of
image frames, lip movements, and audio. This approach enables the model to deter-
mine whether the input is real or fake. Notably, the model can also identify the start
and end timestamps of the manipulated audio segments, contributing to the precise
localization of fake segments within a video.



Emerging Topics of Generative AI in Cybersecurity 227

Leveraging multi-modal information to bridge the representation gap between
different modalities has proven to be an effective strategy for deepfake detec-
tion. In [16], the authors utilized multimodal contrastive learning (MCL) to cap-
ture both intra-modal and cross-modal relationships. Specifically, cross-modal con-
trastive learning aims to generate embeddings that integrate information from various
modalities. For instance, the model employs three types of modality features, i.e., au-
dio, frames, and video, for feature extraction. Notably, audio and frame features are
processed separately from video features to create cross-modal representations. By
contrasting these cross-modal features with intra-modal features, the method effec-
tively reduces the cross-modal gap. Additionally, noise-based feature augmentation
is applied to adaptively perturb the features, which enhances the model’s generaliza-
tion performance in deepfake detection.

9.2 PRIVACY-PRESERVING IMPLICATIONS ON GENERATIVE AI
9.2.1 PRIVACY RISKS FROM AI-GENERATED DATA

Generative AI plays a crucial role in medicine by transforming medical diagnostics,
treatment planning, and patient care. However, securing data-intensive health infor-
mation presents significant challenges. The authors in [17] aim to identify security
and privacy threats related to data collection, model development, and application
implementation when generative AI is applied. Training GenAI models require sen-
sitive patient data, which can be exposed by malicious software. This can lead to
serious consequences, such as data breaches, erosion of patients’ trust, and compro-
mised reliability of medical treatment methods. Another challenge arises from the
bias in GenAI models, which may result in inaccuracies in the methods applied to
treatment. Additionally, another risk comes from the generator of the GenAI model,
such as GAN. For example, when using GAN to generate data from imbalanced
classes collected from images of cancer patients, the GAN’s generator can produce
images that resemble real ones. If attackers compromise the generator model, they
could generate images of patients and use them for blackmail.

Rendering images from the gradients of the model can pose a risk of information
leakage. The authors in [19] introduced tools to visualize the activation functions
at each layer of a neural network, allowing for the visualization of features learned
by the network at different layers. The main idea is to maximize the activations of
specific neurons in a deep neural network, revealing the internal representations that
the network has learned. For example, the results of reproducing an image from
gradients are shown in Figure 9.1. The specific code is provided below:

Figure 9.1 Reproduce image from the gradient of the model.
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1 import tensorflow as tf

2 import numpy as np

3 import matplotlib.pyplot as plt

4

5 # Load the target image

6 target_image_path = ’dog.png’ # Replace with the actual image

path

7 target_img = tf.keras.preprocessing.image.load_img(

target_image_path , target_size =(224, 224))

8 target_array = tf.keras.preprocessing.image.img_to_array(

target_img)

9 target_array = tf.convert_to_tensor(target_array , dtype=tf.

float32)

10 # Normalize the target image to [0, 1]

11 target_array /= 255.0

12 # Create a random image (initialized with noise)

13 random_img = tf.Variable(np.random.rand (224, 224, 3), dtype=tf.

float32)

14 # Define the loss function (Mean Squared Error)

15 def compute_loss(input_image , target_image):

16 return tf.reduce_mean(tf.square(input_image - target_image))

17

18 # Define the optimizer (Gradient Descent)

19 optimizer = tf.optimizers.Adam(learning_rate =0.1)

20 # Store images for visualization

21 images_to_plot = []

22

23 # Gradient descent loop

24 iterations = 1000

25 interval = iterations // 5 # 5 images after 1000 epochs (one

every 200 epochs)

26 for i in range(iterations):

27 with tf.GradientTape () as tape:

28 # Compute the loss between the random image and the

target image

29 loss = compute_loss(random_img , target_array)

30 # Compute the gradients with respect to the random image

31 gradients = tape.gradient(loss , random_img)

32

33 # Update the image using the gradients

34 optimizer.apply_gradients ([( gradients , random_img)])

35 # Store the image every interval epochs (200, 400, 600, 800,

1000)

36 if i % interval == 0: images_to_plot.append(np.clip(

random_img.numpy (), 0.0, 1.0)) # Append the image for

display

37 print(f"Iteration {i}, Loss: {loss.numpy ()}")

38

39 # Create a figure to display the images

40 fig , axes = plt.subplots(1, len(images_to_plot), figsize =(15, 5))

41

42 # Plot each image in a separate subplot

43 for ax, img in zip(axes , images_to_plot):

44 ax.imshow(img)

45 ax.axis(’off’)

46
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47 # Adjust layout for better spacing

48 plt.tight_layout ()

49 plt.show()

Listing 9.1: Code for reproducing an image using gradient

Figure 9.2 Diagram of reproducing input data from weight model.

Training AI-generated models are highly susceptible to privacy leakage because
private data, such as a user’s information, can be memorized by the model, specifi-
cally in the weight matrix of the neural network. An attacker can potentially repro-
duce the input data from the model weights. The authors in [18] proposed a post-hoc
visual explanation method based on class activation. Instead of using gradients, this
method leverages the weights of each activation to map to the target class and then
obtains a linear combination of weights and activation maps. Finally, it can be used
to reconstruct and display the input image, as observed in Figure 9.2.

9.2.2 FUNDAMENTALS OF PRIVACY-PRESERVING GENERATIVE MODELS

GenAI models, including large language models (LLMs), raise security concerns due
to their outsourcing to third-party clouds and their ability to retain previously trained
input within the models. Fully homomorphic encryption (FHE) presents a natural
solution to this issue. By encrypting the input data before sending it to the GenAI
models for processing, only clients holding the secret key can decrypt the plaintext,
as observed in Figure 9.3. However, applying FHE to GenAI models presents chal-
lenges due to unsupported active functions in LLMs and the high complexity of both
LLMs and FHE. The authors in [20] address this challenge by applying FHE to GPT-
2, achieving performance 150 times faster than the CPU baseline when deploying on
a GPU.

Homomorphic Encryption (HE) begins with the key generation algorithm:

(sk,pk,evk)← KeyGen(1λ )

Figure 9.3 Diagram of homomorphic encryption to GenAI model.
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where λ is the security parameter. sk is the secret key, used for decrypting the input
data, while pk is the public key, used for encryption. evk is the evaluation key, which
enables homomorphic computations over encrypted data. Two procedures are used
for encrypting plaintext and decrypting encrypted data:

ct← Encrypt(pk,m),

m′← Decrypt(sk,ct ′)

respectively, where m is the plaintext and ct is the ciphertext.

ctf← Eval(evk,ct, f )

is a homomorphic evaluation procedure that uses the evaluation key evk, ciphertext
ct, and function f . The function Eval(evk,ct, f ) evaluates the function f on the en-
crypted data ct using the evaluation key evk, and the result is an encrypted version
of the output of f . For example, when applied in the context of HE, if we need
to perform operations like addition or multiplication on encrypted numbers without
decrypting them, the function Eval allows us to do that.

Differential Privacy (DP) ensures privacy when sharing data for Generative AI
(GenAI) models. DP guarantees that the inclusion or exclusion of a single data point
does not significantly change the outcome of an analysis, thereby preserving classi-
fication accuracy. To achieve this, noise is added to the data, making it more obscure
and difficult for third parties to extract sensitive information. However, adding ex-
cessive noise can reduce accuracy. The ε parameter, known as the privacy budget, is
used to balance privacy and accuracy.

The fundamental background starts with the randomized function K, an algorithm
used in information release [21]. We define K as follows: A randomized function K
ensures ε-differential privacy for all datasets D1 and D2 that differ by at most one
element, for all S ∈ Range(K), and

Pr[K(D1) ∈ S]≤ exp(ε)×Pr[K(D2) ∈ S]

Note that D1 and D2 differing by at most one element means that one is a subset
of the other, and the larger dataset contains just one additional row. Specifically, we
assume that the function K adds noise to the data, ensuring that the probability of the
output of K is similar for two datasets, D1 and D2, which differ by only one element.
Therefore, from the output, we cannot distinguish whether the dataset comes from D1
or D2 before applying the function K. In practice, for each output S, the probability
of K(D1) ∈ S will not differ from the probability K(D2) ∈ S by more than a factor
of exp(ε). Assume that we have a dataset of 10 users’ ages. We aim to calculate the
average age but we do not want to disclose the age of users. Therefore, the application
of Differential Privacy (DP) is necessary in this case. Assume that

D1 = {25,30,22,28,34,26,31,29,27,33}

and
D2 = {27,30,22,28,34,26,31,29,27,33}
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where D2 differs from D1 by the first element, i.e., 25 vs 27. As a result, D1 and
D2 differ by one element. We aim to calculate the average age of D1 and D2, while
ensuring that the outputs do not reveal whether the data comes from D1 or D2. To
address this, we apply a randomized function K which adds noise to the output to
ensure differential privacy. Without noise, the average of D1 is:

25+30+22+28+34+26+31+29+27+33
10

= 28.5,

and without noise, the average of D2 is:

27+30+22+28+34+26+31+29+27+33
10

= 28.6

Now, let’s add stronger Laplace noise with ε = 0.1. Suppose the Laplace noise gen-
erated for D1 and D2 are noise1 = −0.5 and noise2 = 0.3, respectively. Then, the
privatized averages are: For D1:

Privatized Average for D1 = 28.5+(−0.5) = 28.0

For D2:
Privatized Average for D2 = 28.6+0.3 = 28.9

As can observed from the private average ages for D1 and D2 are 28.0 and 28.9,
respectively. It gets difficult to guess which dataset gives this output. For the ε , if its
value is high, it can add less noise. In contrast, a lower value of ε adds more noise,
providing stronger privacy.

Next, we discuss the sensitivity of the function f , which is defined as follow.
Definition 2. For f : D→ Rk, the sensitivity of f is

∆ f = max
D1,D2∈D,∥D1−D2∥1≤1

∥ f (D1)− f (D2)∥1,

for all D1 and D2 which distinguishing at most one element. The sensitivity is used
to capture how great difference between two value of f could be on two database
differing at most one element.

Integrating differential privacy (DP) into Generative AI (GenAI) can protect the
privacy of data used to train the GenAI model. The authors in [22] introduced a hy-
brid method that combines DP with a Generative Adversarial Network (GAN) model
to preserve sensitive data in the Industrial Internet of Things (IIoT). To implement
DP, the Laplace distribution is used to add noise to both the training and testing
datasets. The experimental results show that this method effectively preserves pri-
vacy with minimal accuracy loss.

9.2.3 TRADE-OFFS AND CHALLENGES

9.2.3.1 Balancing Privacy with Utility
The trade-off between privacy and utility is challenging when applying differen-
tial privacy to GenAI. Adding noise to data helps protect sensitive information,
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Figure 9.4 Dependency of privacy and accuracy of classification model.

but it also reduces the utility of the data, making it harder to derive useful in-
sights or accurate statistical information. Specifically, when noise is added to the
data, the classification accuracy of classifiers may decrease. For example, the trade-
off between accuracy and the rate of noise used is illustrated in Figure 9.4. To
generate Figure 9.4, we added noise at different levels to the training sets, i.e.,
noise˙levels= [0.1,0.5,1.0,2.0,3.0], while classifying the MNIST dataset using sim-
ple neural networks, as follows.

1 import torch

2 import torch.nn as nn

3 import torch.optim as optim

4 from opacus import PrivacyEngine

5

6 class SimpleNN(nn.Module):

7 def __init__(self):

8 super(SimpleNN , self).__init__ ()

9 self.fc1 = nn.Linear (28 * 28, 128)

10 self.relu = nn.ReLU()

11 self.fc2 = nn.Linear (128, 10)

12 def forward(self , x):

13 x = x.view(-1, 28 * 28)

14 x = self.fc1(x)

15 x = self.relu(x)

16 x = self.fc2(x)

17 return x # No softmax (handled in loss function)

18

19 # Function to train model with differential privacy

20 def train_with_dp(train_loader , noise_multiplier , epochs =10):

21 model = SimpleNN ().to(device)

22 optimizer = optim.Adam(model.parameters (), lr =0.001)

23 criterion = nn.CrossEntropyLoss ()

24 # Attach PrivacyEngine for differential privacy

25 privacy_engine = PrivacyEngine ()
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26 private_model , private_optimizer , private_train_loader =

privacy_engine.make_private(

27 module=model ,

28 optimizer=optimizer ,

29 data_loader=train_loader ,

30 noise_multiplier=noise_multiplier ,

31 max_grad_norm =1.0, # Gradient clipping

32 )

33 # Training loop

34 for epoch in range(epochs):

35 private_model.train()

36 for images , labels in private_train_loader: # Use the

new private loader

37 images , labels = images.to(device), labels.to(device)

38 private_optimizer.zero_grad ()

39 outputs = private_model(images)

40 loss = criterion(outputs , labels)

41 loss.backward ()

42 private_optimizer.step()

43 # Evaluate model

44 private_model.eval()

45 correct = 0

46 total = 0

47 with torch.no_grad ():

48 for images , labels in test_loader:

49 images , labels = images.to(device), labels.to(device)

50 outputs = private_model(images)

51 _, predicted = torch.max(outputs , 1)

52 total += labels.size (0)

53 correct += (predicted == labels).sum().item()

54 accuracy = 100 * correct / total

55 return accuracy

Listing 9.2: Code for a simple neural network with differential privacy

As observed in Figure 9.4, as the noise rate in the training sets increases, the
classification accuracy on the test set decreases. For example, when the noise rate is
0.1, the classification accuracy achieved by the model is around 94.7%. In contrast,
when the noise rate is 3.0, the classification accuracy drops to below 89%.

The authors in [23] formulate the trade-off between privacy and utility as a mini-
max information leakage problem. The privacy-preserving attack and defense game
framework is introduced to provide an effective method compared to other ε-privacy
methods.

9.2.3.2 Technical Challenges and Limitations
Integrating DP into GenAI faces numerous challenges. The difficulties stem from
the need for a suitable computing environment, the quality of data, the difficulty
in accounting for users’ confidential data, the challenge of setting the value of the
privacy-loss parameter ε , and the lack of a framework to verify the DP implementa-
tion [24].

Although differential privacy has been proposed for a decade, the existing meth-
ods are primarily used for scientific applications and not effective for official use.
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For scientific purposes, the hierarchical methods used in the 2020 census are limited
to small groups and small geographies. This requires the Census Bureau to develop
a new method to optimize the accuracy of many queries simultaneously. In addi-
tion, there are too many metrics for assessing the quality of a published dataset.
Furthermore, the setting of the value of ε is a key question. The debate over whether
policymakers or scientists should set the value of ε has garnered attention.

Operational issues stem from a shortage of experts employed by agencies. The
Bipartisan Commission on Evidence-Based Policymaking noted this scarcity of ex-
pertise [25]. Furthermore, there is a significant absence of toolkits designed for con-
ducting data practices to verify the accuracy of specific implementations.

9.2.3.3 Future Directions in Privacy-Preserving GenAI
Implementing Differential Privacy (DP) in the Industrial Internet of Things (IIoT)
plays an essential role in protecting user data privacy [26]. However, several ob-
stacles hinder its implementation. First, edge devices in IIoT handle sensitive data,
which may lead to privacy breaches. Real-time privacy is a major challenge due to the
limited computational resources and memory constraints of IoT devices. Addition-
ally, the trade-off between privacy and utility poses a significant challenge, requiring
careful consideration of both policy decisions and technical approaches. Budget op-
timization is crucial when controlling the privacy parameter ε in DP. A higher ε

improves model accuracy but weakens privacy, making it essential to balance these
factors effectively. Moreover, IoT devices have limited resources, making it difficult
to implement computationally complex DP algorithms. Ensuring secure data han-
dling during model training and storage is another critical challenge for maintaining
data privacy. Finally, IoT deployment and scalability become more difficult when
applying DP, as it can impact the overall performance and efficiency of the IoT net-
work. These challenges are illustrated in Figure 9.5.

Figure 9.5 Challenges for DP in IIoT.
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Figure 9.6 Diagram of DP applied to federated learning.

DP is widely applied to federated learning, where training data remains on the
client side before sending model weights for aggregation. This is because data may
be leaked through the model’s weights, and DP is an effective way to prevent such
leakage. The authors in [27] propose a framework based on DP, called NbAFL, which
adds noise to client weights before sending them to the server for model aggregation,
as observed in Figure 9.6. To achieve this, NbAFL establishes a theoretical conver-
gence bound on the loss of the trained FL model. This bound ensures a trade-off
between convergence performance and privacy protection. Additionally, as the num-
ber of clients increases, the privacy level remains ensured.

The implementation of differential privacy (DP) in Generative AI faces many
challenges. First, training GAN variants is often prone to mode collapse, where the
generator struggles to produce fake data that closely resembles real data. Adding
noise to the input data increases the complexity of the GAN models, making it harder
to avoid mode collapse. Ensuring data privacy in GAN models becomes difficult due
to the structure of GAN variants. This is because the generator must ensure it does
not disclose individual data points, while the discriminator must ensure it does not
rely too heavily on any single data point. As a result, it increases the complexity of
ensuring privacy for both the generator and the discriminator. Additionally, adding
gradient noise for DP can contribute to the model’s collapse in GAN variants. Fi-
nally, achieving a balance between the GAN’s performance—aiming to generate
fake data that closely resembles real data—and ensuring data privacy is a difficult
trade-off. The diagram of challenges when applying DP to GAN variants is shown
in Figure 9.7.
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Figure 9.7 Challenges of applying DP to GAN variants.

9.3 PROACTIVE THREAT HUNTING AND CYBER THREAT
INTELLIGENCE WITH GENERATIVE AI

9.3.1 AI-POWERED CYBER DECEPTION TECHNIQUES

9.3.1.1 Honeypots and Deceptive AI: Using GenAI to create deceptive traps
for cyber attackers

Using Generative AI (GenAI) to create honeypots has become a growing trend in
recent years. Traditional honeypots are typically designed and implemented once but
rarely updated, leading to obsolescence and a reduced ability to attract malicious
software from attackers.

The authors in [28] explore the use of GenAI, including large language models
(LLMs), to simulate honeypots without the risk of an environment breakout. Tradi-
tional honeypot methods have limitations that may expose their deceptive nature to
attackers. In contrast, GenAI can better control inputs and outputs, reducing non-
deterministic responses and limiting token variations, thereby enhancing honeypot
effectiveness.

As shown in Figure 9.8, the methodology consists of five steps: (1) receiving a
user query, (2) customizing the input, (3) querying the model, (4) customizing the
output, and (5) returning the response to the user.

For example, an LLM-based honeypot can engage with attackers, as illustrated
in Figure 9.9. When an attacker submits a query through the front-end interface,
the system modifies and appends the query to create an appropriate prompt before
sending it to the LLM. After receiving the model’s response, the system appends it
to a history log, refines the final output, and then delivers it back to the attacker.
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Figure 9.8 Methodology outline of honeypot

Figure 9.9 LLM honeypot

As a result, the attacker remains unaware that they are interacting with an LLM
rather than a real system. Additionally, analyzing attacker interactions can help iden-
tify attack patterns and improve future intrusion detection mechanisms.

9.3.1.2 Mimicking Attack Patterns to Confuse Hackers: AI-generated fake
network traffic and logs to mislead attackers

GenAI can be used to generate fake network traffic and logs to mislead attackers.
Using TCP dump, we can capture network traffic and obtain logs from systems and
software. Next, we can use LLMs to learn from this data and generate new network
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Figure 9.10 Using LLM to learn the network traffic and logs.

traffic as well as logs. When attackers interact with the system, we can then send
them the generated network traffic and logs. As observed in Figure 9.10, LLMs can
be used to learn network traffic and logs. Then, when attackers attempt to collect
network traffic and logs from the system, the LLM can respond with the generated
ones instead of the real ones.

The authors in [29] explore the potential of AI-generated models being used as
weapons in cyber attacks, proposing an Occupy AI tool. This tool can generate ex-
ecutable code for various cyber threats. For example, it can craft inputs that prompt
ChatGPT to generate outputs in the form of code scripts. The authors carefully de-
signed the structure of the responses to prevent the model from engaging in unethical
behavior. The interface is designed to support users when receiving responses.

9.3.1.3 Dynamic Attack Surface Management: AI-driven deception to make
attack surfaces unpredictable

AI-driven deception potentially reduces the attack surface of the system and then
brings a challenge to the attacker. An attack surface refers to a system’s total set of
potential vulnerabilities or entry points that an attacker could exploit to gain unau-
thorized access or cause harm. This includes both the software and hardware com-
ponents of the system and user interactions, APIs, network connections, and other
interfaces that might be exposed to potential threats. The authors in [30] indicated
that by using cyber deception, organizations can reduce their attack surface, thereby
limiting the chances for attackers to identify and exploit vulnerabilities in the system.
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Figure 9.11 Attack surface of the system

For example, organizations can leverage LLMs to automatically generate honey-
pots—fake systems or services that appear vulnerable to attackers. These fake sys-
tems can lure attackers away from actual critical assets. Additionally, LLMs can be
used to generate fake network traffic that mimics real, legitimate communication pat-
terns, drawing attackers’ attention and making them target the decoy systems rather
than the real network. Furthermore, fake logs can be generated and fed to attack-
ers to mislead them into thinking they have successfully compromised the system,
causing them to focus on the decoys instead of finding actual vulnerabilities. By us-
ing these deceptive techniques, the organization reduces the effective attack surface,
protecting real assets while deceiving attackers into engaging with fake, non-critical
components. As observed in Figure 9.11, one may use GenAI to make the red com-
ponents more transparent to the attacker, thereby reducing the system’s vulnerability
to future attacks.

9.4 ETHICAL AND REGULATORY CHALLENGES OF GENERATIVE AI
IN CYBERSECURITY

With the rise of concerns about cybersecurity, many recent works have discussed
the risks of GenAI, such as ChatGPT, Gemini, DeepSeek, and others. These risks
include data breaches, unauthorized access, user interactions, and employees inad-
vertently sharing sensitive company information with LLMs. The authors in [31]
discussed the cybersecurity risks of GenAI models and the ethical obligations of
organizations. To analyze the ethical concerns associated with GenAI risks, four
moral principles are considered: beneficence, non-maleficence, autonomy, and jus-
tice. Beneficence refers to well-being or doing good. The implementation of GenAI
should aim to promote human well-being. Although GenAI models may pose risks,
such as data breaches, data leakage, and the disclosure of users’ sensitive informa-
tion, they can also enhance productivity and free humans from tedious tasks and
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labor costs. Non-maleficence relates to doing no harm. Therefore, rigorous measures
must be applied to mitigate potential harms and threats. To achieve this, three core
principles, i.e., confidentiality, availability, and integrity, must be considered in the
development of GenAI models. Autonomy means that everyone has the right to de-
cide for themselves. In the context of AI, autonomy implies that AI models should
act as supporters and advisors rather than making final decisions on behalf of peo-
ple. Justice refers to fairness and equality. Justice in AI involves eliminating unfair
discrimination. For example, an LLM should provide the same answer to a question
regardless of the user’s background. In medical AI, models should offer advice or
recommend treatments based on medical records rather than patients’ demographic
profiles.

9.4.1 AI ETHICS IN OFFENSIVE AND DEFENSIVE CYBERSECURITY

9.4.1.1 Ethical dilemmas of AI-assisted offensive cybersecurity
There are existing dilemmas in AI-assisted offensive cybersecurity. GenAI-based
models and cybersecurity have a multi-dimensional relationship with many interde-
pendencies. GenAI models are generally designed to generate human-like content,
enhancing productivity, reducing labor costs, supporting decision-making, and im-
proving human well-being. However, as GenAI models continue to advance, their
applications spark debates in both offensive and defensive cybersecurity.

From an offensive perspective, attackers can exploit the advancements of GenAI
models to discover system vulnerabilities and compromise systems for malicious
activities such as blackmail and stealing sensitive user information (e.g., credit card
numbers, online banking credentials). For example, ChatGPT-3.5 can easily generate
scripts that mimic an organization’s website or imitate emails from social platforms
such as Facebook, Amazon, and Netflix. These techniques are then used in phishing
campaigns to extract sensitive user information.

On the other hand, GenAI models play an essential role in cybersecurity defense.
Thanks to advancements in GenAI, security tasks can be implemented to protect
systems from both internal and external threats, including malicious software. By
learning data distributions from training data, GenAI models can generate synthetic
data that closely resembles real data. For example, a GenAI model such as GAN can
be used to learn the distribution of commonly used passwords. When deployed in a
real system, the model can then suggest stronger passwords to help users avoid vul-
nerabilities. Another example is GenAI’s ability to address data imbalance in cyber-
security datasets. By learning the distribution of underrepresented classes, a GenAI
model can generate new data samples for skewed classes, ultimately improving the
classification accuracy of detection engines in network intrusion detection systems.
Furthermore, GenAI models can learn to replicate network traffic patterns. The syn-
thetic traffic they generate can be used in honeypot systems to attract malicious soft-
ware, thereby reducing the attack surface and strengthening system security against
external threats and attacks.
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Figure 9.12 The process of intrusion detection systems is used to monitor mali-
cious attacks.

9.4.1.2 AI-powered surveillance and its implications
AI-powered surveillance is one of the most significant benefits of AI models, enhanc-
ing productivity and reducing labor costs. Intrusion detection systems (IDSs) are de-
signed to detect malicious attacks in real time, helping humans protect systems from
unauthorized access. Without IDS support, identifying threats and attacks becomes
challenging when an intruder gains access without the administrator’s permission.
GenAI models can directly classify a user’s transaction as legitimate or illegitimate
by comparing it to the learned distribution of normal user behavior. The authors in
[32] introduced a neural network model based on an autoencoder that distinguishes
attacks from normal data samples. By leveraging unsupervised learning techniques,
the detection engine can identify malicious software attacks, thereby improving the
security of IoT networks, as observed in Figure 9.12. Additionally, the authors in [33]
implemented an AI-powered surveillance system using real-time facial recognition
technology.

9.4.2 REGULATORY FRAMEWORKS FOR AI-GENERATED CYBER THREATS

Due to the benefits and risks associated with AI-generated models, many govern-
ments and organizations worldwide recognize the need for comprehensive AI regu-
lations. The National Institute of Standards and Technology (NIST) has proposed the
AI Risk Management Framework (RMF) to address the risks posed by AI models.
The NIST AI RMF contains several key components. First, the governance structure
is designed to monitor the development of AI systems. The operations of AI systems
must be understandable and transparent. AI systems should clearly define their roles
to ensure accountability and ethics. Regarding privacy, there is a need to protect sen-
sitive and personal data. Additionally, AI models must ensure equitable outcomes for
users from diverse backgrounds.
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To ensure the organization’s compliance in addressing issues triggered by AI-
generated models, the organization needs to take the following steps. A cyber risk
assessment should be conducted on AI systems to identify potential risks and im-
pacts. Appropriate controls must be applied to reduce and mitigate these risks. Con-
tinuous monitoring of AI systems is necessary to detect and address future risks.
Additionally, documenting the design, development, and deployment of the AI sys-
tem is essential for effectively managing AI risks.

U.S. policymakers aim to balance the promotion of U.S. global leadership in crit-
ical emerging technologies with addressing the risks posed by AI-generated models,
which impact individuals, workers, businesses, and U.S. economic and national se-
curity [34]. For example, the SAFE Innovation Framework was proposed to outline
specific policies guided by broad principles as follows: National security must be
protected to promote economic security and address job displacement. It ensures
the transparency and accountability of AI systems and holds responsible those who
spread misinformation, bias, or infringe on intellectual property. Algorithms should
be developed to protect demographics and promote U.S. values, such as liberty, civil
rights, and justice. AI systems, including data and content, need to ensure trans-
parency and disclosure. Finally, innovation regulations must promote U.S. global
technology leadership.

9.4.3 HUMAN-AI COLLABORATION IN CYBERSECURITY

Human oversight in AI-driven security operations plays an essential role in ad-
dressing the risks posed by AI-generated models. The authors in [35] discussed
the role of human oversight in AI governance and evaluated how GenAI models,
including LLMs, can undermine human understanding and capabilities. In specific
domains, such as biological and biotechnological applications, human oversight is
crucial to ensure trustworthy results that protect human health. For example, when
AI-generated models provide advice or instructions for patient treatments, these sug-
gestions must be verified by doctors to ensure their accuracy, preventing serious is-
sues related to human health, environmental safety, and regulatory compliance. In
addition, explainable AI is mentioned as a means to enable human oversight of AI-
generated models. Current techniques, including GenAI models and LLMs, struggle
to explain their decision-making, and they are often considered black-box models.
Therefore, the need for human oversight of GenAI models has become more practi-
cal in today’s context.

Balancing AI efficiency and human judgment has become a contemporary topic.
Due to the rapid development of GenAI models, including LLMs, these models have
come closer to mimicking human mindsets in several aspects. For example, a chess
model can easily defeat the best human players in the world in face-to-face games.
These models also provide valuable statistics that help chess players improve their
abilities. In mathematics, LLMs can solve about 80% of the problems in competi-
tive math contests compared to humans. However, trust in GenAI models needs to
be verified in specific domains, such as medicine, autonomous driving, and others.
Therefore, there is a need for a combination of human and AI capabilities to produce
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more robust and effective results while preventing the risks posed by AI models.
Rather than replacing the human workforce, the combination of human expertise and
AI can more effectively identify system threats and malicious attacks. For example,
we can consider an AI model as the first line of defense, automatically monitoring
the system and flagging the most critical issues before sending them for human anal-
ysis. This way, the human cyber workforce can focus solely on analyzing the threats
flagged by the AI model, uncovering deeper threats, and protecting the system.

Enhancing the cybersecurity workforce’s efficiency with AI augmentation is es-
sential to prevent AI systems from potential risks. Since AI cannot cover every aspect
of a system, the role of the human workforce remains crucial. For example, intrusion
detection systems implemented by AI models can protect the system from harmful
activities and notify the admin when a threat enters the system. However, determining
whether incoming traffic is legitimate or malicious must be verified by cybersecurity
experts, who can deeply analyze specific cases. The decision of cybersecurity experts
may not only be based on the current parameters of user traffic but also on the history
of the user’s access or their profile. The detection engine used in IDSs may find it
difficult to analyze and propose a suitable decision in such cases.

9.5 SUMMARY
This chapter explored the emerging topic of GenAI in cybersecurity. We discussed
key aspects of GenAI, such as deepfakes and privacy-preserving techniques, includ-
ing homomorphic encryption and differential privacy, which were applied to GenAI
models to prevent sensitive user information from being leaked. We also addressed
proactive threat hunting and cyber threat intelligence using GenAI models. Finally,
we examined the ethical and regulatory challenges associated with GenAI applica-
tions and reviewed the relevant regulatory frameworks.
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30. López, Pedro Beltrán, Manuel Gil Pérez, and Pantaleone Nespoli. “Cyber Deception:
State of the art, Trends and Open challenges.” arXiv preprint arXiv:2409.07194 (2024).

31. Humphreys, D., Koay, A., Desmond, D., & Mealy, E. (2024). AI hype as a cyber security
risk: The moral responsibility of implementing generative AI in business. AI and Ethics,
4(3), 791-804.

32. Phai, V. D., Diep Nguyen, D. T. Hoang, N. Q. Uy, S. P. Bao and E. Dutkiewicz, A Deep
Learning Approach for Outlier Detection in Heterogeneous/Non-IID Data, GLOBE-
COM 2024 IEEE Global Communications Conference, Cape Town, South Africa, 2024,
pp. 1215-1220

33. Fontes, C., Hohma, E., Corrigan, C. C., & Lütge, C. (2022). AI-powered public surveil-
lance systems: why we (might) need them and how we want them. Technology in Soci-
ety, 71, 102137.

34. Covington & Burling LLP. (2023, October). U.S. artificial intelligence policy: Leg-
islative and regulatory developments. Covington & Burling LLP. https://www.

cov.com/en/news-and-insights/insights/2023/10/us-artificial-

intelligence-policy-legislative-and-regulatory-developments

35. Holzinger, Andreas, Kurt Zatloukal, and Heimo Müller. “Is Human Oversight to AI
Systems Still Possible?” New Biotechnology (2024).

https://www.cov.com/en/news-and-insights/insights/2023/10/us-artificial-intelligence-policy-legislative-and-regulatory-developments
https://www.cov.com/en/news-and-insights/insights/2023/10/us-artificial-intelligence-policy-legislative-and-regulatory-developments
https://www.cov.com/en/news-and-insights/insights/2023/10/us-artificial-intelligence-policy-legislative-and-regulatory-developments


10 Future Directions and
Open Challenges

This chapter discusses the future directions and open challenges, including the role
of GenAI in post-quantum cryptography and AI-assisted quantum attacks. It serves
as a valuable resource for researchers, practitioners, and policymakers seeking to
understand the current challenges of using quantum computers and developing algo-
rithms to apply security to systems. Moreover, this chapter discusses trustworthy AI
in cybersecurity by specifically addressing the current explainable AI framework in
security applications. Last but not least, it covers self-adaptive AI-driven cybersecu-
rity solutions and highlights the weaknesses of security operations centers (SOCs).
This can help organizations, researchers, and partners focus on the key factors in
SOCs to address their weaknesses in the future.

10.1 AI AND QUANTUM CYBERSECURITY
10.1.1 THE ROLE OF GENERATIVE AI IN POST-QUANTUM CRYPTOGRAPHY

A quantum computer is a machine that can exploit the full complexity of quantum
wavefunctions to address computational challenges [1]. Unlike classical computers,
which use bits (0 and 1) as the basic unit of information, quantum computers use
quantum bits (qubits) to encode information. Qubits can exist in a superposition of
both 0 and 1 simultaneously, which can exponentially increase computing power for
certain problems, as observed in Figure 10.1. Furthermore, unlike classical com-
puters that process tasks sequentially, quantum computers leverage superposition
to perform multiple calculations simultaneously, enabling significant speedups for
specific problems. This inherent parallelism goes beyond classical multiprocessing
techniques, offering advantages in cryptography, optimization, and complex simu-
lations. In the future, quantum computers are expected to provide enough compu-
tational power to break current cryptographic algorithms. At that time, information
shared via the Internet will be at risk, even if the length of private keys is increased
or encryption algorithms significantly improve in complexity.

Quantum encryption techniques play an essential role in defending against
adversarial attacks on the GenAI model. The authors in [2] introduced hybrid-
quantum encryption to strengthen protection against generative reconstruction at-
tacks. To achieve this, quantum noise is added to each training sample before train-
ing the federated learning model. For instance, when applying quantum noise to the
MNIST dataset, the quantum encryption scheme includes eight encrypted values,
i.e., [q1,q2,q3,q1n,q2n,q3n,z,z,z]. These values, consisting of q1,q2,q3, represent
random quantum gates, while q1n,q2n, and q3n are quantum gates that fit specific
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Figure 10.1 Comparison between classical and quantum computers.

spots. An attacker can exploit the model using the GAN model because the values
received from the model contain noise compared to the original data.

Quantum computers have the potential to greatly enhance the performance of
generative AI (GenAI) models. In [3], the authors improved anomaly detection by
substituting the generator of Wasserstein GANs (WGANs) with a hybrid quantum-
classical neural network. They specifically modified the WGAN generator by replac-
ing its first component with a short-state preparation layer, S(z), which consists of
a parameterized quantum circuit Uv(θ) operating on N qubits. This circuit includes
measurements of all qubits in the Z-basis and applies N single-qubit Rx rotations to
prepare the quantum state. Additionally, noise circuits, utilizing nine qubits, were
simulated using the TensorFlow Quantum simulator.

There are potential weaknesses of generative AI (GenAI) in the post-quantum era.
Like many cryptographic algorithms, GenAI models could be vulnerable to quantum
algorithms, such as Shor’s algorithm, which can break RSA encryption or compro-
mise the models and the data on which they are trained. If AI models depend on
cryptographic methods to ensure data privacy or integrity, these quantum algorithms
may undermine these protections in the future. Attackers could exploit quantum algo-
rithms to manipulate the learning process or compromise training data in ways that
traditional methods cannot prevent. Therefore, it is essential to develop new cryp-
tographic protocols to safeguard the integrity of AI models against quantum threats.
Additionally, integrating quantum-classical systems with GenAI models may present
challenges, including inefficient algorithms and noise from quantum hardware. Fur-
thermore, since GenAI models rely on probabilistic processes to generate creative
outputs, the inherent randomness of quantum mechanics could introduce additional
complications.
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10.1.2 AI-ASSISTED QUANTUM ATTACK SIMULATIONS

Quantum attacks are potential threats posed by quantum computing to existing cryp-
tographic systems, data security, and computational infrastructure. The authors in [6]
proposed the Variational Quantum Attack Algorithm (VQAA) to attack symmetric
key cryptography, specifically S-DES. Note that S-DES is a version of DES, de-
signed with 8-bit data blocks and a 10-bit key, using two rounds of encryption. The
size of the key space for S-DES is 210 = 1024. In the brute-force approach, 1024
possible keys must be tried to break S-DES. To attack S-DES, the VQAA requires
inputs including the plaintext and the ciphertext. The output of the VQAA is the key
used to encrypt the plaintext. VQAA uses hybrid quantum circuits and classical algo-
rithms to search the space of the secret key. Instead of trying 1024 keys, the quantum
algorithm only requires 32 operations to find the key, as observed in Grover’s al-
gorithm [7]. In [5], the authors introduced a variational quantum attack algorithm
targeting cryptographic protocols. The algorithm is applied to conventional encryp-
tion schemes, such as S-DES, S-AES, and Blowfish. Using a small 8-qubit quantum
computer, this algorithm can find the secret key of a 32-bit Blowfish cypher in 24
times fewer operations than a brute-force attack.

Quantum computing to break RSA encryption has gained attention in recent years.
In [8], the authors devised an algorithm based on Shor’s algorithm to crack RSA
variants. RSA encryption relies on the fact that multiplying two large prime num-
bers is computationally easy, but factoring the resulting large number back into its
two original primes is extremely difficult. Specifically, RSA encryption depends on
the difficulty of factoring a composite number N = p× q, where p and q are two
prime numbers. As such, RSA is considered secure under classical computational
assumptions but is vulnerable to quantum attacks. Shor’s algorithm takes a compos-
ite number N as input and outputs two prime numbers p and q such that N = p×q.
The algorithm begins by selecting a random number a in the range 1 < a < N and
then uses quantum parallelism to find the period r of the function f (x) = ax mod N.
The period r is the smallest integer such that ar ≡ 1 mod N. Once the period r is
found and is even, the algorithm computes the greatest common divisors (GCDs):

p = gcd
(

a
r
2 +1,N

)
,

q = gcd
(

a
r
2 −1,N

)
.

These GCDs, p and q, are the prime factors of N.
Quantum machine learning (QML) is widely applied to intrusion detection sys-

tems. In [4], the authors leveraged QML to classify denial-of-service attacks and
normal traffic. To achieve this, the CIC-DDoS 2019 dataset is used before being
input into the QML model. The data are encoded into quantum states using quan-
tum circuits, where Hadamard gates are applied to create superpositions, and CNOT
gates are used to generate entanglement. It is important to note that the CNOT gate
is a two-qubit quantum gate that performs a conditional operation. After represent-
ing the datasets as quantum state vectors, QML algorithms are applied to exploit the
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parallelism of quantum computing, which enhances the efficiency of data process-
ing. To utilize QML with a quantum neural network (QNN), the QNN is designed in
blocks. The architecture of the QNN includes three main stages: data loading, data
processing, and measurement. In the data-loading stage, classical data are encoded
into quantum states using a feature map, preparing the qubits from q0 to q6. The
data processing stage is represented by the Ansatz block, which refers to a specific
component of a quantum circuit that defines a parameterized set of quantum gates
or operations used to construct a trial quantum state. This stage aims to explore the
quantum state space. Finally, the measurement stage is used to extract meaningful
information, which is then utilized for classification.

10.2 TRUSTWORTHY AI IN CYBERSECURITY
10.2.1 DEVELOPING EXPLAINABLE AI (XAI) FOR SECURITY APPLICATIONS

Explainable AI (XAI) is an essential tool for explaining AI models, i.e., the decisions
and actions of AI models to human users. This enables users to understand, appropri-
ately trust, and effectively manage AI systems. For example, an AI-powered system
may provide personalized health advice to a diabetic patient on how to manage their
condition. The AI model might analyze the patient’s health data, such as blood sugar
levels, medication history, exercise habits, diet, and other factors, to provide recom-
mendations. After that, the AI model can give advice to the patient, as follows: ”Take
5 units of insulin at 8 AM, eat a low-carb meal with 30 grams of carbohydrates, and
walk for 30 minutes in the afternoon,” as suggested by ChatGPT-3.5. The question
is the reliability of this suggestion and whether the patient should follow this ad-
vice. Therefore, XAI is necessary to answer this question. The relationship between
the performance of AI models and their explainability is shown in Figure 10.2. Al-
though the superior performance of neural network models, especially deep learning
and GenAI models, is notable, their explainability has some limitations. In contrast,
conventional machine learning models, i.e., decision tree models, show better ex-
plainability in explaining most of the decision results.

Figure 10.2 Learning Performance vs. explainability tradeoff for some learning
models.
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Shapley Additive Explanations (SHAP) and Local Interpretable Model-agnostic
Explanations (LIME) are traditional methods for Explainable AI (XAI) [9]. SHAP
helps to explain individual model predictions and provides insight into how each
feature contributes to those predictions. Specifically, each feature, i.e., age, income,
medical history, and so on, can be considered a “player.” Next, Shapley values cal-
culate how each feature contributes to the final prediction. For example, the Shapley
value of each feature, i.e., age and blood pressure, are 0.25 and −0.1, respectively.
These values tell us that the feature related to age contributes an increase of 0.25
to the prediction result, while the feature corresponding to blood pressure leads to a
decrease of 0.1 in terms of prediction accuracy.

On the other hand, LIME aims to generate local approximations of the decision
boundaries of the AI models. These approximations are tailored to interpret individ-
ual predictions, contributing to explaining the influence of the factors on the models’
performance. To do this, LIME selects a specific instance to explain, i.e., a data sam-
ple that represents a patient. Next, LIME generates perturbed versions of the original
data. The synthetic data points represent small changes compared to the original
data. After that, these synthetic data points are input into a simple model to predict
their results. This simple model, such as a Decision Tree or Linear Regression, is an
interpretable model (surrogate) that is used to explain the synthetic data and predic-
tions. Finally, the surrogate model’s results are interpreted to understand the feature
contributions.

Let’s take an example where a patient has the following information: Age = 55,
Blood Pressure = 140, Cholesterol = 230, and Exercise = 2 days per week. The
model, i.e., the convolutional neural network (CNN), predicts a ‘High Risk’ of heart
disease for this patient. Next, we need to use LIME to explain the result of the CNN
model. To do this, LIME generates synthetic data as follows:

• Patient 1 (original data): Age = 55, Blood Pressure = 140, Cholesterol =
230, Exercise = 2

• Patient 2 (perturbed): Age = 56, Blood Pressure = 142, Cholesterol = 232,
Exercise = 2

• Patient 3 (perturbed): Age = 54, Blood Pressure = 138, Cholesterol = 228,
Exercise = 3

• Patient 4 (perturbed): Age = 55, Blood Pressure = 145, Cholesterol = 220,
Exercise = 4

These synthetic data points are input into a Random Forest model for predictions,
yielding the following results:

• Prediction for Patient 2: “Moderate Risk”
• Prediction for Patient 3: “Low Risk”
• Prediction for Patient 4: “High Risk”

LIME then fits a simple interpretable model, such as linear regression or a de-
cision tree, to the synthetic data points and their corresponding predictions. After
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training the surrogate model, the results for the linear regression model are as fol-
lows:

• Age: Coefficient = 0.2 (Increasing age slightly increases the risk of heart
disease)

• Blood Pressure: Coefficient = 0.5 (Higher blood pressure significantly in-
creases the risk)

• Cholesterol: Coefficient = 0.1 (Cholesterol has a moderate positive influ-
ence on risk)

• Exercise: Coefficient = -0.3 (More exercise reduces the risk)

By analyzing the coefficients of the surrogate model, we can understand how each
feature contributed to the model’s prediction for the specific patient. For the patient
with Age = 55, Blood Pressure = 140, Cholesterol = 230, and Exercise = 3 days per
week, the prediction of “High Risk” of heart disease is primarily driven by high blood
pressure (with the highest coefficient of 0.5), followed by the age feature (coefficient
0.2).

From the discussion of SHAP and LIME, we can observe that LIME relies on per-
turbing the original data point and training a simple, interpretable surrogate model.
Therefore, LIME is more prone to the choice of perturbed samples. In addition,
SHAP is based on Shapley values, which require calculating the contribution of each
feature, leading to exponential time complexity as the number of features increases.

10.2.2 REDUCING BIAS IN AI-BASED SECURITY DECISION-MAKING

Bias is defined as “an inclination of temperament or outlook,” as observed in [11].
Bias in AI refers to systematic errors in AI models that lead to unfair or skewed
outcomes, often reflecting existing biases in data or decision-making processes. The
bias in AI-based security decision making comes from many aspects, i.e., human
influence, data, and algorithms.

Regarding bias from human influence, the relationship between AI-based deci-
sion making and human experience is a crucial concern. The authors in [10] showed
a hypothesis that “those with the lowest levels of experience, knowledge, and/or fa-
miliarity (background) are relatively more averse to AI; people with middle levels
of background are relatively over-reliant on AI, and those with the highest levels of
background are relatively appropriately reliant on AI.” This suggests that when indi-
viduals have a high level of background in AI, they use AI applications appropriately.
This contributes to increased effectiveness and efficiency in decision-making using
AI models. In contrast, those with a moderate level of AI background tend to rely
heavily on AI for decision-making. Meanwhile, individuals with little experience in
AI are less likely to rely on AI for decision-making, as illustrated in Figure 10.3.

Bias in data occurs when the collected data does not represent the full distribu-
tion but only a subset. For example, when training a facial recognition system, if the
data primarily includes adult faces while excluding children and elderly individuals,
the system may struggle in real-world applications. Additionally, data bias can arise
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Figure 10.3 The relationship between human knowledge and their reliance on AI.

from historical inequalities or discrimination. For instance, if a bank’s loan approval
system is trained on past lending data, it may favor individuals who have previously
received loans, thus reinforcing existing biases in financial decision-making. Further-
more, biases can result from incorrect data collection or labeling, leading to skewed
or unfair AI outcomes.

Finally, several factors contribute to bias in AI models. AI models often operate
based on assumptions that may not correspond with the actual distribution of the
data. For instance, when training generative AI (GenAI) models under the assump-
tion of a normal distribution, the reality of the data may not reflect this, resulting
in flawed decision-making. Moreover, overfitting can occur when a model achieves
high accuracy on training data but performs poorly on testing data. This situation
arises when the model’s complexity exceeds the simplicity of the training data. Data
imbalance among classes also plays a significant role in model bias. AI models are
prone to favoring the majority class while overlooking the minority class. For exam-
ple, in a classification task that differentiates between normal and abnormal data, the
model may frequently classify data as normal due to the training dataset containing
a disproportionately larger amount of normal data than abnormal data. This imbal-
ance skews the model’s decision-making abilities, diminishing its effectiveness in
detecting anomalies.

10.3 AUTONOMOUS SECURITY SYSTEMS USING GENERATIVE AI
10.3.1 SELF-ADAPTIVE AI-DRIVEN CYBERSECURITY SOLUTIONS

Real-time threat/attack detection systems are essential in the modern cybersecurity
framework. With the rapid development of billions of malware variants in a short
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period, traditional offline defense systems are struggling to keep up with new types
of attacks. Therefore, it is necessary to develop defense systems, such as real-time
network intrusion detection/prevention systems, that can automatically update to de-
tect and prevent emerging malware variants. The authors of [12] discussed the chal-
lenges of real-time cyber threat detection in cloud and network environments. One
major challenge is detection accuracy, as real-time models must contend with new
types of attacks that do not exist in training datasets. A high rate of false positive de-
tections is also a weakness of current systems. This issue arises from the difficulty of
collecting data on new types of attacks compared to normal traffic, leading to model
bias in distinguishing between attacks and normal behavior. Additionally, real-time
response presents challenges, as the detection engine requires significant computa-
tional resources to process input data. While the development of deep learning can
improve detection accuracy, it demands more computational power due to the bil-
lions of model parameters involved. Privacy concerns in AI models also arise, as the
data used for training may be exposed during or after the model training process.
Therefore, it is essential to develop next-generation AI-based cybersecurity models
that can protect systems online while maintaining high accuracy, low false alarm and
miss detection rates, and fast response times to new threats and ensuring the confi-
dentiality of data used in the AI models.

10.3.2 AI-POWERED SECURITY OPERATIONS CENTERS (SOCS)

AI-powered Security Operations Centers (SOCs) are advanced cybersecurity infras-
tructures that use AI and machine learning (ML) technologies to enhance the effi-
ciency and effectiveness of security operations [13]. SOCs are the core of an orga-
nization’s cybersecurity, providing monitoring, detection, and prevention to address
threats from both external and internal activities. Traditional SOCs were designed to
detect and respond to incidents in a proactive manner. This means that when attacks
occur, the SOC analyzes the system and provides predictions based on detection en-
gines, such as intrusion detection systems (IDS). SOCs can analyze a wide range
of aspects within an organization’s systems, including the physical layer, network
traffic, system logs, software logs, and more.

The current SOCs have limitations, i.e., high rate of false alarm and missed de-
tection, difficulty in detecting advanced persistent threats (APTs), data privacy con-
cerns, lack of resources and complexity, lack of adaptability to new threats, over-
reliance on automation, limited real-time response, lack of transparency and explain-
ability, and high cost of implementation, as observed in Figure 10.4. Among the
drawbacks present in the current SOCs, some key features need to be prioritized. Re-
ducing the rate of false alarms and missed detections is critical because the accuracy
of SOCs should be prioritized first [14], [15], [16], [17]. The development of mali-
cious software is becoming more complex each day. Instead of using a single attack
on the system, attackers often conduct a series of attacks to gain control, utilizing
various attack vectors to achieve root control of the system. As a result, APTs can
cause severe damage to an organization, including data breaches, financial loss, and
reputational harm. Improving adaptability to new threats is a crucial task for SOCs,
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Figure 10.4 Limitations of Current SOCs.

as zero-day attacks with new malicious software variants change rapidly every day.
Therefore, SOCs need to implement a flexible and scalable security framework and
integrate the system in real time. Over-reliance on automatic defense mechanisms
from the SOCs can lead to poor decision-making. This necessitates the development
of explainable AI models to clarify the results of the detection.

10.3.3 GENAI IMPROVES CYBERSECURITY ATTACK DETECTION

GenAI models play an important role in improving the classification accuracy of
classifiers by using data representations generated from these models. The authors
in [16] proposed a constrained twin variational autoencoder (CTVAE) to enhance
detection accuracy in intrusion detection systems (IDSs) for IoT systems. To achieve
this, CTVAE’s encoder aims to generate data from different classes, each originat-
ing from separate Gaussian distributions. Then, CTVAE’s hermaphrodite maps these
separated data points from the latent space into the input space. Finally, CTVAE’s
decoder learns the distribution of the various classes generated by the encoder. Af-
ter training, only CTVAE’s decoder is used to generate data representations for both
the training and testing sets. Similarly, the authors in [18] proposed a twin auto-
encoder (TAE) for representation learning. TAE addresses the issue of posterior col-
lapse found in CTVAE, further improving the classification accuracy of classifiers
using the data representations generated by TAE. Additionally, the authors in [17]
leveraged the power of the twin architecture to propose a balanced twin auto-encoder
(BTAE), which generates data samples for skewed attack labels before feeding them
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into the decoder. Since BTAE’s decoder learns the data distribution of the skewed
classes during training, it can generate data representations for both the training and
testing sets without needing to increase the size of the training set. In contrast, tradi-
tional methods require generating data samples of skewed labels to balance the class
distributions in the training set.

GenAI models are essential tools for detecting anomalies. They learn the dis-
tribution of normal data and can identify samples that significantly deviate from
this distribution. The authors in [19] introduced an anomaly detection model called
AnoGAN, which is based on generative adversarial networks (GANs). AnoGAN as-
signs an anomaly score to a data sample by using reconstruction errors from both
the GAN’s generator and its discriminator. A sample is classified as an anomaly if
its reconstruction error greatly exceeds a predetermined threshold. Furthermore, the
authors in [20] proposed a multiple-input variational autoencoder (MIVAE) for de-
tecting anomalies in heterogeneous data. MIVAE employs an unsupervised learning
approach, processing all feature subsets simultaneously to identify anomalies within
each subset.
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